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1. Introduction

TechDoc is an Electronic Document and Records Management System that is used to manage
the entirelifecycle of documents and the records related to them. You might ask, "Why do |
need such a system?" In a small office, you would probably know everything that is going on;
where important drawings, papers, invoices and the like would be stored in pairso shared

file cabinets. Information could be easily shared simply by asking the person sitting next to you
or looking in the file cabinet.

But what if your office has multiple locations, thousands of employees and/or hundreds of
contractors who arall creating, reading, writing, and sharing documents, pictures, drawings,
audio, video and other electronic files?

Hundreds or thousands of documents could be in circulation at any given point in time. Some of
these documents may be proprietary or confidial and must be restricted to authorized

parties. Other documents may be "worksprogress" not ready for distribution, or may require
revision or approval by different groups or individuals. And don't forget that all of these
documents must be properlaccounted for. TechDoc provides a document management and
search engine environment that handles these important tasks. This allows your staff,
department, and program to gain competitive efficiencies and maintain a secure repository.

By US law, Governmeorganizations are required to maintain records. TechDoc helps ease this
burden with many innovative features. TechDoc has the concept of automatic records. Certain
types of documents should always have a record tied to them. For example, legal business
agreements between the Government and other organizations should always have a record
associated with them. TechDoc can automatically create and maintain a record for a legal
business agreement as soon as a user places it in the system. TechDoc cazagdso cr

automatic records when documents are placed into specific cabinets or folders.

In addition to automatic records, TechDoc supports manual records. A user can create a record
set for a specific need, such as a new contract, an accident, a law syigretdhen create

records in that set against documents stored in TechDoc. Because TechDoc supports non
resident documents (documents that refer to physiezdlworld items or electronic items that

must be stored in another system), it is possible to addcord to the set that refers to the
non-resident item.

1.1. How TechDoc Is Organized

TechDoc stores electronic documents, folders, and file cabinets in a database that is similar in
many ways to a conventional office file cabinet.

Throughout this guide, refences will be made to cabinets, folders, and documents. TechDoc
stores these items similar to Windows or Linux by using an organized hierarchy. Cabinets are at
the top level. They can contain documents and folders. Folders are at the second level. They
can contain single or multiple documents as well as other folders. Documents are at the bottom
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level. As mentioned earlier, documents can contain text documents, photographs, audio, video,
engineering drawings, spreadsheets, and flowcharts.

The figure belovgives a visual example of how this works:

TechDoc Organization

4 B 4

1.2. TechDoc Navigation

TechDoc has been designed for easy navigation. Consistency is a key part of the design. Let's
first look at the different areas that make up a typical screen.

DocMgr demo Normaluser

Explorer  Lists My Work Reports Reviews Records  Support Log Out

Search by: Document Number = For Advanced Search
BT 3 Cabinets

Explore Name/Number Description/Title

Explore Home = ption/T

Set Default Root Contains All Cabinets

Show Tree

Help @ Mailboxes All user mailboxes \-.

€& Projects All project folders E
=] © users All user home folders

A. On the top @ the screen is the main menu bar, which performs several functions.
The first line of the main menu is mainly for informational purposes. It tells you that
you are working on a document manager (left), what server you are working on
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(center), and whom yoare currently logged in as (right). The second line provides
navigation to the main areas of the application. Finally, the third line provides
searching features; quick search for the most common items (left) and advanced
search for all major items (right

B. In the main body of the screen is the current item this is being worked on. When
multiple items are display, the current item will be highlighted. Notice that the Root
is highlighted in this example.

C. To the left of the current item is the side menu. &ide menu provides all the
commands that are available for the current item. In additional, a help link is
available at the bottom of each side menu. The help provides information about the
current screen that is being displayed.

1.3. Data Security and TechDoc

TechDoc is a robust platform for data storage and retrieval. It provides data storage and access
capabilities for ITAR (International Traffic in Arms), EAR (Export Administration Regulations), as
well as various organization specific security standangsh(sss NASA's NPG 2810.1 which

defines procedures and guidelines for implementing security for Information Technology
Systems).

TechDoc is designed to support a wide range of different environments, locations, and
operating systems. Security is integraiatb TechDoc at multiple levels all of which are
configurable by the Administrator. You can assign security via useosjgrant specific
permissions to a single document, or create broader access by group, physical network
location, project, documentlassification or by defining custom roles. Once defined, these
settings can be applied automatically so that security is in place each time a document is
created by a specific user.

TechDoc features document encryption, encrypted transmission via hittigsnal firewall
support, and a complete auditail of all changes, lags, log outs, and document fetches.

TechDoc supports athanyauthentication methods including eAuth Single S@m (using
SAML), Two Factor (RSA SecurlD), LDAP, NT Domain, arsd Bsel access to documents can
be restricted or granted in a variety of ways that best serve your workflow and security needs.

1.3.1. Configuring TechDoc Security

TechDoc uses multiple layers of security as an effective barrier tauathorized use. Access
can be limited to the location (Network Address) of your computer, type of user, category of
document, or a particular document. Security is quite flexible and can be easily created and
then later modified.

Below is a visual example of the TechDoc SecuritgteNk; Location (Network Address):
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GLOBAL

- -

The innermost circle is more restrictive while the outermost circle is the least restrictive. The
exception is the "Restrictectircle which we will discuss in a moment.

Example: Locasthe most restrictivecircle,while Globalsthe least restrictive.

Each innecircleis considered to be a subset of the outagrclecontaining it and is also
considered to be in thatircle The table below summarizes this relationship with a more
detailed explanation following.

Circle Restricted Local Campus Community Global
Campus _
, Community
Subset Of Global Community Global
Global
Global

« Yol ol Yol Yol Yo Lo Yo Yo Yo Yo Yo Yo Yo Yo
More restrictive

1.3.2. Network Address Categories
Local

Local is anyone who successfully logs in with a valid username and password from a computer
whose IP address lies withametwork circletrusted for log in purposed by the syste@nly

Local users are permitted to make modifications to documents that dvey or have been

granted access. Read access is granted to the tiockby associating access to a document or
folder and adding "*Local users" to the selectegkers'column.



Document Manager User Guide Introduction

Campus

Campus is normally used to define the IP addresses that are trusted for jogposes, which
are part of the logical "Campus" for a specific TechDoc installationciftiescan also be used
to let anonymous users from these campus addresses the aoiligad documents without
them having to log in or even having an actual account on the Document Man@gerpus
users are considered to be more trusted than community and global users.

Community

Community is normally used to define the IP addressesdhanot trusted for logn purposes

but are trusted for reading documents that are somewhat sensitive but not enough to require
accounts. It is normally used to let anonymous users from these community addresses to read
documents without them having to ¢pin or not even having an actual account on the

Document ManagerCommunity userare considered to be more trusted then global users but
less trusted than campus users.

Global

Global is used to specify that anyone who has internet access tbabament Manager can

read a document that has global access assigned to it. The exceptions are known hacker sites
and countries with technology restrictions. Global is synonymous with Public, which is used on
many other systems.

The term "Global" was chosdo emphasize the fact that you are giving worldwide access and
it must be used wisely due to the sensitive nature of many documents that should not be
distributed outside of the US. When in doubt, you should consult your local export control
office for guidance.

Restricted

Restricted is used to limit and control individual users having access to TechDoc. It is defined by
a set of IP addresses ranges, which are considered to be partially trusted for a specific
Document Manager. A user coming from a reséd address may fetch (read) a document if

the document is Global or if the user enters a valid username and password that has been
specifically associated to the document for read access. In addition, someone originating from a
restricted address can onlog into a user account that is marked as restricted.

When a restricted user logs into TechDoc, they are still considered outside of theitokzl

This means that restricted users cannot access documents just because a document has Local,
Campus, o€ommunity read permissions. A restricted user must own a document, have been
specifically associated to the document for access, or the document must have Global read
permissions.

Additionally, restricted users cannot access folders just because a faddrdeal read. A
restricted user must own a folder or have been specifically associated to a folder to access it.
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2. Getting Started Managing Documents

Before ptting documents into TechDoc, you should contact your local TechDoc Administrator
or Help Desk for guidance. Typically, your system will have guidelines such as:

1 What kind of document numbering should | use on my documents?

1 What kinds of documents are alled on my system (ITAR, EAR, SBU, etc.)?

1 Where should I create my documents? Under my own home folder? Under a project
folder?

1 What metadata should | put on my documents (which Doc Type, should | use any
particular keywords, etc.)?

2.1. Organizing with Folders

TechDoc provides hierarchical folders to help organize docusndihiere is no requirement to
create folders under your home folder, but over time you may find it useful. Folders can be
used toorganizedocuments by project, purpose, year, etc. If you dmgour mind later, you
can always use "Move Contents" to reorganize your documents into new folders.

2.2. Using Groups

TechDoc povides the ability to create and us&oups. AGoup is simple a list of one or more
users.Groupscan be used to grant access td@cument or determine who will receive email
when adocument changes or gets released.

Groupsprovide flexibility. If you creat&oupsand associate them to yowlocuments, you can
add or remove somebody from@oup without having to change all the associations on all of
the documents that use th&roup.

The system automatically maintains Employer and Organiz&ronps You can then use these
systemGroupson yourdocuments just liké&sroupsthat you create yourself but with the added
benefit that you don't have to maintain them. If you add EmployerGroupto adocument, as
soon as a person is addeddoremoved fromTechDoc under that Employer, they're
automatically added or removed frothe EmployeiGroup

2.3. Documents and Generations

Now you have some folders aftoupsset up, it's time to put in a documen®o,what can a
TechDoc document contain? A TechDoc document can be any type of electronic computer file
that you have. It can be a wab processing document, spreadsheet, presentation, CAD drawing,
audio file, video, picture, ZIP file, etc.

TechDoc can even store information about things that aren't electronic $itesh as physical
books, video tapes, microfiche, etdon-resident docunents are documents that you can
create in TechDoc that refer to objects that don't actually reside inside of TechDoc.
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In TechDocdocuments are comprised up of one or mgenerationsWhen you create a
document, the file is uploaded as generation 1.@h&f document. Then when you reserve and
replace the document with a new version, that file is uploaded as generation 2.0 of the
document, and so on. This permits TechDoc users to see different versions (known as
generations) of the document as it has chadgver time.

When a generation of a document is created in TechDaoc, it is unreleased. An unreleased
generation is considered to be a draft copy.let other people knowhat a document is no
longer a draft, the document should be released. When a docunsenreleased, a particular
generation of the document is assigned a revision name to signify that the generation is no
longer a draft.

Not every generation of a document needs to be released. It is typical to reserve and replace a
document several timesdfore deciding that it is good enough to be released. Most people will
leave the unreleased generations around for historical purposes.

In addition, many documents will be released multiple times. Consider a document that
describes a procedure to operateceane After multiple generations and several reviews, the
document might be released as revision "A". After several months of workers using the
document to operate the crane, a minor incident occurs. On reviewing the incident, Safety
determines that addional instructions and warning should be added to the document. After
the document is changed and approved, a new generation of the document is released as
revision "B". A couple years later, changes are made to the crane, the document is updated,
and revsion "C" is released. If there were several cranes and only one was updated, the older
crane might be operated using revision "B" while the updated crane might be operated using
revision "C" of the document.



Document Manager User Guide Using URLs

3. Using URLSs to AccesslTechDoc Content

URLs can be constructed to accesstent on aTechDodocument Manager or Search
Managerfrom other web sitesTheseURLslso provide the abilityo always return the latest
revisionof a documenusinga special variableln this way you aaconstruct a URL once, place
it on your website, and be assured it is always linked to the latest revision of a document
without needing to constantly update itJRLs can be constructedpoovide content such as

91 Display Document attributes

1 Retrieve docment and "Launch" native viewer

91 Display Document Status

1 Display Documents matching certain criteria on the Search Manager

Before we dive into the available URLs and their usage, let's first l@okeathDoc URto we
can become familiar witkthe format. Take for examplea fetch URL

https://www.example.com/servilet/dm.web.Fetch?doc=DN0O&rev=$latest
Examining this URL, we can see the host where TechDoc is located:
https://www.example.com/

Thesecond bitof the URL pointing téetchon a Document ManagéNote this portion of the
URL is case sensitive)

servlet/dm.web.Fetch

Lastly, we see the query string referencing a Document. This query string specifies the
Document by Document Numbetdc=DOENO) and Revision¢v=3$lates}:

?docHOCNO&rev=$latest

In the exampleabove DOCNOshould be replaced by the Document Number of taget
Document For instance, if you had a Document with the Document Number TEST123 you
would specify doc=TEST123tead of just specifying a particularyiaon, the Revision is
specified asev=$latestmeaning always return the latest Revision of the Documkiyou
wished to specify the RevisigxBCof Document TEST123, thkLshould appear as:

https://lwww.example.com/serviet/dm.web.Fetch?doc=TEST123&rev=ABC

There are several characters that are validiDocumentNdzY 6 SNJ o dzi OF y Qi o6S LIk
into the URL. For example, notice that the ampersand (&) is used to mark the end of the
DocumentNumber and the beginning of the revision section. This convention is an Internet
requirement and not a TechDoc orfeo,if aDocumentNumber contains an ampersand and

you were to put it directly in the URL, til®cumentNumber would be chopped apart at the

ampersand by the TechDoc server, and the fetch wouldSaito avoid this problem, you have

to encode the special characters by replacing the special character with a percent sign (%)


https://www.example.com/servlet/dm.web.Fetch?doc=DOC-NO&rev=$latest
https://www.example.com/
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followed by the2-digit hexadecimal value of the special characterS NB Q &

characters and their encoded values:

Special Value to Put
Character in the URL
& %26
/ %2F

Using URLs

f Aad

27T

Say for example you wanted to construct a Fetch URL like the previous example to specify the

Document NumbeiTestResults&Datahe URL would look like:

https://www.example.com/serviet/dm.web.Fetch?doc=TestResults%26Data&rev=$latest

Notice the %26vhere the ampersand would be.

It is also possible to identify the Document to fetch by using the Document's ID number. When
a Document is craad in TechDoc it is assigned a unidDenumber. The ID number stays the
same for the entire life of a documerdyen if it's renamed. For example, the URL.:

https://www.example.com/serviet/dm.web.Fetch?did=2017&rev=$latest

3.1. URL Examples

This sectiortontains a few of examples of some of the more commonly used WRllalso
show you how to customize URLSs to que§yeamrch ManageEven though we are only
touching on a few different useases, there are many mor@emember, ay search you
perform on a Search Manageonstructs dJRLthat you can take and reussdsewhere the
possibilities are endles¥.ou should revie each of the examples in this section to become
familiar with URL construction; especially if you plan on creating fdRuse with the Search

Manager.

3.1.1. View the latest Released version of a particular Document

This URL will fetch tHatest released version of@ocument and open the appropriate viewer

to view the downloaded filein this example, wdetch a Document with the Document Number

Invoice12-05-2013

https://www.example.com/serviet/dm.web.Fetch?doc=Invel05-2013&rev=%$latest

By default, rev will attempt to return the rendered PDF version of the Document first. If there is

no rendered PDF version, the original native version will be returned.

Cl
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3.1.2. View the latest released Generation of a particular Document

This URL will fetch the latestleasedGeneration of a Document in its native format. In this
example, we fetch a Document with the Document Number TEST123

https://www.example.com/servilet/dm.web.Fetedoc=TEST123&rev=9%$latest&type=native

This type of a fetch will return the original file in its native format and not the rendered PDF
version. The only time you will get a PDF returned is if the original native file was a PDF to begin
with.

3.1.3. View the Docume nt attributes

This URL will take you to the Document Status and Retrieval S@it@srscreen displays all of
the Document's attributes as well as all of the Document's GeneratioriBis example, we will
show the attributes of a Document with the DocuniéD 1234

https://lwww.example.com/serviet/dm.web.StatusRetrieval?did=1234

3.1.4. View all Documents in an Organization

To retrieve a list of Documenis anorganization, you can builasearch URL that perforsa
guery to the Search Manager. Each time this in&licked, a new query will be made and up to
date results will be displayeth this example, we are searching for all of the Documents
belonging to the Organization Prevo Technologies, Inc. which has an abbreviation of PTI

https://www.example.com/serdt/search?FIELD1=SM_ORGANIZATION&TEXT1=PTI&MAX_RES
ULTS=50

Because the Search Manager provides such flexible yet structured searching, search URLS can
be rather complex. Most of the time it is easiest to visit the Search Manager you would like to
guery andenter your search parameters. Then on the Search Results screen, copy the entire
URL displayed in the logah bar of you internet browser and use that for your URL.

To expand upon the example above, we see the first parantétectD1=SM_ORGANIZATION
stating the first we wish for the first field to search on Organization. The next parameter
TEXT1=P$ays that for the first field (Organization) we wish to look for Pr¢. last parameter
MAX_ RESULTS=d#ysshow me a maximum of 50 results.

3.1.5. View Documents by specific Document Type

To retrieve a list of Documents by Document Type, you can build a search URL that performs a
guery to the Search Manager. Each time this ln&licked, a new query will be maded up to

date results will be displayeth this example, we will search for all of the Documents that have

a Document Type of INVOICE

https://lwww.example.com/servlet/search?FIELD1=SM_DOC_TYPE&TEXT1=INVOICE&MAX_RES
ULTS50

10
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3.1.6. View Documents by Organization and Doc Type

To retrieve a list of Documents by Organization and Document Type with a maximum number
of results set at 2000, you could use a URL like the one below. In this exaveplél specify
an Organization of PTI and a Document Type of INVOICE

https://www.example.com/servlet/search?FIELD1=SM_ORGANIZATION&TEXT1=PTI&JOIN1TO2
=AND&FIELD2=SM_DOC_TYPE&TEXT2=INVOICE&MAX_ RESULTS=2000

This example is a bit more complex than the exampédsre. The first part of the query should
look familiar. We seFIELD1o SM_ORGANIZATI@ND TEXT10 PTllike we have in previous
examples. ThisBme however, we are specifying two criteria fielsis there is a second field
FIELD2nd TEXT2Notice in the middle of the query there is the paramel€IN1TO2=AND
This sayshat both FIELD&and FIELDIust be set this way on the Document in order for it to
be returnedas a result

3.1.7. Additional Search Manager URL parameters

This sectiortontains dew examples showing how to use thdditionalparameters available
for use in Search Manager URLSs.

3.1.7.1. JOIN

The JOIN parametés used when you need to search on more than one fielthatsametime.
For example, let'saywe want to find all of the Documés that have a Document Category of
TradeSecreAND a Document Type of INVOICE. We could construct a search URL like this

https://lwww.example.com/servlet/search?FIELD1=8C_CATEGGREXT1¥radeSecr&J
OIN1TO2=AND&FIELD2=SM_DOC_TYPE&TEXT2=INVOICE

Notice h the URL above the parameté®IN1TO2=ANDhis parameter states how the first

field should be compared with th&econd fieldSince we said a matching Document must have
a Document Category dfradeSecreffirst field) AND it must also have a Document Type of
INVOICE (second field) we want to use the logical operatoridbilr join. Say we had a third
field that must match as ®ll; the Organization set to PTI. We would have a URL like this

https://lwww.example.com/servlet/search?FIELD1=SM_DOC_CATEGORY&TEXT1=TradeSecret&J
OIN1TO2=AND&FIELD2=SM_DOC_TYPE&TEXT2=INVOICE&JOIN2TO3=AND&FIELD3=SM_ORG/
IZATION&TEXT3=PTI

Notice in theURL tle parameter JOIN2TO3=AND. Like the first join JOIN1TO2=AND, this join
says that both the second and third field must match as Wélere are other logical operators
for use on goin between fields. Maybe we would like to return all of the Documents bgilog

to PTlbut we don't want any Documents with the Document Type INVOICE (give me all the
Documents except Invoices). You would use a URL like

https://lwww.example.com/servlet/search?FIELD1=SM_ORGANIZATION&TEXT1=PTI&JOIN1TO2
=AND_NOT&FIELD2=SM_DOC_TYPEZIFEX OICE&MAX_RESULTS=2000

11
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Notice this URL looks just like the previous URL but the join operatfdvilis NOTThis means

all of the Documents must belong to the PTI Organization but not have a Document Type of
INVOICE. The last example we'll show isgusie logicalDRoperator. Let's say that we would

like to return all of the Documents from two different Organizations Prevo Technologies, Inc.
(PTI) anddome Other OrganizatidisOO). Because a Document can only belong to one
Organization, we can't sayfPand SOO. We need to say PTI or SOO, so we can construct a URL
like this

https://www.example.com/servlet/search?FIELD1=SM_ORGANIZATION&TEXT1=PTI&JOIN1TO2
=OR&FIELD2=SM_ORGANIZATION&TEXT2=SOO&MAX_RESULTS=2000

3.1.7.2. SORT

Thereare times when you search and the results are just too large to try and dig through. Times
like these are where sorting your results can be very handy. Say you perform a search for all of
the Documents belonging to PTI with the Document Type INVOIGkitikeevious example

https://lwww.example.com/servlet/search?FIELD1=SM_ORGANIZATION&TEXT1=PTI&JOIN1TOZ2
=AND&FIELD2=SM_DOC_TYPE&TEXT2=INVOICE

Let's say this search returns 10,000 Documentsvaedavant to see all of these Documents, but
we really want them sded by the Document Categaryou could add a sort parameter to the
URL to say sort by Document Category like so

https://www.example.com/servlet/search?FIELD1=SM_ORGANIZATION&TEXT1=PTI&JOIN1TO2
=AND&FIELD2=SM_DOC_TYPE&TEXT2=IRISOROBEM_DOC_CATEGORY

Spedying a sort parameter c(SORT=SM_DOC_CATEGUIR36rt the Documents by

Document Category in ascending order. By ascenadlidgr, we mean Document Categories
starting with A and enidg at the bottom in Z. If you wish to sort in descending order (meaning
Zc A) just place a minus sig¥) (n front of the sort parametes valuelike so

https://www.example.com/servlet/search?FIELD1=SM_ORGANIZATION&TEXT1=PTI&JOIN1TO2
=AND&FIELD2=SM_DOC_TYPE&TEXT2=INVOICESARIES CATEGORY

There are also be times whegwou will need to sort on multiple fields. Like our example above,
let's say when wanta see all of the INVOICE Documents that belong to PTI sorted by Document
Category and Document Title. We can accomplish this with a URL like this

https://lwww.example.com/servlet/search?FIELD1=SM_ORGANIZATION&TEXT1=PTI&JOIN1TO2
=AND&FIELD2=SM_DOC_TYPE&TEXTACE&SORT=SM_DOC_CATEGORY,SM_TITLE

The URL above will sort Documents first using the Document Category. Then for all of the
Documents in a Document Category, they will be sorted by Title. Notice neither of the sort
values have a minus sign, so baethl be ascending. We could have made either value or both
descending if need be.

12
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The last important thing to mention about sort is the SCORE &eT=SCQRHhis is how the
Search Manager sorts by default when you do not specify a SORT parahhet&SORE value
means that relevancy score calculated by the search enginentbasuredhow closely the

search results match your queryou may if need be sort by SCORE and then another field like
SO

https://www.example.com/servlet/search?FIELISM: TITL&ETEXT2Rocke&SORT=SCORE,SM
_DOCTYPE

The URL abows searching for any Document that has a Title containing "Rocket". This time
however, we are sorting first by the search engine score, and then by the DocUiy@a(T his
means show me firsthe Documents thatnost closely match my query and then order them
by DocumenfType.

3.1.7.3. OUTPUT

Another handy Search Manager URL parameter is OUTPUT. When a search is performed, the
search results default to being displayed as a normal HTML web page. At times it may be
necessay to consume the search results programmatically and use them in another
application. To make this process easier, you can output the search results as XML using the
OUTPUT parameter like so

https://lwww.example.com/servlet/search?FIELD1=SM_TITLE&TEXTaRUIKPUT=XML

The URL above will search all Documents looking only for those containing "Rocket" in their
Title. The parameteDUTPUT=XMAill cause the results to be displayed in XML rather than a
normal HTML web page.

13
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4. Command Reference Section

This section containsraference for all the normal User level commands available on the
Document Manager.

4.1. Associating for Access

Access can be assigned to a specified object (Document, Folder, Cabinet, Group, or RMA Record
Set) to determine which Users are allowed a particldael of access to the object. However,

access does not guarantee that the relevant commands can be used on the object. For example,
a User can be given Delete access to a Folder but the User cannot actually delete the Folder
unless they have the Delete IBer privilege. It is important to note that the owner of an object

and Users with the Admin privilege always have full access to the object.

4.1.1. Associating Access for a Document

Access is assigned to a Document to determine which Users are allowed a palécel of

access to the Document. It also sets the Read access to the Document. However, access does
not guarantee that the relevant commands can be used on the Document. For example, a User
is given Delete access to a Document but the User cannot disletbocument unless the User

has the User privilege of Delete Document. It is important to note that the owner of a
Document and Users with the Admin privilege always have full access to the Document.

1 The User must have the Groups privilege.

1 The Usemust have Owner access to the Document.

1 To associate access to remote Users, the AllowAssocRemoteAccess System Property
must be set to Yes.

T Only the group Read access settings (Global, Community, Campus, and Local) allowed by
the Document's doc category Mbe available.

The Associate Access screen displays all Groups, Users and Remote Users (Remote Users will
only be displayed if the AllowAssocRemoteAccess System Property is set to Yes). None indicates
that no Groups, Users and/or Remote Users have bespaated.

You can associate access to an existing Document or at the time, the Document is created.

Associating Access for an Existing Document
Navigation:[DocMgr > Explorer > Navigate to Desired Document > Side Menu > Assoc Access]

1. Enter the reason foassociating access in the Reason box. Reason is a required field. The

maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, or click the Next button to continue.

14
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Associating Access for a New Document
Navigation:[DocMgr > Explorer > Navigate to Folder > Side Menu > Create Document]

1. Enter the reason for associating access in the Reason box. Reason is a required field. The

maximum length of this field is 255 characters.
2. Click the OK button if you do not want to asste access at this time, or click the Next
button to continue.

Associating Groups for a Document

Access can be assigned to a Group of Users for a specific Document. One or more Groups can

be associated to a specific Document.

Note 1: If you are not ass@ting Group(s) to this Document but need to associate individual
Users, click the Next button to continue.

Note 2: The access to a Generation is determined by the access a User has to the Document

that the Generation belongs to.

Definition of access isted below:

Access Definition of Access
A User can view the attributes of this Document, view the

Read attributes of this Document's Generations and Renditions and
fetch this Document's Generations and Renditions.
A User can modify thattributes of this Document and this

Modify Document's Generations and Renditions. The User must also hj
the Modify Document privilege.

Delete A User can delete this Document. The User must also have the

Delete Document privilege.

Reserve/Replace

A User canaserve and replace the Document. The User must al
have the Create Generation privilege.

Owner

A User can act as the owner of this Document. The User will be
able to do anything to the Document that the owner can, as long
the User's privileges allow i

Note:

Checking None denies all levels of access (except possibly for read) to Users on the Group from
accessing this Document. Because a logged in User is always considered part of the Local,

Campus, Community, and Global groups, if one of these groups issaeddo the Document,
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the User will still get Read access to the Document even though None prevents them from
getting any other type of access.

If you specify None, the Users on this Group will have no access to the Document even if the
Users are on otheGroups that are associated to this Document. However, if an individual User
is associated to this Document on the next screen, that access will override the access given to
them on this screen. If a User on the Group is the Owner of the Document, or an,Aday

will still have Owner access to the Document.

My Groups are Groups that are created by you (both private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types aft&wy Groups. Users on these Groups have a Tech
Doc account.

System Employer Group£ontains all the Users that belong to that specific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belotgthat specific
Organization. System Organization Group names begin with {Org}.

1. Select the Group(s) in the My Groups and/or Shared Groups box (on the left) to be
associated by clicking on the Group name. This will highlight the Group name.

2. Select the acess (Read, Modify, Delete, Reserve/Replace, or Owner) to be assigned to
the Group. One or more access can be assigned to the same Group. Note: Everyone on
the Group will get the assigned access.

3. Click the Add> button. The Add> button moves the highligi&eoup to the Selected
Groups box. To remove a Group from the Selected Groups box, highlight the Group and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, selectdbp,@nd click the
Show Group button.

Note: Assigning the Group the access of Modify, Delete, Reserve/Replace or Owner also
gives Read access to the Group. The Group name and assigned access is displayed in the
Selected Groups box as follows:

Selected Graps Definition of Codes

MG-Group Name (R) | MG (My Groups), (R) Read

MG-Group Name (R,M)| MG (My Groups), (R,M) Read, Modify

MG-Group Name (R,D)| MG (My Groups), (R,D) Read, Delete

MG-Group Name (R,RR| MG (My Groups), (R,RR) Reladserve/Replace
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MG-Group Name (O) | MG (My Groups), (O) Owner

SGGroup Name (R) SG (Shared Groups), (R) Read

SGGroup Name (R,M) | SG (Shared Groups), (R,M) Read, Modify

SGGroup Name (R,D) | SG (Shared Groups), (R,D) Read, Delete

SGGroup Name (R,RR) SG(Shared Groups), (R,RR) Read, Reserve/Rej

SGGroup Name (O) SG (Shared Groups), (O) Owner

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associating Access for Individual Users for a Document

If necessary, access can be assigned to individual Users for a specific Document. One or more
Users can be associated to a specific Document.

Note: The access to a Generation is determined by thesscadJser has to the Document that
the Generation belongs to.

Definition of access is listed below:

Access Definition of Access

A User can view the attributes of this Document, view the
Read attributes of this Document's Generations and Renditions and
fetch this Document's Generations and Renditions.

A User can modify the attributes of this Document and this
Modify Document's Generations and Renditions. The User must also h;
the Modify Document privilege.

A User can delete thiBocument. The User must also have the

Delete Delete Document privilege.

A User can reserve and replace the Document. The User must :

MRS have the Create Generation privilege.

A User can act as the owner of this Document. The User will be
Owner able to do anything to the Document that the owner can, as long
the User's privileges allow it.

Note:
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Checking None denies all levels of access (except possibly for read) to Users from accessing this
Document. Because a logged in User is alwaysidered part of the Local, Campus,

Community, and Global groups, if one of these groups is associated to the Document, the User
will still get Read access to the Document even though None prevents them from getting any
other type of access.

If you spedly None, the User will have no access to this Document even if the User appears on a
Group that gives them other access. If the User is the Owner of the Document, or an Admin,
they will still have Owner access to the Document.

Note: Available Users are Usdhat have a Tech Doc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears in the
Selected Users box, the name is removed from the Available Users box.

Note: Additional security can belded to the Document by adding or removing *Campus Users
(R), *Community Users (R), or *Local Users (R) in the Selected Users list. (R) indicates Read
access.

Note: Depending on the Document's Doc Category Read access restrictions, *Campus Users (R),
*Comnunity Users (R), *Global Users (R), or *Local Users (R), may have been omitted from the
list.

Read Access Definition of Read Access

Documents available to Users that have an account to the

*
Local Users (R) Document Manager.

Documents available to Users as defined by a set of trusted IP
address ranges that are considered part of the Campus for the
specific Document Manager.

*Campus Users

(R)

*Community Documents available to Users within the organization's and
Users (R) selected partners IP aldesses.

*Global Users

(R)

Documents available to anyone on the World Wide Web.

1. Select the User(s) in the Available Users box (on the left) to be associated to the
Document by clicking on the User's name. This will highlight the name.

2. Select theaccess (Read, Modify, Delete, Reserve/Replace, or Owner) to be assigned to
the User. More than one access can be assigned to the same User.

3. Click the Add> button. The Add> button moves the highlighted Users to the Selected
Users box. To remove a User frame Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users from the Selected
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Users box. To show information for the User, highlight the User name, and click the
Show User button.

Note: Assigninghte User the access of Modify, Delete, Reserve/Replace or Owner also
gives Read access to the User. The User's name and assigned access is displayed in the
Selected Users box as follows:

Selected Users Definition of Codes

User's Name(R) | User has Read acees

User's Name(R,M)| User has Read and Modify access

User's Name(R,D)| User has Read and Delete access

User's Name(R,RR| User has Read and Reserve/Replace ac(

User's Name(O) | User has Owner access

Note: If theAllowAssocRemoteAccess System Property is set to No, the following will be
displayed.

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate the access Groups anelfer Us
to this Document.

or

Note: If the AllowAssocRemoteAccess System Property is set to Yes, the following will be
displayed.

5. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next buttto continue.

Associating Access for Remote Users for a Document

Read access for fetching Documents can be assigned to individual remote Users for a specific
Document. One or more Remote Users can be associated to a specific Document.

Note: If you do noheed to associate Remote Users to this Document, click the OK button to
associate the access Group and/or Users to this Document.

The Remote User fields displayed are:

1 Any Remote User previously associated to this Document is displayed in the Remote
Userfield.
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T A drop down list of valid remote Authenticators for the Document manager.
T Atext field to type in the Remote User's username.

To add a Remote User, in the New Remote User box, click on the down arrow and select a
remote Authenticator from the listThis cannot be left as Choose One. Enter a username in the
text field. Click the Add button.

Note: The username can contain wildcards.

The asterisk (*) represents zero or more characters.

The question mark (?) represents exactly one character.

Multiple aserisks and/or question marks are allowed.

Consecutive asterisks are not allowed but consecutive question marks are allowed.
Only an asterisk is allowed.

Asterisks and question marks may be positioned anywhere as long as they do not break
any of theprevious rules.

=A =4 =4 -4 -4 A

For example, if you would like to give access to a User on the kerberos domain, you would
select kerberos from the drop down and then enter the username in the username field. The
resulting Remote User would display as kerberos/usernamewshewing associations.

To remove Remote Users, click the Remove button next to the Remote User that you would like
to remove.

Click the Cancel button to cancel the command, click the Previous button to return to the
previous screen, or click the OK butttmnassociate the access list and/or User to this
Document.

Note: You will need to notify the Remote User(s) that they have been given Read access for
fetching this Document. When a Remote User is fetching or displaying the status and retrieval
form from alink either in an email or from a search page, if the User is not currently logged in
to the DM, they are prompted with a username and password dialog box. If the User types in a
valid Remote username and password, they are granted access.

For example, ikerberos/jdoe has been associated as a Remote User to a Document and they
attempt to fetch that Document, while not logged in to the DM, they will be prompted for
username and password. If they type in kerberos/jdoe into the username and a valid password
for jdoe on kerberos, then they will be granted fetch and/or status and retrieval access to the
Document. If the User cannot be verified by the remote Authenticator, the corresponding error
message is displayed. (User not found, incorrect password, seovéound...)

Notes:

1 The access to the Document will be updated.

20



Document Manager User Guide Reference

T A history record will be generated for associating access with the Document.
T Email will be sent to the notification associated with the Document.

4.1.2. Associating Access for a Folder

Access is agged to a Folder to determine which Users are allowed a particular level of access
to the Folder. It also sets the Read access to Folder. However, access does not guarantee that
the relevant commands can be used on the Folder. For example, a User iDglenaccess

to a Folder but the User cannot delete the Folder unless the User has the privilege of Delete
Folder. It is important to note that the owner of a Folder and Users with the Admin privilege
always have full access to the Folder.

1 The User mudshave the Groups privilege.
1 The User must have Owner access to the Folder.

The Associate Access screen displays all Groups and Users currently associated to the Folder.
None indicates that no Groups and/or Users have been associated.

The Folder Inheritancield is used to specify if the access associated should also be applied to
the child folders. Using the drop down, select one of the following options:

1 Do not change child folders associatier&ays that only this folder will receive
association changeand all child folders under this folder will be left unchanged.

1 Replace child folders associations with the§ays to replace all child folders'
associations with the associations on this folder.

1 Merge these associations with child folders associatiddeys to merge the associations
of this folder with the child folders' associations; in the case of access, any matching
people will receive the combination of access specified by this folder and the child
folder.

1 Override collisions while adding thesedbild folders associationsSays to add this
folder's associations to the child folders' associations; in the case of access, any
matching people will receive the access specified by the parent.

You can associate access to an existing Folder or gintliee the Folder is created.

Associating Access for an Existing Folder
Navigation: [DocMgr > Explorer > Navigate to Desired Folder > Side Menu > Assoc Access]

1. Enter the type of Folder Inheritance to use on child folders by clicking on the down
arrow and glecting it from the list. See the discussion on inheritaalcevefor more
details.

2. Enter the reason for associating access in the Reason box. Reason is a required field. The
maximum length of this field is 255 characters

3. Click the Cancel button to cancel the command, or click the Next button to continue.
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Associating Access for a New Folder
Navigation:[DocMgr > Explorer > Navigate to Desired Location > Side Menu > Create Folder]

The Associate Access screen displaySralips and Users currently associated. None indicates
that no Groups and/or Users have been associated.

1. Enter the type of Folder Inheritance to use on child folders by clicking on the down
arrow and selecting it from the list. See the discussion on indrecgabovefor more
details.

2. Enter the reason for associating access in the Reason box. Reason is a required field. The
maximum length of this field is 255 characters.

3. Click the OK button if you do not want to associate as@tghis time, or click the Next
button to continue.

Associating Groups for a Folder

Access can be assigned to a Group of Users for a specific Folder. One or more Groups can be
associated to a specific Folder.

Note 1: If you are not associating Groug(s}his Folder but need to associate individual Users,
click the Next button to continue.

Note 2: Definition of access is listed below:

Access Definition of Access
A User can view the attributes of this Folder and see which subfold
Read ) )
andDocuments are in this Folder.
Modify A User can modify the attributes of this Folder. The User must also
have the Modify Folder privilege.
A User can delete this Folder. The User must also have the Delete
Delete .
Folder privilege.
Create A User can create a child Folder in this Folder. The User must also
Folder the Create Folder privilege.
Create A User can create a Document in this Folder. The User must also h

Document the Create Document privilege.

A User can act as the ownertbfs Folder. The User will be able to dg
Owner anything to the Folder that the owner can, as long as the User's
privileges allow it.

Note:

22



Document Manager User Guide Reference

Checking None denies all levels of access (except possibly for read) to Users on the Group from
accessing this Folder. Brtse a logged in User is always considered to be part of the Local
group, if *Local Users (R) is associated to the Folder, the User will still get Read access to the
Folder even though None prevents them from getting any other type of access.

If you specy§ None, the Users on this Group will have no access to the Folder even if the Users
are on other Groups that are associated to this Folder. However, if an individual User is
associated to this Folder on the next screen, that access will override the grteesdo them

on this screen. If a User on the Group is the Owner of the Folder, or an Admin, they will still
have Owner access to the Folder.

My Groups are Groups that are created by you (both private and shared). Private Groups are for
your use only. Sdred Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a Tech
Doc account.

System Employer Group€ontains all the Users that belong to that specific Employer.
System Employer Grpuinames begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
Organization. System Organization Group names begin with {Org}.

1. Select the Group(s) in the My Groups and/or Shared Groups box (on the left) to be
as®ciated by clicking on the Group name. This will highlight the Group name.

2. Select the access (Read, Modify, Delete, Create Folder, Create Document, or Owner) to
be assigned to the Group. One or more access can be assigned to the same Group. Note:
Everyoneon the Group will get the assigned access.

3. Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from the Selected Groups box, highlight the Group and
click the <Remove button. The <Remove All muttemoves all the Groups from the
Selected Groups box. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: Assigning the Group the access of Modify, Delete, Create Folder, Create
Document, or Owner alsgives Read access to the Group. The Group name and
assigned access is displayed in the Selected Groups box as follows:

Selected Groups Definition of Codes

MG-Group Name (R) | MG (My Groups), (R) Read

MG-Group Name (R,M)| MG (My Groups), (R,M) Readodify

MG-Group Name (R,D)| MG (My Groups), (R,D) Read, Delete

23



Document Manager User Guide Reference

MG-Group Name (R,CF| MG (My Groups), (R,CF) Read, Create Folder

MG-Group Name (R,CD| MG (My Groups), (R,CD) Read, Create Docume

MG-Group Name (O) | MG (My Groups), (O) Owner

SGGroup Name (R) SG (Shared Groups), (R) Read

SGGroup Name (R,M) | SG (Shared Groups), (R,M) Read, Modify

SGGroup Name (R,D) | SG (Shared Groups), (R,D) Read, Delete

SGGroup Name (R,CF) SG (Shared Groups), (R,CF) Read, Create Foldg

SGGroup NamgR,CD) | SG (Shared Groups), (R,CD) Read, Create Docu

SGGroup Name (O) | SG (Shared Groups), (O) Owner

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Assoating Access for Individual Users for a Folder

Access can be assigned to individual Users for a specific Folder. One or more Users can be
associated to a specific Folder.

Note: Definition of access is listed below:

Access Definition of Access

A User can view the attributes of this Folder and see which subfoldg

Read and Documents are in this Folder.
Modify A User can modify the attributes of this Folder. The User must also
have the Modify Folder privilege.
A User can delete thisolder. The User must also have the Delete
Delete .
Folder privilege.
Create A User can create a child Folder in this Folder. The User must also
Folder the Create Folder privilege.
Create A User can create a Document in this Folder. The User nasshal/e

Document the Create Document privilege.

A User can act as the owner of this Folder. The User will be able to
Owner anything to the Folder that the owner can, as long as the User's
privileges allow it.
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Note:

Checking None denies all levelsactess (except possibly for read) to Users from accessing this
Folder. Because a logged in User is always considered part of the Local group, if *Local Users (R)
is associated to the Folder, the User will still get Read access to the Folder even thoaegh Non
prevents them from getting any other type of access.

If you specify None, the User will have no access to this Folder even if the User appears on a
Group that gives them other access. If the User is the Owner of the Folder, or an Admin, they
will still have Owner access to the Folder.

Note: Available Users are Users that have a Tech Doc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears in the
Selected Users box, the name is removedadrfithe Available Users box.

Note: Additional security can be added to the Folder by removing *Local Users (R) in the
Selected Users box. (R) indicates Read access.

Read Definition of Read Access

Access

*Local Users that have an account this Document Manager can view the
Users (R) | attributes of this Folder and see subfolders and Documents in this Fo

1. Select the User(s) in the Available Users box (on the left) to be associated to the Folder
by clicking on the User's name. This wighlight the name.

2. Select the access (Read, Modify, Delete, Create Folder, Create Document, or Owner) to
be assigned to the User. More than one access can be assigned to the same User.

3. Click the Add> button. The Add> button moves the highlighted Usehet8elected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users from the Selected
Users box. To show information for the User, highlight the User nameglankdthe
Show User button.

Note: Assigning the User the access of Modify, Delete, Create Folder, Create Document,
or Owner also gives Read access to the User. The User's name and assigned access is
displayed in the Selected Users box as follows:

SelectedUsers Definition of Codes

User's Name(R) | User has Read access

User's Name(R,M)| User has Read and Modify access
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User's Name(R,D)| User has Read and Delete access

User's Name(R,CF| User has Read and Create Folder access

User's Name(R,CD| User haskead and Create Document acce

User's Name(O) | User has Owner access

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate the access list to this Folder.

Notes:

1 The access to the Folder will be updated.
T A history record will be generated for associating access with the Folder.
T Email will be sent to the notification associated with the Folder.

4.1.3. Associating Access for a Cabinet

Access is assigned to a Cabitwetletermine which Users are allowed a particular level of access

to the Cabinet. It also sets the Read access to the Cabinet. However, access does not guarantee
that the relevant commands can be used on the Cabinet. For example, a User is given Delete
access to a Cabinet but the User cannot delete the Cabinet unless the User has the privilege of
Delete Cabinet. It is important to note that the owner of a Cabinet and Users with the Admin
privilege always have full access to the Cabinet.

1 The User mushave the Groups privilege.
1 The User must have Owner access to the Cabinet.

The Associate Access screen displays all Groups and Users currently associated to the Cabinet.
None indicates that no Groups and/or Users have been associated.

You can associate &ss to an existing Cabinet or at the time, the Cabinet is created.

Associating Access for an Existing Cabinet
Navigation:[DocMgr > Explorer > Navigate to Desired Cabinet > Side Menu > Assoc Access]

1. Enter the reason for associating access in the ReasownReason is a required field. The
maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, or click the Next button to continue.

Associating Access for a New Cabinet
Navigation:[DocMgr > Explorer > Navigate Deesired Location > Side Menu > Create Cabinet]

26



Document Manager User Guide

The Associate Access screen displays all Groups and Users currently associated. None indicates

Reference

that no Groups and/or Users have been associated.

1. Enter the reason for associating access in the Reason boxorRsasrequired field. The
maximum length of this field is 255 characters.

2. Click the OK button if you do not want to associate access at this time, or click the Next

button to continue.

Associate Groups for Cabinet

Access can be assigned to a Group @r&for a specific Cabinet. One or more Groups can be

associated to a specific Cabinet.

Note 1: If you are not associating Group(s) to this Cabinet but need to associate individual
Users, click the Next button to continue.

Note 2: Definition of access istkd below:

Access Definition of Access
A User can view the attributes of this Cabinet and see which Foldel
Read . ) .
and Documents are in this Cabinet.
Modify A User can modify the attributes of this Cabinet. The User must als
have the ModifyCabinet privilege.
A User can delete this Cabinet. The User must also have the Delet
Delete . .
Cabinet privilege.
Create A User can create a Folder in this Cabinet. The User must also ha
Folder Create Folder privilege.
Create A User can cie a Document in this Cabinet. The User must also h
Document the Create Document privilege.
A User can act as the owner of this Cabinet. The User will be able t
Owner anything to the Cabinet that the owner can, as long as the User's
privileges allow it.

Note:

Checking None denies all levels of access (except possibly for read) to Users on the Group from
accessing this Cabinet. Because a logged in User is always considered to be part of the Local

group, if *Local Users (R) is associated to the Cabinet)siae will still get Read access to the
Cabinet even though None prevents them from getting any other type of access.
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If you specify None, the Users on this Group will have no access to the Cabinet even if the Users
are on other Groups that are associatiedthis Cabinet. However, if an individual User is

associated to this Cabinet on the next screen, that access will override the access given to them
on this screen. If a User on the Group is the Owner of the Cabinet, or an Admin, they will still
have Ownemccess to the Cabinet.

My Groups are Groups that are created by you (both private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on thaps Gawe a Tech
Doc account.

System Employer Group€£ontains all the Users that belong to that specific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
OrganizationSystem Organization Group names begin with {Org}.

1. Select the Group(s) in the My Groups and/or Shared Groups box (on the left) to be
associated by clicking on the Group name. This will highlight the Group name.

2. Select the access (Read, Modify, Delete, eréalder, Create Document, or Owner) to
be assigned to the Group. One or more access can be assigned to the same Group. Note:
Everyone on the Group will get the assigned access.

3. Click the Add> button. The Add> button moves the highlighted Group to tkeetSel
Groups box. To remove a Group from the Selected Groups box, highlight the Group and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, highlight the Group, land clic
the Show Group button.

Note: Assigning the Group the access of Modify, Delete, Create Folder, Create
Document, or Owner also gives Read access to the Group. The Group name and
assigned access is displayed in the Selected Groups box as follows:

Selected Groups Definition of Codes

MG-Group Name (R) | MG (My Groups), (R) Read

MG-Group Name (R,M)| MG (My Groups), (R,M) Read, Modify

MG-Group Name (R,D)| MG (My Groups), (R,D) Read, Delete

MG-Group Name (R,CF| MG (My Groups), (R,CF) Read, Cré&alder

MG-Group Name (R,CD| MG (My Groups), (R,CD) Read, Create Documert

MG-Group Name (O) | MG (My Groups), (O) Owner
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SGGroup Name (R) | SG (Shared Groups), (R) Read

SGGroup Name (R,M) | SG (Shared Groups), (R,M) Read, Modify

SGGroup Name (R,D) | SG(Shared Groups), (R,D) Read, Delete

SGGroup Name (R,CF) SG (Shared Groups), (R,CF) Read, Create Foldg

SGGroup Name (R,CD) SG (Shared Groups), (R,CD) Read, Create Docu

SGGroup Name (O) | SG (Shared Groups), (O) Owner

4. Click the Cancel button ttancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associating Access for Individual Users for a Cabinet

Access can be assigned to individual Users for a specific Cabinet. One or mereald dus
associated to a specific Cabinet.

Note: Definition of access is listed below:

Access Definition of Access
A User can view the attributes of this Cabinet and see which Folde
Read : ) .
and Documents are in this Cabinet.
Modify A User can modifthe attributes of this Cabinet. The User must also
have the Modify Cabinet privilege.
A User can delete this Cabinet. The User must also have the Delet
Delete ) .
Cabinet privilege.
Create A User can create a Folder in this Cabinet. The User moshal® the
Folder Create Folder privilege.
Create A User can create a Document in this Cabinet. The User must also

Document the Create Document privilege.

A User can act as the owner of this Cabinet. The User will be able t
Owner anything to theCabinet that the owner can, as long as the User's
privileges allow it.

Note:

Checking None denies all levels of access (except possibly for read) to Users from accessing this
Cabinet. Because a logged in User is always considered part of the Localfgiongal Users
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(R) is associated to the Cabinet, the User will still get Read access to the Cabinet even though
None prevents them from getting any other type of access.

If you specify None, the User will have no access to this Cabinet even if the Psarsapn a
Group that gives them other access. If the User is the Owner of the Cabinet, or an Admin, they
will still have Owner access to the Cabinet.

Note: Available Users are Users that have a Tech Doc account, on this Document Manager, and
whose name des not appear in the Selected Users Group. Once a User's name appears in the
Selected Users box, the name is removed from the Available Users box.

Note: Additional security can be added to the Folder by removing *Local Users (R) in the
Selected Users bofR) indicates Read access.

Read Definition of Read Access
Access
*Local Users that have an account to this Document Manager can view the
attributes of this Cabinet and see subfolders and Documents in this
Users (R} Cabinet.

1. Select the User(s) in thvailable Users box (on the left) to be associated to the Folder
by clicking on the User's name. This will highlight the name.

2. Select the access (Read, Modify, Delete, Create Folder, Create Document, or Owner) to
be assigned to the User. More than one a&xean be assigned to the same User.

3. Click the Add> button. The Add> button moves the highlighted Users to the Selected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button remadethe Users from the Selected
Users box. To show information for the User, highlight the User name, and click the
Show User button.

Note: Assigning the User the access of Modify, Delete, Create Folder, Create Document,
or Owner also gives Read accasshte User. The User's name and assigned access is
displayed in the Selected Users box as follows:

Selected Users Definition of Codes

User's Name(R) | User has Read access

User's Name(R,M)| User has Read and Modify access

User's Name(R,D)| User has Reaand Delete access

User's Name(R,CF| User has Read and Create Folder access
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User's Name(R,CD| User has Read and Create Document acd

User's Name(O) | User has Owner access

Click the Cancel button to cancel the command, click the Previous butt@tuim to
the previous screen, or click the OK button to associate the access list to this Cabinet.

Notes:

T The access to the Cabinet will be updated.
T A history record will be generated for associating access with the Cabinet.
1 Email will be sent to the ndication associated with the Cabinet.

4.1.4. Associating Access for a Group

Access is assigned to a Group to determine which Users have Owner access to the Group. It is
important to note that the owner of a Group and Users with the Admin privilege always have
full access to the Group.

1 The User must have the Groups privilege.
1 The User must have Owner access to the Group.

Navigation:[DocMgr > Groups > Select Desired Group > Side Menu > Assoc Access]

The Associate Access screen displays all Users that are currently associated to the Group. None
indicates that no Users have been associated.

Associating Access for Individual Users for a Group

If necessary, Owner access can be assigned to individue fdsa specific Group. One or

more Users can be associated to a specific Group. A User with Owner access can act as the
owner of this Group. The User will be able to do anything to the Group that the owner can, as
long as the User's privileges allow it.

Note: Available Users are Users that have a Tech Doc account, on this Document Manager, and
whose name does not appear in the Selected Users Group. Once a User's name appears in the
Selected Users box, the name is removed from the Available Users box.

1. Selet the User(s) in the Available Users box (on the left) to be associated to the
Document by clicking on the User's name. This will highlight the name.

2. Click the Add> button. The Add> button moves the highlighted Users to the Selected
Users box. To removeldser from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users from the Selected
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Users box. To show information for the User, highlight the User name, and click the
Show User button.

Seleced Users Definition of Codes

User's Name(O)| User has Owner acceg

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate the access to this Group.

Notes:

1 The access to the Group will be updated.
1 A history record will be generatedrfassociating access with the Group.

4.1.5. Associating Access for an RMA Record Set

Access is assigned to an RMA Record Set to determine what Users can do with the RMA Record
Set. However, access does not guarantee that the relevant commands can be used MAthe R
Record Set. For example, a User is given Create Record access to a RMA Record Set but the User
cannot create a Record in the RMA Record Set unless the User also has the privilege Records. It
is important to note that the owner of an RMA Record Set, dadrs with the Records

Manager or Admin privilege always have full access to a RMA Record Set unless it's frozen.

1 The User must have the Groups privilege.
1 The User must have Owner access to the RMA Record Set.

Navigation: [DocMgr > Records > Show.Select Desired RMA Record Set > Side Menu > Assoc
Access]

The Associate Access screen displays all Groups and Users that have been associated.
1. Enter the reason for associating access in the Reason box. Reason is a required field. The
maximum length of thi§ield is 255 characters.
2. Click the Cancel button to cancel the command, or click the Next button to continue.

Associate Groups for RMA Record Set

Access can be assigned to a Group of Users for a specific RMA Record Set. One or more Groups
can be associat to a specific RMA Record Set.

Note 1: If you are not associating Group(s) to this RMA Record Set but need to associate
individual Users, click the Next button to continue.
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Note 2: Definition of access is listed below:

Access Definition of Access
Read A User can view the attributes of this RMA Record Set and see which
Records are in this RMA Record Set.
Modify A User can modify the attributes of this RMA Record Set. The User my
also have the Record Sets or Record Manager privilege.
Delete A Use can delete this RMA Record Set. The User must also have the

Record Sets or Record Manager privilege.

Create A User can create a Record in this RMA Record Set. The User must a
Record have the Records or Record Manager privilege.

A User can ads the owner of this RMA Record Set. The User will be &
Owner to do anything to the RMA Record Set that the owner can, as long as t
User's privileges allow it.

Note:

Checking None denies all levels of access to Users on the Group from accessing this RMA
Record Set.

If you specify None, the Users on this Group will have no access to the RMA Record Set even if
the Users are on other Groups that are associated to this RMA Record Set. However, if an
individual User is associated to this RMA Record Set onekiescreen, that access will

override the access given to them on this screen. If a User on the Group is the owner of the

RMA Record Set, a Records Manager, or an Admin, they will still have Owner access to the RMA
Record Set.

My Groups are Groups thatecreated by you (both private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a Tech
Doc account.

System Employer Group£ontains all the Users that belong to that specific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
Organization. System Organization Group names begin with {Org}.

1. Slect the Group(s) in the My Groups and/or Shared Groups box (on the left) to be
associated by clicking on the Group name. This will highlight the Group name.
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2. Select the access (None, Read, Modify, Delete, Create Record, or Owner) to be assigned
to the Graip. One or more access can be assigned to the same Group. Note: Everyone
on the Group will get the assigned access.

3. Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from the Selected Groupshighlight the Group and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: Assigning a Group the acces$/lodify, Delete, Create Record, or Owner also
gives Read access to the Group. The Group name and assigned access is displayed in the
Selected Groups box as follows:

Selected Groups Definition of Codes

MG-Group Name (R) | MG (My Groups), (R) Read

MG-Group Name (R,M)| MG (My Groups), (R,M) Read, Modify

MG-Group Name (R,D)| MG (My Groups), (R,D) Read, Delete

MG-Group Name (R,CR| MG (My Groups), (R,CR) Read, Create Recot

MG-Group Name (O) | MG (My Groups), (O) Owner

SGGroup Name (R) | SG(Shared Groups), (R) Read

SGGroup Name (R,M) | SG (Shared Groups), (R,M) Read, Modify

SGGroup Name (R,D) | SG (Shared Groups), (R,D) Read, Delete

SGGroup Name (R,CR) SG (Shared Groups), (R,CR) Read, Create R

SGGroup Name (O) | SG (ShareGroups), (O) Owner

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associate Access for Individual Users for RMA Record Set

Access can be assignednadividual Users for a specific RMA Record Set. One or more Users
can be associated to a specific RMA Record Set.

Note: Definition of access is listed below:

Access Definition of Access
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A User can view the attributes of this RMA Record Set and s@fwh

REER Records are in this RMA Record Set.
Modify A User can modify the attributes of this RMA Record Set. The User my
also have the Record Sets or Record Manager privilege.
Delete A User can delete this RMA Record Set. The User must also have the

Record Sets or Record Manager privilege.

Create A User can create a Record in this RMA Record Set. The User must a
Record have the Records or Record Manager privilege.

A User can act as the owner of this RMA Record Set. The User will be
Owner to do anything to the RMA Record Set that the owner can, as long as t
User's privileges allow it.

Note:
Checking None denies all levels of access to Users from accessing this RMA Record Set.

If you specify None, the User will have no access to this R&tArd Set even if the User
appears on a Group that gives them other access. If the User is the owner of the RMA Record
Set, a Records Manager, or an Admin, they will still have Owner access to the RMA Record Set.

Note: Available Users are Users that havéechDoc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears in the
Selected Users box, the name is removed from the Available Users box.

1. Select the User(s) in the Available Users boxtlie left) to be associated to the RMA
Record Set by clicking on the User's name. This will highlight the name.

2. Select the access (None, Read, Modify, Delete, Create Record, or Owner) to be assigned
to the User. More than one access can be assigned tgdhee User.

3. Click the Add> button. The Add> button moves the highlighted Users to the Selected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users frone et e
Users box. To show information for the User, highlight the User name, and click the
Show User button.

Note: Assigning the User the access of Modify, Delete, Create Record, or Owner also
gives Read access to the User. The User's name and assogesd & displayed in the
Selected Users box as follows:

Selected Users Definition of Codes

User's Name(R) | User has Read access
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User's Name(R,M)| User has Read and Modify access

User's Name(R,D)| User has Read and Delete access

User'sName(R,CR) User has Read and Create Record acg

User's Name(O) | User has Owner access

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate the accesstiss RMA
Record Set.

Notes:

1 The access to the RMA Record Set will be updated.
1 A history record will be generated for associating access with the RMA Record Set.

4.1.6. Associating Access for a Project

Access is assigned to a Project to determine which Usealarveed a particular level of access
to the Project. However, access does not guarantee that the relevant commands can be used
on the Project. For example, a User is given Add Document access to a Project but the User
cannot add a Document unless the Ua&go has the Projects User privilege. It is important to
note that the owner of a Project and Users with the Projects Manager or Admin privilege
always have full access to the Project.

1 The User must have the Groups privilege.
1 The User must have Owner acsés the Project.

Navigation:[DocMgr > Projects > Select Desired Project > Side Menu > Assoc Access]
The Associate Access screen displays all Groups and Users that have been associated.
1. Enter the reason for associating access in the ReasorRaason is a required field. The
maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, or click the Next button to continue.

Associating Groups for a Project

Access can be assigned to a Group of Usersdpeeific Project. One or more Groups can be
associated to a specific Project.

Note 1: If you are not associating Group(s) to this Project but need to associate individual Users,
click the Next button to continue.
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Note 2: Definition of access is listed belo

Access Definition of Access
Read A User can view the attributes of this Project.
: A User can modify the attributes of this Project. The User must als
Modify : .
have the Project privilege.
Delete A User can delete this Project. The User must ladgse the Project
privilege.
Add A User can add Documents to this Project. The User must also ha

Document the Project privilege.

Remove A User can remove Documents from this Project. The User must a
Document have the Project privilege.

AUser can act as the owner of this Project. The User will be able t
Owner anything to the Project that the owner can, as long as the User's
privileges allow it.

Note:

Checking None denies all levels of access (except possibly for read) to Users on thied@roup
accessing this Project. Because a logged in User is always considered to be part of the Local
group, if *Local Users (R) is associated to the Project, the User will still get Read access to the
Project even though None prevents them from getting atheo type of access.

If you specify None, the Users on this Group will have no access to the Project even if the Users
are on other Groups that are associated to this Project. However, if an individual User is
associated to this Project on the next scretrat access will override the access given to them

on this screen. If a User on the Group is the Owner of the Project, or an Admin, they will still
have Owner access to the Project.

My Groups are Groups that are created by you (both private and shamaeBtdPGroups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a
TechDoc account.

System Employer Group£ontains all the Users that belong to thaesific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
Organization. System Organization Group names begin with {Org}.
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1. Select the Group(s) in the My Grougrsd/or Shared Groups box (on the left) to be

2.

associated by clicking on the Group name. This will highlight the Group name.
Select the access (Read, Modify, Delete, Add Document, Remove Document, or Owner)
to be assigned to the Group. One or more accesdeaamssigned to the same Group.
Note: Everyone on the Group will get the assigned access.

Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from the Selected Groups box, highlight the Group and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: Assigning the Group the access of Modify, Delete, Addrdeat, Remove
Document, or Owner also gives Read access to the Group. The Group name and
assigned access is displayed in the Selected Groups box as follows:

Selected Groups

Definition of Codes

MG-Group Name (R)

MG (My Groups), (R) Read

MG-Group Namg(R,M)

MG (My Groups), (R,M) Read, Modify

MG-Group Name (R,D)

MG (My Groups), (R,D) Read, Delete

MG-Group Name
(R,AD)

MG (My Groups), (R,AD) Read, Add Document

MG-Group Name (R,RD

MG (My Groups), (R,RD) Read, Remove Docume

MG-Group Name (O)

MG (MyGroups), (O) Owner

SGGroup Name (R)

SG (Shared Groups), (R) Read

SGGroup Name (R,M)

SG (Shared Groups), (R,M) Read, Modify

SGGroup Name (R,D)

SG (Shared Groups), (R,D) Read, Delete

SGGroup Name (R,AD)

SG (Shared Groups), (R,AD) Read, Add Documer

SGGroup Name (R,RD)

SG (Shared Groups), (R,RD) Read, Remove
Document

SGGroup Name (O)

SG (Shared Groups), (O) Owner

4. Click the Cancel button to cancel the command, click the Previous button to return to

the previous screen, or click the Next buttondontinue.
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Associating Access for Individual Users for a Project

Access can be assigned to individual Users for a specific Project. One or more Users can be
associated to a specific Project.

Note: Definition of access is listed below:

Access Definition of Access
Read A User can view the attributes of this Project.
: A User can modify the attributes of this Project. The User must als
Modify : .
have the Project privilege.
Delete A User can delete this Project. The User must also havertiject
privilege.
Add A User can add Documents to this Project. The User must also ha

Document the Project privilege.

Remove A User can remove Documents from this Project. The User must a
Document have the Project privilege.

A User camct as the owner of this Project. The User will be able to
Owner anything to the Project that the owner can, as long as the User's
privileges allow it.

Note:

Checking None denies all levels of access (except possibly for read) to Users from accessing this
Project. Because a logged in User is always considered part of the Local group, if *Local Users
(R) is associated to the Project, the User will still get Read access to the Project even though
None prevents them from getting any other type of access.

If youspecify None, the User will have no access to this Project even if the User appears on a
Group that gives them other access. If the User is the Owner of the Project, or an Admin, they
will still have Owner access to the Project.

Note: Available Users areskrs that have a TechDoc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears in the
Selected Users box, the name is removed from the Available Users box.

Note: Additional security can keded to the Project by removing *Local Users (R) in the
Selected Users box. (R) indicates Read access.
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Read Access Definition of Read Access

*Local Users | Users that have an account to this Document Manager can view thg

(R) attributes of thisProject.

1.

2.

3.

Notes:

f
f
f

Select the User(s) in the Available Users box (on the left) to be associated to the Folder
by clicking on the User's name. This will highlight the name.

Select the access (Read, Modify, Delete, Add Document, Remove Document, or Owner)
to be assigned to the User. More than one access can be assigned to the same User.
Click the Add> button. The Add> button moves the highlighted Users to the Selected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remoe button. The <Remove All button removes all the Users from the Selected
Users box. To show information for the User, highlight the User name, and click the
Show User button.

Note: Assigning the User the access of Modify, Delete, Add Document, Remove
Document, or Owner also gives Read access to the User. The User's name and assigned
access is displayed in the Selected Users box as follows:

Selected Users Definition of Codes

User's Name(R) | User has Read access

User's Name(R,M)| User has Read arModify access

User's Name(R,D)| User has Read and Delete access

User's Name(R,AD] User has Read and Add Document access

User's Name(R,RD]| User has Read and Remove Document acc

User's Name(O) | User has Owner access

Click the Cancel button twancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate the access list to this Project.

The access to the Project will be updated.
A history record will be generated for associating ascetsh the Project.
Email will be sent to the notification associated with the Project.
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4.1.7. Associating Document Default Access

Access is assigned to a Cabinet or Folder to determine which Users are allowed a particular
level of access to thBocuments in this Cabinet or Folder. Document Default Access allows you
to set the default access on a Cabinet or Folder. All access associations made here will be
automatically set on child Documents created within this Cabinet or Folder. Folders created
within this Cabinet or Folder will receive the Document Default Access of this Cabinet or Folder.

The Folder Inheritance field is used to specify if the access associated should also be applied to
the child folders. Using the drop down, select one of thiéfving options:

1 Do not change child folders associatier&ays that only this cabinet or folder will
receive association changes and all child folders under this cabinet or folder will be left
unchanged.

1 Replace child folders associations with the§ays to replace all child folders'
associations with the associations on this cabinet or folder.

1 Merge these associations with child folders associatiddeys to merge the associations
of this cabinet or folder with the child folders' associations; in¢hse of access, any
matching people will receive the combination of access specified by this cabinet or
folder and the child folder.

1 Override collisions while adding these to child folders associatiSags to add this
cabinet's or folder's associations the child folders' associations; in the case of access,
any matching people will receive the access specified by the parent.

The Document Inheritance field is used to specify if the access associated should also be applied
to the child documents. Usirthe drop down, select one of the following options:

1 Do not change child documents associatie®ays that only this cabinet or folder will
receive association changes and all child documents under this cabinet or folder will be
left unchanged.

1 Replace citd documents associations with thes8ays to replace all child documents'
associations with the associations on this cabinet or folder.

1 Merge these associations with child documents associati@ag/s to merge the
associations of this cabinet or foldesth the child documents' associations; in the case
of access, any matching people will receive the combination of access specified by this
cabinet or folder and the child document.

1 Override collisions while adding these to child documents associatidags to add this
cabinet's or folder's associations to the child documents' associations; in the case of
access, any matching people will receive the access specified by the parent.

Navigation:[DocMgr > Explorer > Navigate to Cabinet or Folder > Side ¥MBag Default
Access]
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The Document Default Access screen displays all Groups, Users, and Remotes Users currently
associated to the Cabinet or Folder. None indicates that no Groups, Users, and/or Remotes
Users have been associated.

1 The User must have Ownaccess to the Cabinet or Folder.

1. Enter the type of Folder Inheritance to use on child folders by clicking on the down
arrow and selecting it from the list. See the discussion on inheritabceefor more
details.

2. Enter the type of Document Inheritance to use on child documents by clicking on the
down arrow and selecting it from the list. See the discussion on inheritancecfor
more details.

3. Enter the reasn for associating access in the Reason box. Reason is a required field. The
maximum length of this field is 255 characters.

4. Click the Cancel button to cancel the command, or click the Next button to continue.

Associating Groups for Documents

Accesgan be assigned to a Group of Users for on a specific Cabinet or Folder for the
Documents contained within that Cabinet or Folder. One or more Groups can be associated to a
specific Cabinet or Folder.

Note 1: If you are not associating Group(s) to thisi@ztlor Folder but need to associate
individual Users or Remote Users, click the Next button to continue.

Note 2: Definition of access is listed below:

Access Definition of Access
Read A User can view the attributes of the Documents.
: A User camodify the attributes of Documents. The User must al
Modify . -
have the Modify Document privilege.
Delete A User can delete the Documents. The User must also have the

Delete Document privilege.

Reserve/Replace| A User can reserve and replace the Documents.

A User can act as the owner of the Documents. The User will b
Owner able to do anything to the Documents that the owner can, as lon
as the User's privileges allow it.

Note:
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Checking None denies all levels of access (except possibly for read) to Userssoaup from
accessing the Documents. Because a logged in User is always considered to be part of the Local
group, if *Local Users (R) is associated to the Cabinet or Folder, the User will still get Read
access to the Documents even though None prevémm from getting any other type of

access.

If you specify None, the Users on this Group will have no access to the Documents even if the
Users are on other Groups that are associated to the Documents. However, if an individual User
is associated to Documés on the next screen, that access will override the access given to

them on this screen. If a User on the Group is the Owner of the Documents, or an Admin, they
will still have Owner access to the Documents.

My Groups are Groups that are created by ybotll private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a Tech
Doc account.

System Employer Group€ontains all théJsers that belong to that specific Employer.
System Employer Group nhames begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
Organization. System Organization Group names begin with {Org}.

1. Select the Group(sh the My Groups and/or Shared Groups box (on the left) to be
associated by clicking on the Group name. This will highlight the Group name.

2. Select the access (Read, Modify, Delete, Reserve/Replace, or Owner) to be assigned to
the Group. One or more accesan be assigned to the same Group. Note: Everyone on
the Group will get the assigned access.

3. Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from the Selected Groups box, highlight the &wbup
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: Assigning the Group the access of Modify, DeleteeiRefReplace, or Owner also
gives Read access to the Group. The Group name and assigned access is displayed in the
Selected Groups box as follows:

Selected Groups Definition of Codes

MG-Group Name (R) | MG (My Groups), (R) Read

MG-Group Name (R,M)| MG (My Groups), (R,M) Read, Modify
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MG-Group Name (R,D)| MG (My Groups), (R,D) Read, Delete

MG-Group Name (R,RR| MG (My Groups), (R,RR) Read, Reserve/Replac

MG-Group Name (O) | MG (My Groups), (O) Owner

SGGroup Name (R) SG (Shared Groups), (R) Read
SGGroup Name (R,M) | SG (Shared Groups), (R,M) Read, Modify
SGGroup Name (R,D) | SG (Shared Groups), (R,D) Read, Delete

SGGroup Name (R,RR) SG (Shared Groups), (R,RR) Read, Reserve/Re

SGGroup Name (O) SG (Shared Groups), (O) Owner

4. Click theCancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associating Users for Documents
Access can be assigned to individual Users on a specific Cabinet or Folder for themscum
contained within that Cabinet or Folder. One or more Users can be associated to a specific

Cabinet or Folder.

Note: Definition of access is listed below:

Access Definition of Access
Read A User can view the attributes of the Documents.
Modify AUser can modify the attributes of Documents. The User must ¢

have the Modify Document privilege.

A User can delete the Documents. The User must also have the

Delete Delete Document privilege.

Reserve/Replace| A User can reserve and replace the Docuraent

A User can act as the owner of the Documents. The User will be
Owner able to do anything to the Documents that the owner can, as lon
as the User's privileges allow it.

Note:

Checking None denies all levels of access (except possibly for read) to Users from accessing the
Documents. Because a logged in User is always considered part of the Local group, if *Local
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Users (R) is associated to the Documents, the User will stilleget & cess to the Documents
even though None prevents them from getting any other type of access.

If you specify None, the User will have no access to the Documents even if the User appears on
a Group that gives them other access. If the User is the Ouwfrte Documents, or an Admin,
they will still have Owner access to the Documents.

Note: Available Users are Users that have a Tech Doc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears
Selected Users box, the name is removed from the Available Users box.

Note: Additional security can be added to the Documents by removing *Local Users (R) in the
Selected Users box. (R) indicates Read access.

Read Access Definition of Read Access

*Local Users | Users that have an account to this Document Manager can view thg
(R) attributes of the Documents.

1. Select the User(s) in the Available Users box (on the left) to be associated to the Folder
by clicking on the User's name. This Widjhlight the name.

2. Select the access (Read, Modify, Delete, Reserve/Replace, or Owner) to be assigned to
the User. More than one access can be assigned to the same User.

3. Click the Add> button. The Add> button moves the highlighted Users to the Selected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users from the Selected
Users box. To show information for the User, highlight the User name, and click the
ShowUser button.

Note: Assigning the User the access of Modify, Delete, Reserve/Replace, or Owner also
gives Read access to the User. The User's name and assigned access is displayed in the
Selected Users box as follows:

Selected Users Definition of Codes

User's Name(R) | User has Read access

User's Name(R,M)| User has Read and Modify acce|

User's Name(R,D)| User has Read and Delete acce

User's Name(R,RR| User has Reserve/Replace accs

User's Name(O) | User has Owner access
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4. Click the Cancel button toancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associating Remote Users for Documents

Read access for fetching Documents can be assigned to individual Remote Users on a Cabinet or
Folder for the Documents within the Cabinet or Folder. One or more Remote Users can be
associated to a specific Cabinet or Folder.

Note: If you do not need to associate Remote Users to the Documents in this Cabinet or Folder,
click the OK button to associated access Group and/or Users on this Cabinet or Folder.

The Remote User fields displayed are:

T Any Remote User previously associated are displayed in the Remote User field.
T A drop down list of valid remote Authenticators for the Document manager.
T Atext fidd to type in the Remote User's username.

To add a Remote User, in the New Remote User box, click on the down arrow and select a
remote Authenticator from the list. This cannot be left as Choose One. Enter a username in the
text field. Click the Add buttan

Note: The username can contain wildcards.

The asterisk (*) represents zero or more characters.

The question mark (?) represents exactly one character.

Multiple asterisks and/or question marks are allowed.

Consecutive asterisks are not allowed but consgeluquestion marks are allowed.

Only an asterisk is allowed.

Asterisks and question marks may be positioned anywhere as long as they do not break
any of the previous rules.

=A =4 =4 =4 4 A

For example, if you would like to give access to a User on the kerberos domainpytul
select kerberos from the drop down and then enter the username in the username field. The
resulting Remote User would display as kerberos/username when showing associations.

To remove Remote Users, click the Remove button next to the Remote Wsaothwould like
to remove.

Click the Cancel button to cancel the command, click the Previous button to return to the

previous screen, or click the OK button to associate the document access on this Cabinet or
Folder.
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Note: You will need to notify the Raate User(s) that they have been given Read access for
fetching the Documents. When a Remote User is fetching or displaying the status and retrieval
form from a link either in an email or from a search page, if the User is not currently logged in
to the DM,they are prompted with a username and password dialog box. If the User types in a
valid Remote username and password, they are granted access.

For example, if kerberos/jdoe has been associated as a Remote User to a Document and they
attempt to fetch thatDocument, while not logged in to the DM, they will be prompted for
username and password. If they type in kerberos/jdoe into the username and a valid password
for jdoe on kerberos, then they will be granted fetch and/or status and retrieval access to the
Document. If the User cannot be verified by the remote Authenticator, the corresponding error
message is displayed. (User not found, incorrect password, server not found...)

Notes:

1 The document default access on the Cabinet or Folder wiljpoiated.

1 The document default access on the child Folders within this Cabinet or Folder will be
updated if selected to using the Folder Inheritance drop down.

1 The access on the child Documents within this Cabinet or Folder will be updated if
selected to ugg the Document Inheritance drop down.

4.1.8. Associating Access for a Form

Access is assigned to a Form to determine which Users are allowed a particular level of access
to the Form. It also sets the Read and Form Submitter access to the Form. However, access
does not guarantee that the relevant commands can be used on the Form. For example, a User
is given Modify access to a Form but the User cannot modify the Form unless the User has the
User privilege of Forms. It is important to note that the owner of a Famnoh Users with the

Admin privilege always have full access to the Form.

1 The User must have the Forms privilege.

T The User must have Owner access to the Form.

1 To associate access to remote Users, the AllowAssocRemoteAccess System Property
must be set to Yes

The Associate Access screen displays all Groups, Users and Remote Users (Remote Users will
only be displayed if the AllowAssocRemoteAccess System Property is set to Yes). None indicates
that no Groups, Users and/or Remote Users have been associated.
Navigation: [DocMgr > Forms > Navigate to Desired Form > Side Menu > Assoc Access]

1. Enter the reason for associating access in the Reason box. Reason is a required field. The

maximum length of this field is 255 characters.
2. Click the Cancel button ftancel the command, or click the Next button to continue.
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Associating Groups for a Form

Access can be assigned to a Group of Users for a specific Form. One or more Groups can be

associated to a specific Form.

Note 1: If you are not associating Group(sjhis Form but need to associate individual Users,
click the Next button to continue.

Definition of access is listed below:

Access Definition of Access
Read A User can view the attributes of this Form.
. A User can modify the attributes of tHf®rm. The User must also
Modify .
have the Forms privilege.
Delete A User can delete this Form. The User must also have the Forms
privilege.
A User can view all the completed submissions of the Form. The
. must also have the Forms privilegeot® Form Submissions can
View : . " i
Submissions contain very sensitive data. It's important to understand what dats
being collected and who should have access to that data before
issuing View Submissions access.
Form A User can create a submission of the Form.
Submitter
Can be used internally inside the form to specify an arbitrary leve
Office Use X access the user must have to enter/modify data in one or more fo
Office Use 10 | fields. See the DocuBrain TechDoc Electronic Form specification
further detalils.
A User can act as the owner of this Form. The User will be able td
Owner anything to the Form that the owner can, as long as the User's
privileges allow it.

Note:

Checking None denies all levels of access (except possibly for read or fonittes)lio Users

on the Group from accessing this Form. Because a logged in User is always considered part of
the Local, Campus, Community, and Global groups, if one of these groups is associated to the

Form, the User will still get Read and Form Submétmess to the Form even though None
prevents them from getting any other type of access.
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If you specify None, the Users on this Group will have no access to the Form even if the Users
are on other Groups that are associated to this Form. However, ifdavidial User is

associated to this Form on the next screen, that access will override the access given to them
on this screen. If a User on the Group is the Owner of the Form, or an Admin, they will still have
Owner access to the Form.

My Groups are Grougpthat are created by you (both private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a
TechDoc account.

System EmployeBroups- Contains all the Users that belong to that specific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
Organization. System Organization Group nhames begin{®itty}.

1. Select the Group(s) in the My Groups and/or Shared Groups box (on the left) to be
associated by clicking on the Group name. This will highlight the Group name.

2. Select the access (Read, Modify, Delete, etc.) to be assigned to the Group. Qo= or
access can be assigned to the same Group. Note: Everyone on the Group will get the
assigned access.

3. Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from the Selected Groups box, highkgBroup and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, select the Group, and click the
Show Group button.

Note: Assigning the Group the access of Modifyef@elReserve/Replace or Owner also
gives Read access to the Group. The Group name and assigned access is displayed in the
Selected Groups box as follows:

Selected Groups Definition of Codes

MG-Group Name (R) | MG (My Groups), (R) Read

MG-Group NamgR,M) | MG (My Groups), (R,M) Read, Modify

MG-Group Name (R,D)| MG (My Groups), (R,D) Read, Delete

MG-Group Name (R,VS| MG (My Groups), (R,VS) Read, View Submissiof

MG-Group Name (R,FS| MG (My Groups), (R,FS) Read, Form Submitter

MG-Group Name (OU1)| MG (My Groups), (OU1) Office Use 1

49



Document Manager User Guide Reference

MG-Group Name (O) | MG (My Groups), (O) Owner

SGGroup Name (R) | SG (Shared Groups), (R) Read

SGGroup Name (R,M) | SG (Shared Groups), (R,M) Read, Modify

SGGroup Name (R,D) | SG (Shared Groups), (R,D) Read, Delete

SGGroup Name (R,VS) SG (Shared Groups), (R,VS) Read, View Submig

SGGroup Name (R,FS)| SG (Shared Groups), (R,FS) Read, Form Submif

SGGroup Name (OU1)| SG (Shared Groups), (OU1) Office Use 1

SGGroup Name (O) | SG (Shared Groups), (O) Owner

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associating Access for Individual Users for a Form

If necessary, access can be assigned to individual Usasfecific Form. One or more Users
can be associated to a specific Form.

Definition of access is listed below:

Access Definition of Access
Read A User can view the attributes of this Form.
: A User can modify the attributes of this Form. Theer must also
Modify o
have the Forms privilege.
Delete A User can delete this Form. The User must also have the Forms
privilege.
A User can view all the completed submissions of the Form. The
View must also have the Forms privilege. Note: F@ubmissions can

contain very sensitive data. It's important to understand what datg
being collected and who should have access to that data before
issuing View Submissions access.

Submissions

Form

} A User can create a submission of the Form.
Submitter

Office Use | Can be used internally inside the form to specify an arbitrary leve
Office Use 10 | access the user must have to enter/modify data in one or more fo
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fields. See the DocuBrain TechDoc Electronic Form specification
further details.

A User can act as the oenof this Form. The User will be able to d
Owner anything to the Form that the owner can, as long as the User's
privileges allow it.

Note:

Checking None denies all levels of access (except possibly for read or form submitter) to Users
from accessing this ForrBecause a logged in User is always considered part of the Local,
Campus, Community, and Global groups, if one of these groups is associated to the Form, the
User will still get Read and Form Submitter access to the Form even though None prevents
them from getting any other type of access.

If you specify None, the User will have no access to this Form even if the User appears on a
Group that gives them other access. If the User is the Owner of the Form, or an Admin, they will
still have Owner access to ti@rm.

Note: Available Users are Users that have a TechDoc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears in the
Selected Users box, the name is removed from the Available Users box.

Note: Additional security can be added to the Form by adding or removing *Campus Users (R),
*Community Users (R), *Local Users (R), *Campus Users (FS), *Community Users (FS), or *Local
Users (FS) in the Selected Users list. (R) indicates Read accesid&®3 Form Submitter

access.

Read Access Definition of Read Access

*Local Users Forms available for submission to Users that have an account ta
(FS) the Document Manager.

Forms available for submission to Users as defineddst af
trusted IP address ranges that are considered part of the Campy
for the specific Document Manager.

*Campus Users
(FS)

*Community Forms available for submission to Users within the organization'
Users (FS) and selected partners IP addresses.

*Global Users

(FS) Forms available for submissoin to anyone on the World Wide W4

Forms available to Users that have an account to the Document

*Local Users (R) Manager
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Forms available to Users as defined by a set of trusted IP addre

*
Campus Users ranges that areonsidered part of the Campus for the specific

(R) Document Manager.
*Community Forms available to Users within the organization's and selected
Users (R) partners IP addresses.

*Global Users

(R)

Forms available to anyone on the World Wide Web.

1. Select theUser(s) in the Available Users box (on the left) to be associated to the Form by
clicking on the User's name. This will highlight the name.

2. Select the access (Read, Modify, Delete, etc.) to be assigned to the User. More than one
access can be assigned teetsame User.

3. Click the Add> button. The Add> button moves the highlighted Users to the Selected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users froBetketed
Users box. To show information for the User, highlight the User name, and click the
Show User button.

Note: Assigning the User the access of Modify, Delete, View Submissions, Form
Submitter, Office Use X or Owner also gives Read accesstséneThe User's name
and assigned access is displayed in the Selected Users box as follows:

Selected Users Definition of Codes

User's Name(R) User has Read access

User's Name(R,M) | User has Read and Modify access

User's Name(R,D) | User has Read aridelete access

User's Name(R,VS)| User has Read and View Submissions ac

User's Name(R,FS)| User has Read and Form Submitter acces

User's Name(R,0U1] User has Read and Office Use 1 access

User's Name(O) User has Owner access

Note: If theAllowAssocRemoteAccess System Property is set to No, the following will be
displayed.

4. Click the Cancel button to cancel the command, click the Previous button to return to

the previous screen, or click the OK button to associate the access Groups anglfer Us
to this Form.
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or

Note: If the AllowAssocRemoteAccess System Property is set to Yes, the following will be
displayed.

5. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Ndxitton to continue.

Associating Access for Remote Users for a Form

Read and Form Submitter access for submitting Forms can be assigned to individual remote
Users for a specific Form. One or more Remote Users can be associated to a specific Form.

Note: Ifyou do not need to associate Remote Users to this Form, click the OK button to
associate the access Group and/or Users to this Form.

The Remote User fields displayed are:

1 Any Remote User previously associated to this Form is displayed in the Remote User
field.

T A drop down list of valid remote Authenticators for the Document manager.

T A text field to type in the Remote User's username.

To add a Remote User, in the New Remote User box, click on the down arrow and select a
remote Authenticator from the list. T cannot be left as Choose One. Enter a username in the
text field. Click the Add button.

Note: The username can contain wildcards.

The asterisk (*) represents zero or more characters.

The question mark (?) represents exactly one character.

Multiple asteisks and/or question marks are allowed.

Consecutive asterisks are not allowed but consecutive question marks are allowed.
Only an asterisk is allowed.

Asterisks and question marks may be positioned anywhere as long as they do not break
any of the previousules.

=A =4 =4 -4 -4 -4

For example, if you would like to give access to a User on the kerberos domain, you would
select kerberos from the drop down and then enter the username in the username field. The
resulting Remote User would display as kerberos/username when shassugiations.

To remove Remote Users, click the Remove button next to the Remote User that you would like
to remove.
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Click the Cancel button to cancel the command, click the Previous button to return to the
previous screen, or click the OK button to asatecthe access list and/or User to this Form.

Note: You will need to notify the Remote User(s) that they have been given Read and Form
Submitter access for submitting this Form. When a Remote User is creating/resuming a form
submission, if the User is notirrently logged in to the DM, they are prompted with a
username and password dialog box. If the User types in a valid Remote username and
password, they are granted access.

For example, if kerberos/jdoe has been associated as a Remote User to arkebthey

attempt to create a submission of that Form, while not logged in to the DM, they will be
prompted for username and password. If they type in kerberos/jdoe into the username and a
valid password for jdoe on kerberos, then they will be granted @aadiform submitter access

to the Form. If the User cannot be verified by the remote Authenticator, the corresponding
error message is displayed. (User not found, incorrect password, server not found...)

Notes:
1 The access to the Form will be updated.
T A hisory record will be generated for associating access with the Form.
1 Email will be sent to the notification associated with the Form.

4.1.9. Showing Associations

Show Associations displays the access, commenters, distribution, and notification associated to
Documerts, Folders, Cabinets, etc where applicable.

Showing the Associations for a Document

Show Associations displays the access, commenters, distribution, and notification that are
associated to this Document.

Navigation:[DocMgr > Explorer > Select Desiredubwent > Side Menu > Show Assoc]

1 The User must have the Groups privilege.
1 The User must have Read access to the Document.

Note:

Show Associations displays the associations at the Document level. For example, if the
Document is set to allow Read access yiwmnity Users. *Community Users (R) would be
displayed at the Document level. However, when you restrict a Generation it does not allow
Read access by community Users. To show associations for a specific Generation, from the
Document Menu click on Explordick on the Generation you want to show associations for,
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and click on Show Assoc. Now *Community Users (R) will not be displayed because this is a
restricted Generation.

Access for Groups and

Definition of Access
Users

A User can view thattributes of this Document, view the
(R)Read attributes of this Document's Generations and Renditions
and fetch this Document's Generations and Renditions.

A User can modify the attributes of this Document and this
(M)Modify Document's Generations arRRlenditions. The User must als
have the Modify Document privilege.

A User can delete this Document. The User must also ha

(D)Delete the Delete Document privilege.

A User can reserve and replace the Document. The User

(R iR plEss must also havéhe Create Generation privilege.

A User can act as the owner of this Document. The User
Owner be able to do anything to the Document that the owner ca
as long as the User's privileges allow it.

Documents are available tdsers that have an account on

*
Local Users (R) the Document Manager.

Documents are available to Users as defined by a set of
*Campus Users (R) | trusted IP address ranges that are considered part of the
Campus for the specific Document Manager.

Documerts are available to Users within the organization

. :
SRy CeS () and selected partners IP addresses.

*Global Users (R) Documents are available to anyone on the World Wide W

Note:

Groups(N} (N)None denies all levels of access, except for Read, to Users on theféraup
accessing this Document. Because a logged in User is always considered part of the Local,
Campus, Community, and Global groups, if one of these groups is associated to the Document,
the User will still get Read access to the Document even though plewents them from

getting any other type of access. The Users on this Group will have no access to the Document
even if the Users are on other Groups that are associated to this Document. However, if an
individual User is associated to the Document thetess will override the access given to them

if they are also on a Group that is associated to this Document.
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User(N) (N)None denies all levels of access, except for Read, to Users from accessing this
Document. Because a logged in User is alwaysidered part of the Local, Campus,

Community, and Global groups, if one of these groups is associated to the Document, the User
will still get Read access to the Document even though None prevents them from getting any
other type of access. The UserdlWwave no access to this Document even if the User appears

on a Group that gives them other access.

Access for a Document

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

T If a User has been associatetick on the User Name to display the User Info for that
User.

T If Remote Users have been associated to a Document, they will be listed below the
Users on the Access for Document screen. The Remote Users are displayed as the
authenticator a forward slash artien the remote username. For example,
kerberos/jdoe, where kerberos is the authenticator name and jdoe is the username.

T None indicates that no Groups or Users have been associated.

Commenters for a Document

1 If a Group has been associated, click on theugmName to display the Group Info and
Group Members.

T If a User has been associated, click on the User Name to display the User Info for that
User.

T None indicates that no Groups or Users have been associated.

Distribution for a Document

1 If a Group has beeassociated, click on the Group Name to display the Group Info and
Group Members.

T If a User has been associated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remote Email Address tonséind e

to that Remote User.
T None indicates that no Groups or Users have been associated.

Notification for a Document
1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has been associated, clickloemUser Name to display the User Info for that
User.
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1 If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.
T None indicates that no Groups or Users have been associated.

Showing theAssociations for a Folder

Show Associations displays the Access and Notification that are associated to this Folder as well
as the Document Default Access, Commenters, Notification, and Distribution. Documents
created in this Folder will be given the AsseCommenters, Notification, and Distribution set

by the Document Defaults on this Folder. Folders created in this Folder will be given the
Document Defaults on this Folder.

Navigation:[DocMgr > Explorer > Select Desired Folder > Side Menu > Showtidsspcia

1 The User must have the Groups privilege.
1 The User must have Read access to the Folder.

Access for

Groups and Users Definition of Access

A User can view the attributes of this Folder and see which

(R)Read subfolders and Documents are in this Folder.
(M)Modify A User can modify the attributes of this Folder. The User must
have the Modify Folder privilege.
(D)Delete A User can delete this Folder. The User must also have the De

Folder privilege.

A User can create child Folder in this Folder. The User must als

ERCieeR k) have the Create Folder privilege.

(CD)Create A User can create a Document in this Folder. The User must al
Document have the Create Document privilege.

A User can act as the owner of tiislder. The User will be able t
(O)Owner do anything to the Folder that the owner can, as long as the Ug
privileges allow it.

Folder is available to Users that have an account to the Docum

*Local Users (R) Manager

Note:

Groups(N} (N)None denies all leds of access, except for Read, to Users on the Group from
accessing this Folder. Because a logged in User is always considered part of the Local group, if
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*Local Users (R) is associated to the Folder, the User will still get Read access to the Folder even
though None prevents them from getting any other type of access. The Users on this Group will
have no access to the Folder even if the Users are on other Groups that are associated to this
Folder. However, if an individual User is associated to the Ftideaccess will override the

access given to them if they are also on a Group that is associated to this Folder.

User(N) (N)None denies all levels of access, except for Read, to Users from accessing this
Folder. Because a logged in User is always @eresd part of the local group, if *Local Users (R)
is associated to the Folder, the User will still get Read access to the Folder even though None
prevents them from getting any other type of access. The Users will have no access to this
Folder even if théJser appears on a Group that gives them other access.

Access for a Folder

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has been associated, click on the User Name to display the User thet
User.

1 None indicates that no Groups or Users have been associated.

Notification for a Folder

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has been associated, click on the Bisene to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remote Email Address to send email
to that remote User.

1 None indicates that no Groups or Users have been associated.

Document Default Access for a Folder

1 Documerts created in this Folder will automatically have their access set to the
Document Default Access on this Folder.

1 Folders created in this Folder will automatically have their Document Default Access set
to the Document Default Access on this Folder.

1 If a Goup has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has been associated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remote Ematisaddrsend email
to that Remote User.

T None indicates that no Groups, Users, or Remote Emails have been associated.
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AUt e Definition of Access

Users
(R)Read A User can view the attributes of the Documents.
(M)Modify A User camodify the attributes of Documents. The User
must also have the Modify Document privilege.
(D)Delete A User can delete the Documents. The User must also hg

the Delete Document privilege.

(RR)Reserve/Replace| A User can reserve and replace the Documents.

A User can act as the owner of the Documents. The User
wner e able to do anything to the Documents that the owner

0)O be able to d thing to the D ts that th

can, as long as the User's privileges allow it.

Document Default Commenters for a Folder

1 Documents created in this Foldesll automatically have their commenters set to the
Document Default Commenters on this Folder.

T Folders created in this Folder will automatically have their Document Default
Commenters set to the Document Default Commenters on this Folder.

1 If a Group haséen associated, click on the Group Name to display the Group Info and
Group Members.

T If a User has been associated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remote Email Address &rseh
to that Remote User.

1 None indicates that no Groups, Users, or Remote Emails have been associated.

Document Default Distribution for a Folder

1 Documents created in this Folder will automatically have their distribution set to the
Document Default Disbution on this Folder.

1 Folders created in this Folder will automatically have their Document Default
Distribution set to the Document Default Distribution on this Folder.

1 If a Group has been associated, click on the Group Name to display the Groapdnfo
Group Members.

1 If a User has been associated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

T None indicates that no Groups, Users,Remote Emails have been associated.
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Document Default Notification for a Folder

il

Documents created in this Folder will automatically have their notification set to the
Document Default Notification on this Folder.

Folders created in this Folder will amatically have their Document Default

Notification set to the Document Default Notification on this Folder.

If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on ther Bsane to display the User Info for that

User.

If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

None indicates that no Groups, Users, or Remote Emails have been associated.

Showing the Associationsrfa Cabinet

Show Associations displays the Access and Notification that are associated to this Cabinet as
well as the Document Default Access, Commenters, Notification, and Distribution. Documents
created in this Cabinet will be given the Acc&smmenters, Notification, and Distribution set

by the Document Defaults on this Cabinet. Folders created in this Cabinet will be given the
Document Defaults on this Cabinet.

Navigation: [DocMgr > Explorer > Select Desired Cabinet > Side Menu > Showtidaspcia

1 The User must have the Groups privilege.
1 The User must have Read access to the Cabinet.
Access for
Groups and Definition of Access
Users
(R)Read A User can view the attributes of this Cabinet and see which
Folders and Documents are in this Cabinet.
(M)Modify A User can modify the attributes of this Cabinet. The User mus|
also have the Modify Cabinet privilege.
A User can delete this Cabinet. The User must also have the D
(D)Delete . .
Cabinet privilege.
(CF)Create Foldes A User can create k‘aqlc_ier in this Cabinet. The User must also hé
the Create Folder privilege.
(CD)Create A User can create a Document in this Cabinet. The User must {
Document have the Create Document privilege.
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A User can act as the owner of tidabinet. The User will be able
(O)Owner to do anything to the Cabinet that the owner can, as long as the
User's privileges allow it.

Cabinet is available to Users that have an account to the

*
Local Users (R) Document Manager.

Note:

Groups(N} (N)None denies alévels of access, except for Read, to Users on the Group from
accessing this Cabinet. Because a logged in User is always considered part of the Local group, if
*Local Users (R) is associated to the Cabinet, the User will still get Read access to thte Cabine
even though None prevents them from getting any other type of access. The Users on this
Group will have no access to the Cabinet even if the Users are on other Groups that are
associated to this Cabinet. However, if an individual User is associatee @athinet that

access will override the access given to them if they are also on a Group that is associated to
this Cabinet.

User(N) (N)None denies all levels of access, except for Read, to Users from accessing this
Cabinet. Because a logged in Uselwsags considered part of the local group, if *Local Users

(R) is associated to the Cabinet, the User will still get Read access to the Cabinet even though
None prevents them from getting any other type of access. The Users will have no access to this
Cabiret even if the User appears on a Group that gives them other access.

Access for a Cabinet

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has been associated, click on the User Name to dibpl&jser Info for that
User.

1 None indicates that no Groups or Users have been associated.

Notification for a Cabinet

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has beeassociated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

T None indicates that no Groups or Users have been associated.

Document Defaltl Access for a Cabinet
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Documents created in this Cabinet will automatically have their access set to the
Document Default Access on this Cabinet.

Folders created in this Cabinet will automatically have their Document Default Access
set to the Document Delult Access on this Cabinet.

If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

If Remote Email has been assteth click on the Remote Email Address to send email
to that Remote User.

None indicates that no Groups, Users, or Remote Emails have been associated.

AT EREITe Definition of Access

Users
(R)Read A User can view the attributes of ti®ocuments.
(M)Modify A User can modify the attributes of Documents. The User
must also have the Modify Document privilege.
(D)Delete A User can delete the Documents. The User must also hg

the Delete Document privilege.

(RR)Reserve/Replace| A User can reserve and replace the Documents.

A User can act as the owner of the Documents. The User
(O)Owner be able to do anything to the Documents that the owner
can, as long as the User's privileges allow it.

DocumentDefault Commenters for a Cabinet

il

Documents created in this Cabinet will automatically have their commenters set to the
Document Default Commenters on this Cabinet.

Folders created in this Cabinet will automatically have their Document Default
Commenters seto the Document Default Commenters on this Cabinet.

If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

If Remae Email has been associated, click on the Remote Email Address to send emaill
to that Remote User.

None indicates that no Groups, Users, or Remote Emails have been associated.

Document Default Distribution for a Cabinet
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il

Documents created in this Cabinetivd@utomatically have their distribution set to the
Document Default Distribution on this Cabinet.

Folders created in this Cabinet will automatically have their Document Default
Distribution set to the Document Default Distribution on this Cabinet.

If a Goup has been associated, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

If Remote Email has been associated, click on the Remote Emaikaddre&end email

to that Remote User.

None indicates that no Groups, Users, or Remote Emails have been associated.

Document Default Notification for a Cabinet

1

Documents created in this Cabinet will automatically have their notification set to the
DocumentDefault Notification on this Cabinet.

Folders created in this Cabinet will automatically have their Document Default
Notification set to the Document Default Notification on this Cabinet.

If a Group has been associated, click on the Group Name to disigl&@roup Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

None indicates that n&roups, Users, or Remote Emails have been associated.

Showing the Associations for Access to a Group

Show Associations displays all of the Users associated with Owner access to this Group.

Navigation:[DocMgr > Groups > Select Desired Group >\Ngade > Assoc]

f
f

The User must have the Groups privilege.
The User must have Read access to the Group.

The Users associated with Owner access to this Group are displayed.

Showing Documents and Folders Associated To a Group for Access

Shows Associations showafl of the Documents and Folders that are associated to this Group
for access.

Navigation: [DocMgr > Groups > Select Desired Group > Side Menu > For Access]
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1 The User must have the Groups privilege.
T The User must have Read access to the Group.

All of the cuments that use this Group for access are displayed. If the Group is a User Group,
all of the Folders that use this Group for access are displayed.

Showing Documents Associated to a Group for Commenters
Show Commenters displays all of the Documents tisat this Group for commenting.
Navigation:[DocMgr > Groups > Select Desired Group > Side Menu > For Comm]

1 The User must have the Groups privilege.
1 The User must have Read access to the Group.

Documents Associated to a Group for Commenters

Note: If no Doaments are associated to this Group, the following message will be displayed:
"No Documents found."

T The Nurnpgr and Title are displayed for each Document.

1 Click on___ltto Explore Document.
17 Click oo Show Info of the Document.
¢ Click on_to Fetch Latest Generation of the Document.

Note: The following icons will be displayed if the Document: has Comments, currently
reserved, or is in review.

" indicates the Document has open Commehntsndicates the Document has closed
Comments. Click onto Show Open Comment or click lorto Show Closed Comment
of the Document.

q indicates the Document is currently reserved. Click on to Explore Document.
1 indicates the Document is reserve and in review. Clic

Document.
1 indicates the Documeris in review. Click an  to Explore Document.

Showing the Associations for a Distribution
Show Associations displays all of the Documents associated to this distribution list.

Navigation:[DocMgr > Groups > Select Desired Group > Side MenuDis#pr
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1 The User must have the Groups privilege.
T The User must have Read access to the Group.

Documents Associated to a Group for Distribution

Note: If no Documents are associated to this Group, the following message will be displayed:
"No Documents found."

T The Numper and Title are displayed for each Document.

1 Click on___lto Explore Document.
~to Show Info of the Document.
¢ Click on-to Fetch Latest Generation of the Document.

Note: The following icons will be displayed if the Document: has Comnwmtently
reserved, or is in review.

~indicates the Document has open Commehtsndicates the Document has closed
Comments. Click orlto Show Open Comment or click larto Show Closed Comment
of the Document.

1 L__lindicates the Document is currently reserved. Click onto Explore Document.

1 indicates the Document is reserve and in review. Clic o Explore
Document.
1 indicates the Document is in review. Click on to Explore Document.

Showing the Associations farNotification Group
Show Associations displays all of the Folders and Documents associated to this notification list.
Navigation:[DocMgr > Groups > Select Desired Group > Side Menu > For Notif]

1 The User must have the Groups privilege.
1 The User must havieead access to the Group.

Folders Associated to a Group for Notification

Note: If no Folders are associated to this Group, the following message will be displayed: "No
Folders found."”

1 The Name and Description are displayed for each Folder.

T Click on to Explore Folder.
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il

Click on_to Show Info of the Folder.

Note: If the notification list is associated to a Cabinet, the following item will be
displayed.

Click or to Show Info of the Cabinet.

Documents Associated to a Group for Notification

Note: If no Documets are associated to this Group, the following message will be displayed:
"No Documents found."

il

The Number and Title are displayed for each Document.

Click on___to Explore Document.
"""" o Show Info of the Document.

Click on=
Click on to Fetch Latest Generation of the Document.

Note: The following icons will be displayed if the Document: has Comments, currently
reserved, or is in review.

"~ indicates the Document has open Commentsndicates the Document has closed
Comments. Click onto Show Open Comment or click lorto Show Closed Comment
of the Document.

indicates the Document is currently reserved. Click on to Explore Document.

indicates the Document is reserve and in review. Clic
Document.

o Explore

indicates the Documeris in review. Click an___to Explore Document.

Showing the Associations for a Generation

Show Associations displays the access, commenters, distribution, and notification that are
associated to this Generation.

Navigation:[DocMgr > Explorer > Seléa¢sired Generation > Side Menu > Show Assoc]

f
f

The User must have the Groups privilege.
The User must have Read access to the Generation.
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ACEES Ui Definition of Access

Users
A User can view the attributes of this Generation &etdh
(R)Read . :

this Generation.

(M)Modify A User can modify the attributes of this Generation. The
User must also have the Modify Generation privilege.
A User can delete this Generation. The User must also hg

(D)Delete . .
the Delete Generation privilege.

(RR)Reserve/Replace The User can reserve and replace the Document. The Us

must also have the Create Generation privilege.

The User can act as the owner of this Generation. The Us
(O)Owner will be able to do anything to the Generation that the owng
can, as long as the User's privileges allow it.

Documents are available to Users that have an account td

*
Local Users (R) | .0 pocument Manager.

Documents available to Users as defined by a set of trusts
*Campus Users (R) | IP address ranges that acensidered part of the Campus fo
the specific Document Manager.

Documents available to Users within the organization and

. :
iy Lees () selected partners IP addresses.

*Global Users (R) Documents available to anyone on the World Wide Web.

Note:

Groups(N) (N)None denies all levels of access, except for Read, to Users on the Group from
accessing this Generation. Because a logged in User is always considered part of the Local,
Campus, Community, and Global groups, if one of these groups is asddoidhe Generation,

the User will still get Read access to the Generation even though None prevents them from
getting any other type of access. The Users on this Group will have no access to the Generation
even if the Users are on other Groups that ass@ciated to this Generation; however, if an
individual User is associated to this Generation that access will override the access given to
them if they are also on a Group that is associated to this Generation.

User(N) (N)None denies all levels of access, except for Read, to Users from accessing this
Generation. Because a logged in User is always considered part of the Local, Campus,
Community, and Global groups, if one of these groups is associated to theaBemngthe User

will still get Read access to the Generation even though None prevents them from getting any
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other type of access. The Users will have no access to this Generation even if the User appears
on a Group that gives them other access.

Note: Theaccess to a Generation is determined by the access a User has to the Document that
the Generation belongs to.

Access for a Generation

T If a Group has been associated, click on the Group Name to display the Group Info and

Group Members.
T If a User has beersaociated, click on the User Name to display the User Info for that

User.

1 If Remote Users have been associated, they will be listed below the Users on the Access
for Generation screen. The Remote Users are displayed as the authenticator a forward
slash andhen the remote username. For example, kerberos/jdoe, where kerberos is
the authenticator name and jdoe is the username.

1 None indicates that no Groups or Users have been associated.

Commenters for a Generation

T If a Group has been associated, click on@reup Name to display the Group Info and

Group Members.
1 If a User has been associated, click on the User Name to display the User Info for that

User.
1 None indicates that no Groups or Users have been associated.

Distribution for a Generation

T If a Group habeen associated, click on the Group Name to display the Group Info and

Group Members.
T If a User has been associated, click on the User Name to display the User Info for that

User.
1 If Remote Email has been associated, click on the Remote Email Addresd tnssl

to that Remote User.
1 None indicates that no Groups or Users have been associated.

Notification for a Generation

1 If a Group has been associated, click on the Group Name to display the Group Info and

Group Members.
1 If a User has been associatedgklon the User Name to display the User Info for that

User.
7 If Remote Email has been associated, click on the Remote Email Address to send emaill

to that Remote User.
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T None indicates that no Groups or Users have been associated.

Showing theAssociations for a Rendition

Show Associations displays the access, commenters, distribution, and notification that are

associated to this Rendition.

Navigation:[DocMgr > Explorer > Select Desired Rendition > Side Menu > Show Assoc]

1 The User must have éhGroups privilege.
1 The User must have Read access to the Generation.

Access for Groups and

Definition of Access

Users
The User can view the attributes of this Rendition and fet
(R)Read : o
this Rendition.
(M)Modify The User can modify thetributes of this Rendition. The
User must also have the Modify Generation privilege.
The User can delete this Rendition. The User must also
(D)Delete . -
have the Delete Generation privilege.
The User careplace this Rendition. The User must also
(RR)Replace have the Releaser privilege with Read access to the
Rendition/Resubmit Document or the User must have the Bypass privilege w
Rendition Owner access to the Document. Only the Document
Administrator can Resubmit a Generation for rendering.
The User can act as the owner of this Rendition. The Usg¢
(O)Owner will be able to do anything to the Rendition that the owne

can, as long as the User's privileges allow it.

*Local Users (R)

Documents are available to Users that have an account t
the Document Manager.

*Campus Users (R)

Documents available to Users as defined by a set of trus
IP address ranges that are considered part of the Campy
for the specific Document Manager.

*Community Users (R)

Documents available to Users within the orgaation and
selected partners IP addresses.

*Global Users (R)

Documents available to anyone on the World Wide Web.

Note:
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Groups(N} (N)None denies all levels of access, except for Read, to Users on the Group from
accessing this Rendition. Becaudegged in User is always considered part of the Local,
Campus, Community, and Global groups, if one of these groups is associated to the Rendition,
the User will still get Read access to the Rendition even though None prevents them from
getting any otherype of access. The Users on this Group will have no access to the Rendition
even if the Users are on other Groups that are associated to this Rendition. However, if an
individual User is associated to the Rendition that access will override the acceassogilvem

if they are also on a Group that is associated to this Rendition.

User(N) (N)None denies all levels of access, except for Read, to Users from accessing this
Rendition. Because a logged in User is always considered part of the Local, Campus,
Conmunity, and Global groups, if one of these groups is associated to the Rendition, the User
will still get Read access to the Rendition even though None prevents them from getting any
other type of access. The Users will have no access to this Renditionf éve User appears on

a Group that gives them other access.

Note: The access to a Rendition is determined by the access a User has to the Document that
the Rendition belongs to.

Access for a Rendition

1 If a Group has been associated, click on the Groapé\to display the Group Info and
Group Members.

T If a User has been associated, click on the User Name to display the User Info for that
User.

T If Remote Users have been associated, they will be listed below the Users on the Access
for Document screen. ThHeemote Users are displayed as the authenticator a forward
slash and then the remote username. For example, kerberos/jdoe, where kerberos is
the authenticator name and jdoe is the username.

T None indicates that no Groups or Users have been associated.

Commerters for a Rendition
1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.
T If a User has been associated, click on the User Name to display the User Info for that

User.
1 None indicates that no Groups or Usees/k been associated.

Distribution for a Rendition

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.
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T If a User has been associated, click on the User Name to display the User Info for that
User.

T If Remote Bail has been associated, click on the Remote Email Address to send email
to that Remote User.

T None indicates that no Groups or Users have been associated.

Notification for a Rendition

1 If a Group has been associated, click on the Group Name to displ&ral Info and
Group Members.

T If a User has been associated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

T None indicates that n&Groups or Users have been associated.

Showing the Associations for an RMA Record Set
Show Associations displays the Access that is associated to this RMA Record Set.

Navigation:[DocMgr > Records > Show... > Select Desired RMA Record Set > Side M&nu > Sho
Assoc]

1 The User must have the Groups privilege.
1 The User must have Read access to the RMA Record Set.

Access for
Groups and Definition of Access
Users
(R)Read A User can view the attributes of this RMA Record Set and see
which records are in this RMRecord Set.
(M)Modify A User can modify the attributes of this RMA Record Set. The U
must also have the Record Sets or Record Manager privilege.
A User can delete this RMA Record Set. The User must also ha
(D)Delete

the Record Sets or Recakthnager privilege.

(CR)Create A User can create a record in this RMA Record Set. The User n
Record also have the Records or Record Manager privilege.

A User can act as the owner of this RMA Record Set. The User
(O)Owner be able to do anything tthe RMA Record Set that the owner can
as long as the User's privileges allow it.
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Note:

Groups(N} (N)None denies all levels of access to Users on the Group from accessing this RMA
Record Set. The Users on the Group will have no access to thé&kBddAd Set even if the Users

are on other Groups that are associated to this RMA Record Set. However, if an individual User
is associated to this RMA Record Set, that access will override the access given to them by being
on a Group. If a User is the owrgrthe RMA Record Set, a Records Manager, or an Admin,

they will still have Owner access to the RMA Record Set.

Users(N} (N)None denies all levels of access to Users from accessing this RMA Record Set. An
individual User's access overrides any acce@ngb them by being on a Group. If a User is the
owner of the RMA Record Set, a Records Manager, or an Admin, they will still have Owner
access to the RMA Record Set.

Access for an RMA Record Set
1 If a Group has been associated, click on the Group Narmdisptay the Group Info and
Group Members.
T If a User has been associated, click on the User Name to display the User Info for that
User.
T None indicates that no Groups or Users have been associated.
Showing the Associations for a Form
Show Associations digys the Access that is associated to this Form.

Navigation:[DocMgr > Forms > Select Desired Form > Side Menu > Show Associations]

1 The User must have the Forms privilege.
f The User must have Read access to the Form.

Access for
Groups and Definition of Access
Users
(R)Read A User can view the attributes of this Form.
: A User can modify the attributes of this Form. The User must alsq
(M)Modify >
have the Forms or Forms Manager privilege.
A User can delete this Form or any of it's F&@ubmissions. The
(D)Delete o
User must also have the Forms or Forms Manager privilege.
(VS)_Vie_w A User can view the Form Submissions of this Form. The User m
Submissions | also have the Forms or Forms Manager privilege. Note: Form

72



Document Manager User Guide Reference

Submissions can contain very seiv&tdata. It's important to
understand what data is being collected and who should have ac
to that data before issuing View Submissions access.

(FS)Form

: A User can create a submission of this Form.
Submitter

Can be usedhternally inside the form to specify an arbitrary level g
(OUx)Office access the user must have to enter/modify data in one or more fo

Use 110 fields. See the DocuBrain TechDoc Electronic Form specification
further details.

A User can act as the owner ofglfform. The User will be able to d
(O)Owner anything to the Form that the owner can, as long as the User's
privileges allow it.

Note:

Groups(N} (N)None denies all levels of access to Users on the Group from accessing this Form.
The Users on the Group will hare access to the Form even if the Users are on other Groups
that are associated to this Form. However, if an individual User is associated to this Form, that
access will override the access given to them by being on a Group. If a User is the owner of the
Form, a Forms Manager, or an Admin, they will still have Owner access to the Form.

Users(N} (N)None denies all levels of access to Users from accessing this Form. An individual
User's access overrides any access given to them by being on a Group.rifsathisewner of
the Form, a Forms Manager, or an Admin, they will still have Owner access to the Form.

Access for Form

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

T If a User has been associatedgklon the User Name to display the User Info for that
User.

T None indicates that no Groups or Users have been associated.

T If Remote Users have been associated to a Form, they will be listed below the Users on
the Access for Form screen. The Renmdsers are displayed as the authenticator a
forward slash and then the remote username. For example, kerberos/jdoe, where
kerberos is the authenticator name and jdoe is the username.

Showing the Associations for a Project
Show Associations displays the dgxthat is associated to this Project.

Navigation:[DocMgr > Records > Show... > Select Desired Project > Side Menu > Show Assoc]
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1 The User must have the Groups privilege.
T The User must have Read access to the Project.

Access for
Groups and Definition of Access

Users

Read A User can view the attributes of this Project.

: A User can modify the attributes of this Project. The User must
Modify 4 -
also have the Project privilege.
Delete A User can delete this Project. The User must also have the Pr

privilege.

A User can add Documents to this Project. The User must also

Add Document have the Project privilege.

Remove A User can remove Documents from this Project. The User mus
Document also have the Project privilege.

A User can act as thmvner of this Project. The User will be able
Owner to do anything to the Project that the owner can, as long as the
User's privileges allow it.

Note:

Groups(N} (N)None denies all levels of access to Users on the Group from accessing this
Project. The Users dhe Group will have no access to the Project even if the Users are on
other Groups that are associated to this Project. However, if an individual User is associated to
this Project, that access will override the access given to them by being on a Gelser is

the owner of the Project, a Records Manager, or an Admin, they will still have Owner access to
the Project.

Users(N} (N)None denies all levels of access to Users from accessing this Project. An individual
User's access overrides any accegsrgio them by being on a Group. If a User is the owner of
the Project, a Records Manager, or an Admin, they will still have Owner access to the Project.

Access for a Project

1 If a Group has been associated, click on the Group Name to display the Groapdnfo
Group Members.

1 If a User has been associated, click on the User Name to display the User Info for that
User.

T None indicates that no Groups or Users have been associated.
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4.2. Associating for Notification, Distribution, and Comments

Groups, Users, and RemneoEmails can be associated to a specified object (Document, Folder, or
Cabinet) for email events. TechDoc supports three different types of email associations.

Association Definition

Whenever a Document, Folder, or Cabinet is modifieddoyieone, a
Notification email is sent to the associated Groups, Users, and Rem(
Notification | Emails. Events that generate Notifications include creating the objec
modifying the object, deleting the object, reserving the object, replac
the object, releasing thelgect, etc.

Whenever a Document is released by someone, a Distribution email
sent to the associated Groups, Users, and Remote Emails. This is us

St for notifying people who are only interested in finding out when a ney
officialrelease of a Document is available.
Commenters can be associated to a Document. These Commenters
be notified by email when a Request for Comments has been issued
Comments

this Document. A Request for Comments is often used as a simple,
informal dternative to a Document Review.

4.2.1. Associating Commenters to a Document

Associate Commenters allows the User to associate Groups and Users to a specific Document.
These commenters will be notified by email when a Request for Comments has been issued for
this Document.

1 The User must have the Groups privilege.
1 The User must have Owner access to the Document.
1 Users are notified when Requests for Comments has been issued for this Document.

Navigation: [DocMgr > Explorer > Select Desired Document >M&da > Assoc Comm]

The Associate Commenters for Document screen displays all Groups and individual Users
currently associated to the Document.

T If a Group has been associated, click on the Group Name to display Group Info and
Group Members.

T If a User has ln associated, click on the User Name to display User Info.

T None indicates that no Groups or Users have been associated.
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1. Enter the reason for associating commenters in the Reason box. Reason is a required
field. The maximum length of this field is 255 dwers.
2. Click the Cancel button to cancel the command, or click the Next button to continue.

Associate Commenters Groups to a Document
One or more commenters Groups may be associated to the Document.

Note: If you do not need to associate Group(s) but needssociate individual Users, click the
Next button to continue.

My Groups are Groups that are created by you (both private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are ttypes of System Groups. Users on these Groups have a Tech
Doc account.

System Employer Group£ontains all the Users that belong to that specific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Usethat belong to that specific
Organization. System Organization Group hames begin with {Org}.

1. Select the Groups in the My Groups or Shared Groups box (on the left) to be associated
by clicking on the Group name. This will highlight the Group name.

2. Click tle Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from the Selected Groups box, highlight the Group and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Grouplsox. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: The Groups name will be displayed in the Selected Groups box as follows:

Selected Groups| Definition of Codes

MG-Group Name | MG (My Groups)

SGGroup Name | SG (Shared Groupgd

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associate Commenters for Individual Users to a Document

One or more Users nydbe associated to the Document.
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Note: If you do not need to associate individual Users, click the OK button to associate
commenters.

Note: Available Users are Users that have a Tech Doc account, on this Document Manager, and
whose name does not appeartine Selected Users list. Once a User's name appears in the
Selected Users box, the name is removed from the Available Users box.

1. Select the Users in the Available Users box (on the left) to be associated by clicking on
the User's name. This whllghlight the User name.

2. Click the Add> button. The Add> button moves the highlighted User to the Selected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all thesldsan the Selected
Users box. To show information for the User, highlight the User name, and click the
Show User button.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button 8saciate commenters.

Notes:

T A history record will be generated for associating commenters with the Document.
T Email will be sent to the notification associated with the Document.

4.2.2. Associating Distribution to a Document

Associate Distribution allows the Uderassociate Groups, Users, and Remote Emails to a
specific Document.

The User must have the Groups privilege.

The User must have Owner access to the Document.

Users are notified when the Document has been released.

If User is on both the distribution amubtification Groups, they will receive only one
email message when the Document is released.

=A =4 =4 =4

Navigation: [DocMgr > Explorer > Select Desired Document > Side Menu > Assoc Distr]

The Associate Distribution to Document screen displays all Groups, indivskral @nd
Remote Emails currently associated to the Document.

T If a Group has been associated, click on the Group Name to display Group Info and
Group Members.

1 If a User has been associated, click on the User Name to display User Info.

1 If Remote Emails haueeen associated, click on the Remote Emails to send email.
Remote Email is the email address for a person that does not have a Tech Doc account.

T None indicates that no Groups, Users or Remote Emails have been associated.
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1. Enter the reason foassociating distribution list in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, or click the Next button to continue.

Associate Distribution Groups to a Docurhen
One or more distribution Groups may be associated to the Document.

Note: If you do not need to associate Group(s) but need to associate individual Users, or
Remote Emails, click the Next button to continue.

My Groups are Groups that are created by ybaotl private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a Tech
Doc account.

System Employer Group£ontains all théJsers that belong to that specific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
Organization. System Organization Group hames begin with {Org}.

1. Select the Groupsithe My Groups or Shared Groups box (on the left) to be associated
by clicking on the Group name. This will highlight the Group name.

2. Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from Belected Groups box, highlight the Group and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: The Groupsame will be displayed in the Selected Groups box as follows:

Selected Groups| Definition of Codes

MG-Group Name | MG (My Groups)

SGGroup Name | SG (Shared Groupgd

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associate Distribution for Individual Users to a Document

One or more Users may be associated to the Document.
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Note: If you do not need to associate individual Users but need to associate Remotg, Email
click the Next button to continue.

Note: Available Users are Users that have a Tech Doc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears in the
Selected Users box, the name is remdv¥rom the Available Users box.

1. Select the Users in the Available Users box (on the left) to be associated by clicking on
the User's name. This will highlight the User name.

2. Click the Add> button. The Add> button moves the highlighted User t8¢hected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users from the Selected
Users box. To show information for the User, highlight the User name, akdhaic
Show User button.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associate Distribution for Remote Emails to a Document

A Remote Email is the email adds for a person that is notified when the Document has been
released but who does not have a Tech Doc account.

1. Enter the SMTP email address in the New Remote Email box. For example,
John.Doe@example.com.
2. Click the Add button.

Note: Repeat the above stép add another Remote Email. To remove a Remote Email
click the Remove button.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate distribution list to the
Document

Notes:

T A history record will be generated for associating distribution with the Document.
T Email will be sent to the notification associated with the Document.

4.2.3. Associating Notification to a Document

Associate Notification allows the User to associate @splWsers, and Remote Emails to a
specific Document.

1 The User must have the Groups privilege.
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T The User must have Owner access to the Document.

T Users are notified when a Document has been reserved/replaced; attributes of
Document have been modified; Documdras been released, and when Document has
been deleted.

T If User is on both the distribution and notification lists, they will receive only one email
message when the Document is released.

Navigation:[DocMgr > Explorer > Select Desired Document >V&ida > Assoc Notif]

The Associate Notification to Document screen displays all Groups, individual Users, and
Remote Emails currently associated to the Document.

T If a Group has been associated, click on the Group Name to display Group Info and
Group Members

1 If a User has been associated, click on the User Name to display User Info.

1 If Remote Emails have been associated, click on the Remote Emails to send email.
Remote email is the email address for a person that does not have a Tech Doc account.

1 None indic&es that no Groups, Users or Remote Emails have been associated.

1. Enter the reason for associating notification list in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the amand, or click the Next button to continue.
Associate Notification Groups to a Document

One or more notification Groups may be associated to the Document.

Note: If you do not need to associate Group(s) but need to associate individual Users, or
Remote Emis, click the Next button to continue.

My Groups are Groups that are created by you (both private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groupss 08 these Groups have a Tech
Doc account.

System Employer Group€ontains all the Users that belong to that specific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belong to ttsgtecific
Organization. System Organization Group names begin with {Org}.

1. Select the Groups in the My Groups or Shared Groups box (on the left) to be associated
by clicking on the Group name. This will highlight the Group name.
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2. Click the Add> button. The dd button moves the highlighted Group to the Selected
Groups box. To remove a Group from the Selected Groups box, highlight the Group and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display theek$ on the Group, highlight the Group, and click
the Show Group button.

Note: The Groups name will be displayed in the Selected Groups box as follows:

Selected Groups| Definition of Codes

MG-Group Name | MG (My Groups)

SGGroup Name | SG (Share@roups)

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associate Notification for Individual Users to a Document
One or more Users may be associated to Brezument.

Note: If you do not need to associate individual Users but need to associate Remote Emails,
click the Next button to continue.

Note: Available Users are Users that have a Tech Doc account, on this Document Manager, and
whose name does not appear the Selected Users list. Once a User's name appears in the
Selected Users box, the name is removed from the Available Users box.

1. Select the Users in the Available Users box (on the left) to be associated by clicking on
the User's name. This whllghlight the User name.

2. Click the Add> button. The Add> button moves the highlighted User to the Selected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all thestsmn the Selected
Users box. To show information for the User, highlight the User name, and click the
Show User button.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next buttondontinue.

Associate Notification for Remote Emails to a Document

A Remote Email is the email address for a person that needs to be notified of a specific action
to the Document but who does not have a Tech Doc account.
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1.

2.

3.

Notes:

f
f

Enter the SMTP email address in thew Remote Email box. For example,
John.Doe@example.com.
Click the Add button.

Note: Repeat the above step to add another Remote Email. To remove a Remote Email
click the Remove button.

Click the Cancel button to cancel the command, click the Previdtmsnbio return to
the previous screen, or click the OK button to associate notification list to the
Document.

A history record will be generated for associating notification with the Document.
Email will be sent to the notification associated witietDocument.

4.2.4. Associating Notification to a Folder

Associate Notification allows the User to associate Groups, Users, and Remote Emails to a
specific Folder.

f
f
f

The User must have the Groups privilege.

The User must have Owner access to the Folder.

Users are atified when a new Folder has been created; attributes of Folder have been
modified, and when a Folder has been deleted.

Navigation:[DocMgr > Explorer > Select Desired Folder > Side Menu > Assoc Notif]

The Associate Notification to Folder scrabsplays all Groups, individual Users, and Remote
Emails currently associated to the Folder.

il

2.

If a Group has been associated, click on the Group Name to display Group Info and
Group Members.

If a User has been associated, click on the User Name to disgpdayrifo.

If Remote Emails have been associated, click on the Remote Emails to send email.
Remote email is the email address for a person that does not have a Tech Doc account.
None indicates that no Groups, Users or Remote Emails have been associated.

Enter the reason for associating notification list in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.
Click the Cancel button to cancel the command, or click the Next button to continue.

Associate Notification ®ups to a Folder
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One or more notification Groups may be associated to the Folder.

Note: If you do not need to associate Group(s) but need to associate individual Users, or
Remote Emails, click the Next button to continue.

My Groups are Groups that areeated by you (both private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a Tech
Doc account.

System Employer Group€£amtains all the Users that belong to that specific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
Organization. System Organization Group names begin with {Org}.

1. Seletthe Groups in the My Groups or Shared Groups box (on the left) to be associated
by clicking on the Group name. This will highlight the Group name.

2. Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To removeG@roup from the Selected Groups box, highlight the Group and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: The Groups name will be displayed in the Selected Groups box as follows:

Selected Groups| Definition of Codes

MG-Group Name | MG (My Groups)

SGGroup Name | SG (Shared Groups

3. Click the Cancel button to cancel the command, click the Previous butt@tuim to
the previous screen, or click the Next button to continue.

Associate Notification for Individual Users to a Folder
One or more Users may be associated to the Folder.

Note: If you do not need to associate individual Users but need to associatet®&mails,
click the Next button to continue.
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Note: Available Users are Users that have a Tech Doc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears in the
Selected Users box, the nans removed from the Available Users box.

1. Select the Users in the Available Users box (on the left) to be associated by clicking on
the User's name. This will highlight the User name.

2. Click the Add> button. The Add> button moves the highlighted Usiet&elected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users from the Selected
Users box. To show information for the User, highlight the User nameglexkdthe

Show User button.
3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associate Notification for Remote Emails to a Folder

A Remote Email is the emaddress for a person that needs to be notified of a specific action
to the Folder but who does not have a Tech Doc account.

1. Enter the SMTP email address in the New Remote Email box. For example,
John.Doe@example.com.
2. Click the Add button.

Note: Repeat the@bove step to add another Remote Email. To remove a Remote Email
click the Remove button.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate notification listeté-thider.

Notes:

1 A history record will be generated for associating notification with the Folder.
1 Email will be sent to the notification associated with the Folder.

4.2.5. Associating Notification to a Cabinet

Associate Notification allows the User to associateups, Users, and Remote Emails to a
specific Cabinet.

1 The User must have the Groups privilege.

1 The User must have Owner access to the Cabinet.

T Users on the notification Group are notified when a new Folder has been created;
attributes of Cabinet have beanodified, and when Folder has been deleted.
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Navigation: [DocMgr > Explorer > Select Desired Cabinet > Side Menu > Assoc Notif]

The Associate Notification to Cabinet screen displays all Groups, individual Users, and Remote
Emails currenthassociated to the Cabinet.

T If a Group has been associated, click on the Group Name to display Group Info and
Group Members.

T If a User has been associated, click on the User Name to display User Info.

1 If Remote Emails has been associated, click on the ReErmoails to send email. Remote
emalil is the email address for a person that does not have a Tech Doc account.

T None indicates that no Groups, Users or Remote Emails have been associated.

1. Enter the reason for associating notification list in the ReasonReason is a required
field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, or click the Next button to continue.

Associate Notification Groups to a Cabinet
One or more notification Groups may be assamibto the Cabinet.

Note: If you do not need to associate Group(s) but need to associate individual Users, or
Remote Emails, click the Next button to continue.

My Groups are Groups that are created by you (both private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a Tech
Doc account.

System Employer Group£ontains all the Users that belong to that specific Employer.
Systen Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
Organization. System Organization Group names begin with {Org}.

1. Select the Groups in the My Groups or Shared Groups box (on tholb#&)associated
by clicking on the Group name. This will highlight the Group name.

2. Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from the Selected Groups box, highlight the Group and
clickthe <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: The Groups name will be displayed in the Selected Groups hatioass:
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Selected Groups| Definition of Codes

MG-Group Name | MG (My Groups)

SGGroup Name | SG (Shared Groupg

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next buttondontinue.

Associate Notification for Individual Users to a Cabinet
One or more Users may be associated to the Cabinet.

Note: If you do not need to associate individual Users but need to associate Remote Emails,
click the Next button to continue.

Note: Avaable Users are Users that have a Tech Doc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears in the
Selected Users box, the name is removed from the Available Users box.

1. Select theUsers in the Available Users box (on the left) to be associated by clicking on
the User's name. This will highlight the User name.

2. Click the Add> button. The Add> button moves the highlighted User to the Selected
Users box. To remove a User from the Seéddtisers box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users from the Selected
Users box. To show information for the User, highlight the User name, and click the

Show User button.
3. Click the Cancel button tancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associate Notification for Remote Emails to a Cabinet

A Remote Email is the email address for a person that needs to be notified ofificspetton
to the Cabinet but who does not have a Tech Doc account.

1. Enter the SMTP email address in the New Remote Email box. For example,
John.Doe@example.com.
2. Click the Add button.

Note: Repeat the above step to add another Remote Email. To removeat&Email
click the Remove button.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate notification list to the Cabinet.
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Notes:

1 A history record will be generatedifassociating notification with the Cabinet.
1 Email will be sent to the notification associated with the Cabinet.

4.2.6. Associating Document Default Commenters

Commenters are assigned to a Cabinet or Folder to determine which Users are associated to
the Documens in this Cabinet or Folder. These commenters will be notified by email when a
Request for Comments has been issued for these Documents. Document Default Commenters
allows you to set the default commenters on a Cabinet or Folder. All commenter associations
made here will be automatically set on child Documents created within this Cabinet or Folder.
Folders created within this Cabinet or Folder will receive the Document Default Commenters of
this Cabinet or Folder.

The Folder Inheritance field is used to siigif the commenters associated should also be
applied to the child folders. Using the drop down, select one of the following options:

1 Replace child folders associations with the§ays to replace all child folders'
associations with the associations this cabinet or folder.

T Merge these associations with child folders associatiddays to merge the associations
of this cabinet or folder with the child folders' associations.

The Document Inheritance field is used to specify if the commenters assoahould also be
applied to the child documents. Using the drop down, select one of the following options:

1 Replace child documents associations with theSays to replace all child documents'
associations with the associations on this cabineftder.

1 Merge these associations with child documents associati@ag/s to merge the
associations of this cabinet or folder with the child documents' associations.

Navigation:[DocMgr > Explorer > Navigate to Cabinet or Folder > Side Menu > Doc Default
Comm]

The Document Default Commenters screen displays all Groups and individual Users currently
associated to the Cabinet or Folder.

T The User must have Owner access to the Cabinet or Folder.

Users are notified when Requests for Comments has been issudtefBrocuments.

T If a Group has been associated, click on the Group Name to display Group Info and
Group Members.

1 If a User has been associated, click on the User Name to display User Info.

T None indicates that no Groups or Users have been associated.

=
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1. Enter he type of Folder Inheritance to use on child folders by clicking on the down
arrow and selecting it from the list. See the discussion on inheritabceefor more
details.

2. Enter the type of Document Inhigance to use on child documents by clicking on the
down arrow and selecting it from the list. See the discussion on inheritancecfor
more details.

3. Enter the reason for associating commenters in thedeaaox. Reason is a required
field. The maximum length of this field is 255 characters.

4. Click the Cancel button to cancel the command, or click the Next button to continue.

Associating Groups for Documents

One or more commenters Groups may be associated Cabinet or Folder for the Documents
contained within that Cabinet or Folder.

Note: If you do not need to associate Group(s) but need to associate individual Users, click the
Next button to continue.

My Groups are Groups that are created by you (bailigte and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a Tech
Doc account.

System Employer Group£ontains all the Usethat belong to that specific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
Organization. System Organization Group names begin with {Org}.

1. Select the Groups ithe My Groups or Shared Groups box (on the left) to be associated
by clicking on the Group name. This will highlight the Group name.

2. Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from theeBted Groups box, highlight the Group and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: The Groups naenwill be displayed in the Selected Groups box as follows:

Selected Groups| Definition of Codes

MG-Group Name | MG (My Groups)

SGGroup Name | SG (Shared Groups
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3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associating Users for Documents

One or more Users may be associated on a Cabinet or Folder for the Documents contained
within that Cabinet or Folder.

Note: If you do not need to associate individuakls, click the OK button to associate
commenters.

Note: Available Users are Users that have a Tech Doc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears in the
Selected Users box, tmame is removed from the Available Users box.

1. Select the Users in the Available Users box (on the left) to be associated by clicking on
the User's name. This will highlight the User name.

2. Click the Add> button. The Add> button moves tinghlighted User to the Selected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users from the Selected
Users box. To show information for the User, highlitpet User name, and click the
Show User button.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate commenters.

Notes:

1 The document default commenters on the Cabinefolder will be updated.

1 The document default commenters on the child Folders within this Cabinet or Folder
will be updated if selected to using the Folder Inheritance drop down.

1 The commenters on the child Documents within this Cabinet or Folderevipbdated if
selected to using the Document Inheritance drop down.

4.2.7. Associating Document Default Distribution

Document Default Distribution allows you to associate Groups, Users, and Remote Emails on a
specific Cabinet or Folder for the Documents contaiwétfiin that Cabinet or Folder. All

distribution associations made here will be automatically set on child Documents created within
this Cabinet or Folder. Folders created within this Cabinet or Folder will receive the Document
Default Distribution of thi€abinet or Folder.

The Folder Inheritance field is used to specify if the distribution associated should also be
applied to the child folders. Using the drop down, select one of the following options:
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T Replace child folders associations with the§ays taeplace all child folders'
associations with the associations on this cabinet or folder.

T Merge these associations with child folders associatiddays to merge the associations
of this cabinet or folder with the child folders' associations.

The Documeninheritance field is used to specify if the distribution associated should also be
applied to the child documents. Using the drop down, select one of the following options:

T Replace child documents associations with theSays to replace all child docunts'
associations with the associations on this cabinet or folder.

T Merge these associations with child documents associati@ag/s to merge the
associations of this cabinet or folder with the child documents' associations.

Navigation: [DocMgr > Explore¥ Navigate to Cabinet or Folder > Side Menu > Doc Default
Distr]

The Associate Distribution to Document screen displays all Groups, individual Users, and
Remote Emails currently associated to the Cabinet or Folder.

1 The User must have Owner access to@abinet or Folder.

T Users are notified when the Documents have been released.

T If User is on both the distribution and notification Groups, they will receive only one
email message when the Documents are released.

1 If a Group has been associated, click on@reup Name to display Group Info and
Group Members.

1 If a User has been associated, click on the User Name to display User Info.

1 If Remote Emails have been associated, click on the Remote Emails to send email.
Remote Email is the email address for a pergat does not have a Tech Doc account.

1 None indicates that no Groups, Users or Remote Emails have been associated.

1. Enter the type of Folder Inheritance to use on child folders by clicking on the down
arrow and selecting it from the list. See the discussia inheritanceabovefor more
details.

2. Enter the type of Document Inheritance to use on child documents by clicking on the
down arrow and selecting it from the list. See the discussion on inheritancecfor
more detalils.

3. Enter the reason for associating distribution list in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.

4. Click the Cancel button to cancektbommand, or click the Next button to continue.

Associating Groups for Documents

One or more distribution Groups may be associated on a Cabinet or Folder for the Documents
contained within that Cabinet or Folder.
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Note: If you do not need to associate @pgs) but need to associate individual Users, or
Remote Emails, click the Next button to continue.

My Groups are Groups that are created by you (both private and shared). Private Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a Tech
Doc account.

System Employer Group€ontains all the Users that belong to that specific Employer.
System Employer Group nhames begin with {Emp}.

System OrganizatioBroups- Contains all the Users that belong to that specific
Organization. System Organization Group hames begin with {Org}.

1. Select the Groups in the My Groups or Shared Groups box (on the left) to be associated
by clicking on the Group name. This wigitlight the Group name.

2. Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from the Selected Groups box, highlight the Group and
click the <Remove button. The <Remove All button removes abthaps from the
Selected Groups box. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: The Groups name will be displayed in the Selected Groups box as follows:

Selected Groups| Definition of Codes

MG-Group Name | MG (My Groups)

SGGroup Name | SG (Shared Groupgd

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associating Users for Documents

One ormore Users may be associated on a Cabinet or Folder for the Documents contained
within that Cabinet or Folder.

Note: If you do not need to associate individual Users but need to associate Remote Emails,
click the Next button to continue.

Note: Available Us's are Users that have a Tech Doc account, on this Document Manager, and

whose name does not appear in the Selected Users list. Once a User's name appears in the
Selected Users box, the name is removed from the Available Users box.
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1. Select the Users itihe Available Users box (on the left) to be associated by clicking on
the User's name. This will highlight the User name.

2. Click the Add> button. The Add> button moves the highlighted User to the Selected
Users box. To remove a User from the Selected Usetshighlight the User and click
the <Remove button. The <Remove All button removes all the Users from the Selected
Users box. To show information for the User, highlight the User name, and click the
Show User button.

3. Click the Cancel button to cancel tbemmand, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associating Remote Emails for Documents

A Remote Email is the email address for a person that is notified when a Document has been
released but whaloes not have a Tech Doc account.

1. Enter the SMTP email address in the New Remote Email box. For example,
John.Doe@example.com.
2. Click the Add button.

Note: Repeat the above step to add another Remote Email. To remove a Remote Email
click the Remove buttan

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate distribution.

Notes:

1 The document default distribution on the Cabinet or Folder will be updated.

T The document dfault distribution on the child Folders within this Cabinet or Folder will
be updated if selected to using the Folder Inheritance drop down.

T The distribution on the child Documents within this Cabinet or Folder will be updated if
selected to using the Dament Inheritance drop down.

4.2.8. Associating Document Default Notification

Document Default Notification allows you to associate Groups, Users, and Remote Emails on a
specific Cabinet or Folder for the Documents contained within that Cabinet or Folder. All
notification associations made here will be automatically set on child Documents created within
this Cabinet or Folder. Folders created within this Cabinet or Folder will receive the Document
Default Notification of this Cabinet or Folder.

The Folder Inher@nce field is used to specify if the notification associated should also be
applied to the child folders. Using the drop down, select one of the following options:
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1 Replace child folders associations with the§ays to replace all child folders'
associatbns with the associations on this cabinet or folder.

T Merge these associations with child folders associatiddays to merge the associations
of this cabinet or folder with the child folders' associations.

The Document Inheritance field is used to speififiie notification associated should also be
applied to the child documents. Using the drop down, select one of the following options:

T Replace child documents associations with theSays to replace all child documents'
associations with thassociations on this cabinet or folder.

T Merge these associations with child documents associati@ag/s to merge the
associations of this cabinet or folder with the child documents' associations.

Navigation: [DocMgr > Explorer > Navigate to Cabinet dd&o> Side Menu > Doc Default
Notif]

Document Default Notification screen displays all Groups, individual Users, and Remote Emails
currently associated to the Cabinet or Folder.

T The User must have Owner access to the Cabinet or Folder.

T Users are notifiedvhen the Documents have been reserved/replaced; attributes of the
Documents have been modified; Documents have been released, and when the
Documents has been deleted.

1 If User is on both the distribution and notification lists, they will receive only onalem
message when the Documents are released.

T If a Group has been associated, click on the Group Name to display Group Info and
Group Members.

1 If a User has been associated, click on the User Name to display User Info.

1 If Remote Emails have been associatdidk on the Remote Emails to send email.
Remote email is the email address for a person that does not have a Tech Doc account.

1 None indicates that no Groups, Users or Remote Emails have been associated.

1. Enter the type of Folder Inheritance to use on @lidlders by clicking on the down
arrow and selecting it from the list. See the discussion on inheritabhceefor more
details.
2. Enter the type of Document Inheritance to use on child documents by cliokitige
down arrow and selecting it from the list. See the discussion on inheritancecfor
more details.
3. Enter the reason for associating notification list in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.
4. Click the Cancel button to cancel the command, or click the Next button to continue.

Associating Groups for Documents
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One or more notification Groups may be associated on a Cabinet or Folder for tam&us
contained within that Cabinet or Folder.

Note: If you do not need to associate Group(s) but need to associate individual Users, or
Remote Emails, click the Next button to continue.

My Groups are Groups that are created by you (both private and dhdeeivate Groups are for
your use only. Shared Groups are available for anyone to use.

Also under Shared Groups are two types of System Groups. Users on these Groups have a Tech
Doc account.

System Employer Group€ontains all the Users thaelong to that specific Employer.
System Employer Group names begin with {Emp}.

System Organization Group€ontains all the Users that belong to that specific
Organization. System Organization Group names begin with {Org}.

1. Select the Groups in the My Gups or Shared Groups box (on the left) to be associated
by clicking on the Group name. This will highlight the Group name.

2. Click the Add> button. The Add> button moves the highlighted Group to the Selected
Groups box. To remove a Group from the Selecteali@ box, highlight the Group and
click the <Remove button. The <Remove All button removes all the Groups from the
Selected Groups box. To display the Users on the Group, highlight the Group, and click
the Show Group button.

Note: The Groups name will lksplayed in the Selected Groups box as follows:

Selected Groups| Definition of Codes

MG-Group Name | MG (My Groups)

SGGroup Name | SG (Shared Groups

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previousscreen, or click the Next button to continue.

Associating Users for Documents

One or more Users may be associated on a Cabinet or Folder for the Documents contained
within that Cabinet or Folder.

Note: If you do not need to associate individual Usersragd to associate Remote Emails,
click the Next button to continue.
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Note: Available Users are Users that have a Tech Doc account, on this Document Manager, and
whose name does not appear in the Selected Users list. Once a User's name appears in the
Selectel Users box, the name is removed from the Available Users box.

1. Select the Users in the Available Users box (on the left) to be associated by clicking on
the User's name. This will highlight the User name.

2. Click the Add> button. The Add> button moves tinghlighted User to the Selected
Users box. To remove a User from the Selected Users box, highlight the User and click
the <Remove button. The <Remove All button removes all the Users from the Selected
Users box. To show information for the User, highlitet User name, and click the
Show User button.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Associating Remote Emails for Documents

A Remote Email is themail address for a person that needs to be notified of a specific action
to the Document but who does not have a Tech Doc account.

1. Enter the SMTP email address in the New Remote Email box. For example,
John.Doe@example.com.
2. Click the Add button.

Note: Rgeat the above step to add another Remote Email. To remove a Remote Email
click the Remove button.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to associate notificaigbtol the
Document.

Notes:
1 The document default notification on the Cabinet or Folder will be updated.
1 The document default notification on the child Folders within this Cabinet or Folder will
be updated if selected to using the Folder Inheritance drowmlo
1 The notification on the child Documents within this Cabinet or Folder will be updated if
selected to using the Document Inheritance drop down.
4.2.9. Showing Associations

Show Associations displays the access, commenters, distribution, and notificatiorates$stwi
Documents, Folders, Cabinets, etc where applicable.

Showing the Associations for a Document
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Show Associations displays the access, commenters, distribution, and notification that are
associated to this Document.

Navigation:[DocMgr > Explorer > et Desired Document > Side Menu > Show Assoc]

1 The User must have the Groups privilege.
1 The User must have Read access to the Document.

Note:

Show Associations displays the associations at the Document level. For example, if the
Document is set tallow Read access by community Users. *Community Users (R) would be
displayed at the Document level. However, when you restrict a Generation it does not allow
Read access by community Users. To show associations for a specific Generation, from the
DocumentMenu click on Explore, click on the Generation you want to show associations for,
and click on Show Assoc. Now *Community Users (R) will not be displayed because this is a
restricted Generation.

Access for Groups and

Definition of Access
Users

AUser can view the attributes of this Document, view the
ea attributes of this Document's Generations and Renditions

R)Read ttribut f this D t's G t d Rendit

and fetch this Document's Generations and Renditions.

A User can modify the attributes of this Document and this
(M)Modify Document's Generations and Renditions. The User must ;
have the Modify Document privilege.

A User can delete this Document. The User must also ha

(D)Delete the Delete Document privilege.

A User can reserve and replace the Docutn&he User

(R RN must also have the Create Generation privilege.

A User can act as the owner of this Document. The User
Owner be able to do anything to the Document that the owner ca
as long as the User's privileges allow it.

Documents are available to Users that have an account o

*
Local Users (R) the Document Manager.

Documents are available to Users as defined by a set of
*Campus Users (R) | trusted IP address ranges that are considered part of the
Campus for the specific Document Manager.
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Documents are available to Users within the organization

X .
Community Users (R) .,y selected partners IP addresses.

*Global Users (R) Documents are available to anyone on the World Wide W

Note:

Groups(N} (N)None denies all levels of access, excepRiad, to Users on the Group from
accessing this Document. Because a logged in User is always considered part of the Local,
Campus, Community, and Global groups, if one of these groups is associated to the Document,
the User will still get Read access te thocument even though None prevents them from

getting any other type of access. The Users on this Group will have no access to the Document
even if the Users are on other Groups that are associated to this Document. However, if an
individual User is ass@ated to the Document that access will override the access given to them
if they are also on a Group that is associated to this Document.

User(N) (N)None denies all levels of access, except for Read, to Users from accessing this
Document. Becauselagged in User is always considered part of the Local, Campus,
Community, and Global groups, if one of these groups is associated to the Document, the User
will still get Read access to the Document even though None prevents them from getting any
other type of access. The Users will have no access to this Document even if the User appears
on a Group that gives them other access.

Access for a Document

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a Uer has been associated, click on the User Name to display the User Info for that
User.

1 If Remote Users have been associated to a Document, they will be listed below the
Users on the Access for Document screen. The Remote Users are displayed as the
authenticator a forward slash and then the remote username. For example,
kerberos/jdoe, where kerberos is the authenticator name and jdoe is the username.

1 None indicates that no Groups or Users have been associated.

Commenters for a Document
1 If a Group has been ssciated, click on the Group Name to display the Group Info and
Group Members.
T If a User has been associated, click on the User Name to display the User Info for that
User.
T None indicates that no Groups or Users have been associated.

Distribution for a Dogment
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1 If a Group has been associated, click on the Group Name to display the Group Info and

Group Members.

T If a User has been associated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remoiail Address to send email
to that Remote User.

T None indicates that no Groups or Users have been associated.

Notification for a Document

T If a Group has been associated, click on the Group Name to display the Group Info and

Group Members.
T If a User hasden associated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remote Email Address to send email

to that Remote User.
T None indicates that no Groups or Users have been associated.

Showing the Associations for a Folder

Show Associations displays the Access and Notification that are associated to this Folder as well

as the Document Default Access, Commenters, Notification, and Distribution. Documents
created in this Folder will bexgn the Access, Commenters, Notification, and Distribution set
by the Document Defaults on this Folder. Folders created in this Folder will be given the
Document Defaults on this Folder.

Navigation:[DocMgr > Explorer > Select Desired Folder >\&de > Show Associations]

1 The User must have the Groups privilege.
1 The User must have Read access to the Folder.

Access for

Groups and Users Definition of Access

A User can view the attributes of this Folder and see which

(R)Read subfolders and Documentse in this Folder.
(M)Modify A User can modify the attributes of this Folder. The User must
have the Modify Folder privilege.
(D)Delete A User can delete this Folder. The User must also have the De

Folder privilege.

AUser can create a child Folder in this Folder. The User must 4

Rt FeeE) have the Create Folder privilege.
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(CD)Create A User can create a Document in this Folder. The User must al
Document have the Create Document privilege.

A User can act as tlmvner of this Folder. The User will be able {
(O)Owner do anything to the Folder that the owner can, as long as the Us
privileges allow it.

Folder is available to Users that have an account to the Docum

*Local Users (R) Manager

Note:

Groups(N} (N)Nonedenies all levels of access, except for Read, to Users on the Group from
accessing this Folder. Because a logged in User is always considered part of the Local group, if
*Local Users (R) is associated to the Folder, the User will still get Read actesEabder even
though None prevents them from getting any other type of access. The Users on this Group will
have no access to the Folder even if the Users are on other Groups that are associated to this
Folder. However, if an individual User is associsbettie Folder that access will override the
access given to them if they are also on a Group that is associated to this Folder.

User(N) (N)None denies all levels of access, except for Read, to Users from accessing this
Folder. Because a logged in Usealways considered part of the local group, if *Local Users (R)
is associated to the Folder, the User will still get Read access to the Folder even though None
prevents them from getting any other type of access. The Users will have no access to this
Folcer even if the User appears on a Group that gives them other access.

Access for a Folder

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

T If a User has been associated, click on the User Name to digglayser Info for that
User.

T None indicates that no Groups or Users have been associated.

Notification for a Folder

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has beeassociated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remote Email Address to send email
to that remote User.

1 None indicates that no Groups or Users have been associated.
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Document Defali Access for a Folder

1 Documents created in this Folder will automatically have their access set to the
Document Default Access on this Folder.

1 Folders created in this Folder will automatically have their Document Default Access set
to the Document Defauldccess on this Folder.

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has been associated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associatelatk on the Remote Email Address to send email
to that Remote User.

1 None indicates that no Groups, Users, or Remote Emails have been associated.

AT ElR eI Definition of Access

Users
ea ser can view the attributes o cuments.
R)Read AU the attributes of tio t
(M)Modify A User can modify the attributes of Documents. The User
must also have the Modify Document privilege.
(D)Delete A User can delete the Documents. The User must also hg

the Delete Document privilege.

(RR)Reserve/Replace| A User can reserve and replace the Documents.

A User can act as the owner of the Documents. The User
(O)Owner be able to do anything to the Documents that the owner
can, as long as the User's privileges allow it.

DocumentDefault Commenters for a Folder

T Documents created in this Folder will automatically have their commenters set to the
Document Default Commenters on this Folder.

1 Folders created in this Folder will automatically have their Document Default
Commenters set tthe Document Default Commenters on this Folder.

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has been associated, click on the User Name to display the User Info for that
User.

1 If Remote Emil has been associated, click on the Remote Email Address to send email
to that Remote User.

T None indicates that no Groups, Users, or Remote Emails have been associated.
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Document Default Distribution for a Folder

il

Documents created in this Folder will antatically have their distribution set to the
Document Default Distribution on this Folder.

Folders created in this Folder will automatically have their Document Default
Distribution set to the Document Default Distribution on this Folder.

If a Group has ken associated, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

If Remote Email has been associated, click on the Remote Email Address ¢orseaind

to that Remote User.

None indicates that no Groups, Users, or Remote Emails have been associated.

Document Default Notification for a Folder

il

Documents created in this Folder will automatically have their notification set to the
Document Default Ndfication on this Folder.

Folders created in this Folder will automatically have their Document Default
Notification set to the Document Default Notification on this Folder.

If a Group has been associated, click on the Group Name to display the Groupdnfo a
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

None indicates that no Groups, Users Remote Emails have been associated.

Showing the Associations for a Cabinet

Show Associations displays the Access and Notification that are associated to this Cabinet as
well as the Document Default Access, Commenters, NotificationDatdbution. Documents
created in this Cabinet will be given the Access, Commenters, Notification, and Distribution set
by the Document Defaults on this Cabinet. Folders created in this Cabinet will be given the
Document Defaults on this Cabinet.

Navigation: [DocMgr > Explorer > Select Desired Cabinet > Side Menu > Show Associations]

f
f

The User must have the Groups privilege.
The User must have Read access to the Cabinet.
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Access for
Groups and Definition of Access
Users
(R)Read A User can view thattributes of this Cabinet and see which

Folders and Documents are in this Cabinet.

(M)Modify A User can modify the attributes of this Cabinet. The User musi
also have the Modify Cabinet privilege.
A User can delete this Cabinet. The Useist also have the Delete

(D)Delete

Cabinet privilege.

A User can create a Folder in this Cabinet. The User must also

(ERcleeR Feke, the Create Folder privilege.

(CD)Create A User can create a Document in this Cabinet. The User must §
Document have theCreate Document privilege.

A User can act as the owner of this Cabinet. The User will be a
(O)Owner to do anything to the Cabinet that the owner can, as long as the
User's privileges allow it.

Cabinet is available to Users tHave an account to the

*
Local Users (R) Document Manager.

Note:

Groups(N} (N)None denies all levels of access, except for Read, to Users on the Group from
accessing this Cabinet. Because a logged in User is always considered part of the Local group, if
*Local Users (R$ associated to the Cabinet, the User will still get Read access to the Cabinet
even though None prevents them from getting any other type of access. The Users on this
Group will have no access to the Cabinet even if the Users are on other Groups that are
associated to this Cabinet. However, if an individual User is associated to the Cabinet that
access will override the access given to them if they are also on a Group that is associated to
this Cabinet.

User(N) (N)None denies all levels of access, exétepRead, to Users from accessing this
Cabinet. Because a logged in User is always considered part of the local group, if *Local Users
(R) is associated to the Cabinet, the User will still get Read access to the Cabinet even though
None prevents them fnm getting any other type of access. The Users will have no access to this
Cabinet even if the User appears on a Group that gives them other access.

Access for a Cabinet
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|l

If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

None indicates that no Groups or Users have been associated.

Notification for a Cabinet

il

If a Group has been associated, click on the Group Nardisptay the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

None indicateshat no Groups or Users have been associated.

Document Default Access for a Cabinet

1 Documents created in this Cabinet will automatically have their access set to the
Document Default Access on this Cabinet.
T Folders created in this Cabinet will automatigdlave their Document Default Access
set to the Document Default Access on this Cabinet.
1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.
T If a User has been associated, click on the User Name to dibplajser Info for that
User.
1 If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.
T None indicates that no Groups, Users, or Remote Emails have been associated.
AEEEES ar Clel ISl Definition of Acess
Users
(R)Read A User can view the attributes of the Documents.
(M)Modify A User can modify the attributes of Documents. The User
must also have the Modify Document privilege.
A User can delete the Documents. The User must also hg
(D)Delete .
the Delete Document privilege.
(RR)Reserve/Replace| A User can reserve and replace the Documents.
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A User can act as the owner of the Documents. The User
(O)Owner be able to do anything to the Documents that the owner
can, as long as the User's privilegdisw it.

Document Default Commenters for a Cabinet

1

Documents created in this Cabinet will automatically have their commenters set to the
Document Default Commenters on this Cabinet.

Folders created in this Cabinet will automatically have tBeicument Default

Commenters set to the Document Default Commenters on this Cabinet.

If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to displayehéntdsfor that

User.

If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

None indicates that no Groups, Users, or Remote Emails have been associated.

Document Default Distribution for a Cabinet

il

Documents created in this Cabinet will automatically have their distribution set to the
Document Default Distribution on this Cabinet.

Folders created in this Cabinet will automatically have their Document Default
Distribution set to the Document Default Distuion on this Cabinet.

If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

If Remote Email has been associatditkaon the Remote Email Address to send email
to that Remote User.

None indicates that no Groups, Users, or Remote Emails have been associated.

Document Default Notification for a Cabinet

Documents created in this Cabinet will automatically have theiification set to the
Document Default Notification on this Cabinet.

Folders created in this Cabinet will automatically have their Document Default
Notification set to the Document Default Notification on this Cabinet.

If a Group has been associated, cbhokthe Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

104



Document Manager User Guide Reference

1 If Remote Email has been associated, click on the Remote Email Address to send email
to that RemoteUser.
T None indicates that no Groups, Users, or Remote Emails have been associated.
Showing the Associations for Access to a Group
Show Associations displays all of the Users associated with Owner access to this Group.

Navigation:[DocMgr > Groups Select Desired Group > Side Menu > Assoc]

1 The User must have the Groups privilege.
1 The User must have Read access to the Group.

The Users associated with Owner access to this Group are displayed.
Showing Documents and Folders Associated To a Group fassAcce

Shows Associations shows all of the Documents and Folders that are associated to this Group
for access.

Navigation:[DocMgr > Groups > Select Desired Group > Side Menu > For Access]

1 The User must have the Groups privilege.
1 The User must have Read accés the Group.

All of the Documents that use this Group for access are displayed. If the Group is a User Group,
all of the Folders that use this Group for access are displayed.

Showing Documents Associated to a Group for Commenters
ShowCommenters displays all of the Documents that use this Group for commenting.
Navigation:[DocMgr > Groups > Select Desired Group > Side Menu > For Comm]

1 The User must have the Groups privilege.
1 The User must have Read access to the Group.

Documents Assodied to a Group for Commenters

Note: If no Documents are associated to this Group, the following message will be displayed:
"No Documents found."

1 The Number and Title are displayed for each Document.

1 Click on to Explore Document.

105



Document Manager User Guide Reference

il

0 Show Infoof the Document.
Click on to Fetch Latest Generation of the Document.

Note: The following icons will be displayed if the Document: has Comments, currently
reserved, or is in review.

~indicates the Document has open Commentdndicates the Document hagosed
Comments. Click dato Show Open Comment or click lrito Show Closed Comment
of the Document.

indicates the Document is currently reserved. Click on to Explore Document.

indicates the Document is reserve and in review. Clic

o Explore

indicates the Document is in review. Click.on to Explore Document.

Showing the Associations for a Distribution

Show Associations displays all of the Documents associated to this distribution list.

Navigation:[DocMgr > Groups > Select Desired Gro8me Menu > For Distr]

f
f

The User must have the Groups privilege.
The User must have Read access to the Group.

Documents Associated to a Group for Distribution

Note: If no Documents are associated to this Group, the following message will be displayed:
"No Documents found."

The Number and Title are displayed for each Document.

Click on___to Explore Document.
Click on_to Show Info of the Document.
Click on=to Fetch Latest Generation of the Document.

Note: The following icons will be displayed if the Docutnbeas Comments, currently
reserved, or is in review.

~indicates the Document has open Commentsndicates the Document has closed
Comments. Click aato Show Open Comment or click lorto Show Closed Comment
of the Document.

indicates the Document is currently reserved. Click.onto Explore Document.
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q indicates the Document is reserve and in review. Click onto Explore
Document.
1 indicates the Document is in review. Click.on to Explore Document.

Showing the Associations farNotification Group
Show Associations displays all of the Folders and Documents associated to this notification list.
Navigation:[DocMgr > Groups > Select Desired Group > Side Menu > For Notif]

1 The User must have the Groups privilege.
1 The User mushave Read access to the Group.

Folders Associated to a Group for Notification

Note: If no Folders are associated to this Group, the following message will be displayed: "No
Folders found."

1 The Name and Description are displayed for each Folder.

1 Clickon___lto Explore Folder.
1 Click on_lto Show Info of the Folder.

Note: If the notification list is associated to a Cabinet, the following item will be
displayed.

1 Click on to Show Info of the Cabinet.

Documents Associated to a Group for Notification

Note: If no Deuments are associated to this Group, the following message will be displayed:
"No Documents found."

1 The Number and Title are displayed for each Document.

1 Clickon___to Explore Document.
1 Click on-to Show Info of the Document.
1 Click on:to Fetch Latest Generation of the Document.

Note: The following icons will be displayed if the Document: has Comments, currently
reserved, or is in review.
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~indicates the Document has open Commentdndicates the Document has closed
Comments. Click orto Show Open Comment or click lorto Show Closed Comment
of the Document.

1 L__lindicates the Document is currently reserved. Click onto Explore Document.

1 indicates the Document is reserve and in review. Clic
Document.

to Explore

1 indicates the Documeris in review. Click an_ to Explore Document.

Showing the Associations for a Generation

Show Associations displays the access, commenters, distribution, and notification that are
associated to this Generation.

Navigation:[DocMgr > Explorer > Select Degit@eneration > Side Menu > Show Assoc]

1 The User must have the Groups privilege.
1 The User must have Read access to the Generation.

ACEES 17 (ETIN el Definition of Access

Users
A User can view the attributes of this Generation and fetcl
(R)Read : )

this Generation.

(M)Modify A User can modify the attributes of this Generation. The
User must also have the Modify Generation privilege.
A User can delete this Generation. The User must also hg

(D)Delete : .
the Delete Generation privilege.

(RR)Reserve/Replace The User can reserve and replace the Document. The Us

must also have the Create Generation privilege.

The User can act as the owner of this Generation. The Us
(O)Owner will be able to do anything to the Generation that the owng
can, as long as the User's privileges allow it.

Documents are available to Users that have an account td

*
LocalUsers (R) | 1o pocument Manager.

Documents available to Users as defined by a set of trusts
*Campus Users (R) | IP address ranges that acensidered part of the Campus fo
the specific Document Manager.
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Documents available to Users within the organization and

. :
CRIG DS (R selected partners IP addresses.

*Global Users (R) Documents available to anyone on the World Wide Web.

Note:

Groups(N) (N)None denies all levels of access, except for Read, to Users on the Group from
accessing this Generation. Because a logged in User is always considered part of the Local,
Campus, Community, and Global groups, if one of these groups is asddoidhe Generation,

the User will still get Read access to the Generation even though None prevents them from
getting any other type of access. The Users on this Group will have no access to the Generation
even if the Users are on other Groups that assa@ciated to this Generation; however, if an
individual User is associated to this Generation that access will override the access given to
them if they are also on a Group that is associated to this Generation.

User(N) (N)None denies all levels atcess, except for Read, to Users from accessing this
Generation. Because a logged in User is always considered part of the Local, Campus,
Community, and Global groups, if one of these groups is associated to the Generation, the User
will still get Read aess to the Generation even though None prevents them from getting any
other type of access. The Users will have no access to this Generation even if the User appears
on a Group that gives them other access.

Note: The access to a Generation is determingdhe access a User has to the Document that
the Generation belongs to.

Access for a Generation

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has been associated, click on the User Nameptaglithe User Info for that
User.

T If Remote Users have been associated, they will be listed below the Users on the Access
for Generation screen. The Remote Users are displayed as the authenticator a forward
slash and then the remote username. For examkéeberos/jdoe, where kerberos is
the authenticator name and jdoe is the username.

1 None indicates that no Groups or Users have been associated.

Commenters for a Generation
1 If a Group has been associated, click on the Group Name to display the Groupdnfo an
Group Members.

1 If a User has been associated, click on the User Name to display the User Info for that
User.
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T None indicates that no Groups or Users have been associated.
Distribution for a Generation

1 If a Group has been associated, click on the GroupeNandisplay the Group Info and
Group Members.

T If a User has been associated, click on the User Name to display the User Info for that
User.

1 If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

T None indcates that no Groups or Users have been associated.

Notification for a Generation

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

T If a User has been associated, click on the User Name to display thinfdser that
User.

1 If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

T None indicates that no Groups or Users have been associated.

Showing the Associations for a Rendition

ShowAssociations displays the access, commenters, distribution, and notification that are
associated to this Rendition.

Navigation:[DocMgr > Explorer > Select Desired Rendition > Side Menu > Show Assoc]

1 The User must have the Groups privilege.
1 The User mustdive Read access to the Generation.

ACESES 07 (ETIU gD el Definition of Access
Users
The User can view the attributes of this Rendition and fet
(R)Read : o

this Rendition.

(M)Modify The User can modify the attributes of this Rendition. The
User mustklso have the Modify Generation privilege.
The User can delete this Rendition. The User must also

(D)Delete . .
have the Delete Generation privilege.
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The User can replace this Rendition. The User must also

(RR)Replace have the Reeaser privilege with Read access to the
Rendition/Resubmit Document or the User must have the Bypass privilege w
Rendition Owner access to the Document. Only the Document

Administrator can Resubmit a Generation for rendering.

The User can act as the owner of this RenditiThe User
(O)Owner will be able to do anything to the Rendition that the owne
can, as long as the User's privileges allow it.

Documents are available to Users that have an account t

*
Local Users (R) the Document Manager.

Documentsavailable to Users as defined by a set of trustg
*Campus Users (R) IP address ranges that are considered part of the Campy
for the specific Document Manager.

Documents available to Users within the organization an

. :
iy Lees () selected partners IP addresses.

*Global Users (R) Documents available to anyone on the World Wide Web.

Note:

Groups(N} (N)None denies all levels of access, except for Read, to Users on the Group from
accessing this Rendition. Because a logged in User is always considered patioafihe

Campus, Community, and Global groups, if one of these groups is associated to the Rendition,
the User will still get Read access to the Rendition even though None prevents them from
getting any other type of access. The Users on this Group williaecess to the Rendition

even if the Users are on other Groups that are associated to this Rendition. However, if an
individual User is associated to the Rendition that access will override the access given to them
if they are also on a Group that issasiated to this Rendition.

User(N) (N)None denies all levels of access, except for Read, to Users from accessing this
Rendition. Because a logged in User is always considered part of the Local, Campus,
Community, and Global groups, if one of these gigpassociated to the Rendition, the User

will still get Read access to the Rendition even though None prevents them from getting any
other type of access. The Users will have no access to this Rendition even if the User appears on
a Group that gives themther access.

Note: The access to a Rendition is determined by the access a User has to the Document that
the Rendition belongs to.

Access for a Rendition
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)l

il

If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

If Remote Users have been associated, they will be listed below the Users on the Access
for Document screen. The Remote Users are displayed as the authenacfaavard

slash and then the remote username. For example, kerberos/jdoe, where kerberos is

the authenticator name and jdoe is the username.

None indicates that no Groups or Users have been associated.

Commenters for a Rendition

il

If a Group has been assaigd, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

None indicates that no Groups or Users have been associated.

Distribution for a Renditio

il

If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

If a User has been associated, click on the User Name to display the User Info for that
User.

If Remote Email has been associated, click on the Remadd Eddress to send email

to that Remote User.

None indicates that no Groups or Users have been associated.

Notification for a Rendition

il

If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

If a User habeen associated, click on the User Name to display the User Info for that
User.

If Remote Email has been associated, click on the Remote Email Address to send email
to that Remote User.

None indicates that no Groups or Users have been associated.

Showing he Associations for an RMA Record Set

Show Associations displays the Access that is associated to this RMA Record Set.

Navigation:[DocMgr > Records > Show... > Select Desired RMA Record Set > Side Menu > Show
Assoc]
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T The User must have the Groupsvilege.
1 The User must have Read access to the RMA Record Set.

Access for
Groups and Definition of Access
Users
(R)Read A User can view the attributes of this RMA Record Set and see
which records are in this RMA Record Set.
(M)Modify A User camodify the attributes of this RMA Record Set. The Us
must also have the Record Sets or Record Manager privilege.
A User can delete this RMA Record Set. The User must also ha
(D)Delete

the Record Sets or Record Manager privilege.

(CR)Create A User can create a record in this RMA Record Set. The User m
Record also have the Records or Record Manager privilege.

A User can act as the owner of this RMA Record Set. The User
(O)Owner be able to do anything to the RMA Record Set that the owner cé
aslong as the User's privileges allow it.

Note:

Groups(N} (N)None denies all levels of access to Users on the Group from accessing this RMA
Record Set. The Users on the Group will have no access to the RMA Record Set even if the Users
are on otherGroups that are associated to this RMA Record Set. However, if an individual User

is associated to this RMA Record Set, that access will override the access given to them by being
on a Group. If a User is the owner of the RMA Record Set, a Records ManageAdmin,

they will still have Owner access to the RMA Record Set.

Users(N} (N)None denies all levels of access to Users from accessing this RMA Record Set. An
individual User's access overrides any access given to them by being on a Group. 1§ éahdser
owner of the RMA Record Set, a Records Manager, or an Admin, they will still have Owner
access to the RMA Record Set.

Access for an RMA Record Set

1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.

1 If a User has been associated, click on the User Name to display the User Info for that
User.

1 None indicates that no Groups or Users have been associated.
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Showing the Associations for a Form
Show Associations displays the Access that is associated &otinis
Navigation: [DocMgr > Forms > Select Desired Form > Side Menu > Show Associations]

1 The User must have the Forms privilege.
1 The User must have Read access to the Form.

Access for
Groups and Definition of Access
Users
(R)Read A User can view thattributes of this Form.
. A User can modify the attributes of this Form. The User must alsd
(M)Modify e
have the Forms or Forms Manager privilege.
(D)Delete A User can delete this Form or any of it's Form Submissions. The
User must also have the Formskorms Manager privilege.
A User can view the Form Submissions of this Form. The User m
. also have the Forms or Forms Manager privilege. Note: Form
(VS)View o . o 7
SUbMISSIONS Submissions can contain very sensitive data. It's important to
understand what datasibeing collected and who should have acce
to that data before issuing View Submissions access.
(FS)Fprm A User can create a submission of this Form.
Submitter
Can be used internally inside the form to specify an arbitiergl of
(OUx)Office access the user must have to enter/modify data in one or more fo
Use 110 fields. See the DocuBrain TechDoc Electronic Form specification
further details.
A User can act as the owner of this Form. The User will be able t(
(O)Owner anything to theForm that the owner can, as long as the User's
privileges allow it.

Note:

Groups(N} (N)None denies all levels of access to Users on the Group from accessing this Form.
The Users on the Group will have no access to the Form even if the Users are oG ratings

that are associated to this Form. However, if an individual User is associated to this Form, that
access will override the access given to them by being on a Group. If a User is the owner of the
Form, a Forms Manager, or an Admin, they will lséille Owner access to the Form.
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Users(N} (N)None denies all levels of access to Users from accessing this Form. An individual
User's access overrides any access given to them by being on a Group. If a User is the owner of

Reference

the Form, a Forms Manager, or Admin, they will still have Owner access to the Form.

Access for Form

T If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.
T If a User has been associated, click on the User Name to display the User Inft for th

User.

T None indicates that no Groups or Users have been associated.

T If Remote Users have been associated to a Form, they will be listed below the Users on
the Access for Form screen. The Remote Users are displayed as the authenticator a

forward slash and then the remote username. For example, kerberos/jdoe, where
kerberos is the authenticator name and jdoe is the username.

Showing the Associations for a Project

Show Associations displays the Access that is associated to this Project.

Navigation:[DocMgr > Records > Show... > Select Desired Project > Side Menu > Show Assoc]

1 The User must have the Groups privilege.
1 The User must have Read access to the Project.

Access for
Groups and Definition of Access

Users

Read A User can view thattributes of this Project.

: A User can modify the attributes of this Project. The User must
Modify . -
also have the Project privilege.
Delete A User can delete this Project. The User must also have the Pr

privilege.

Add Document

A User can adBocuments to this Project. The User must also
have the Project privilege.

Remove A User can remove Documents from this Project. The User mug
Document also have the Project privilege.
A User can act as the owner of this Project. The User wilblkee
Owner to do anything to the Project that the owner can, as long as the

User's privileges allow it.
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Note:

Groups(N} (N)None denies all levels of access to Users on the Group from accessing this
Project. The Users on the Group will have no access to tfjed®even if the Users are on

other Groups that are associated to this Project. However, if an individual User is associated to
this Project, that access will override the access given to them by being on a Group. If a User is
the owner of the Project, ecords Manager, or an Admin, they will still have Owner access to
the Project.

Users(N} (N)None denies all levels of access to Users from accessing this Project. An individual
User's access overrides any access given to them by being on a Grouperlisathls owner of
the Project, a Records Manager, or an Admin, they will still have Owner access to the Project.
Access for a Project
1 If a Group has been associated, click on the Group Name to display the Group Info and
Group Members.
T If a User has beersaociated, click on the User Name to display the User Info for that

User.
T None indicates that no Groups or Users have been associated.

4.3. Attachments

Attachments give users the ability to attach one or more files to Documents and Generations.
This allows addig additional files which are related to the main Document or Generation,
without creating additional Generations that aren't of the same file the Document was created
with.

4.3.1. Adding an Attachment

Add Attachment allows a user the capability to addéarachment to a Document or
Generation. An Attachment consists of a file and optional description.

1 The user must have Modify access to the Document or Generation.
1 The user must attach a file.

Navigation:[DocMgr > Explorer > Select Desired Document orr&@me> Side Menu >
Attachments > Side Menu > Add]

Step 1:

1. Optionally, enter a description in the Description Text box.
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2. Optionally, enter an external UUID in the External UUID Text box. The external UUID, if
present, can be used in a fetch URL to fetoh attachment without using it's internal
TechDoc ID. This field is primarily used to interface with external systems.

3. Enter the creator in the Creator box by clicking on the down arrow and selecting a hame
from the list. This field is mandatory and canibet left as Choose One. Note: Only an
Admin can assign the creator of an Attachment.

4. Enter the reason for adding the Attachment in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.

5. Click the Cancel button to weel the command or click the Next button to continue.

Step 2:

1. Click on the Browse... button and locate the file to be stored for this Attachment in the
Document Manager.

Note: The File Upload box will be displayed.

2. In the Look in box select the driveléter where the file to be stored in the Document
Manager is located. To display all of the files in a folder click on the down arrow and
select All Files (*.*). Click on the file to be stored in the Document Manager. This will

automatically insert the fileame in the Attachment box. Click the Open button.

Note: If you add an attachment, clicking OK will begin a file upload process. This may
take a few minutes depending on the size of the file being uploaded. Please be patient.

3. Click the OK button to add ¢ghAttachment to the Document or Generation.
Notes:
T A history record will be generated for the Document or Generation having an
Attachment added.
1 Email will be sent to the notification associated with the Document.

4.3.2. Modifying an Attachment

Modify Attachment allows a user the capability to modify an existing Attachment. An
Attachment consists of a file and optional description.

1 The user must have Modify access to the Attachment.

Navigation:[DocMgr > Explorer > Select Desired Document or GeneraSale Menu >
Attachments > Select Desired Attachment > Side Menu > Modify]

Step 1:
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1. If applicable, modify the description in the Description Text box.

2. If applicable, modify the external UUID in the External UUID Text box. The external
UUID, if present, cabe used in a fetch URL to fetch the attachment without using it's
internal TechDoc ID. This field is primarily used to interface with external systems.

3. If applicable, modify the Attachment creator in the Creator box by clicking on the down

arrow and seleting a name from the list. Note: Only an Admin can modify the Creator
of an Attachment.

4. Enter the reason for modifying the Attachment in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.

5. Click the Cancel buttoto cancel the command or click the OK button to modify the
Attachment.

Notes:

T A history record will be generated for the modification of the Attachment.
T Email will be sent to the notification associated with the Document.

4.3.3. Deleting an Attachment

Delete Attachment deletes an existing Attachment in the Document Manager. Multiple steps
are required during the process in order to minimize the chances of an accidental deletion.

1 The user must have Delete access to the Attachment.

Navigation: [DocMgr > Kplorer > Select Desired Document or Generation > Side Menu >
Attachments Select Desired Attachment > Side Menu > Delete]

Step 1:
The Attachment to be deleted is displayed.
1. Click the Cancel button to cancel the command, or click the Next button to centinu
Step 2:
The Attachment to be deleted is displayed.
1. Enter the reason for deleting the Attachment in the Reason box. This is a required field.
The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click tle®iBus button to go back to

the previous screen, or click the OK button to delete the Attachment.

Notes:
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T The Attachment record will be deleted.
T A history record will be generated for deletion of the Attachment.

4.3.4. Showing Attachments

The Attachment attributesire displayed. Attachments consist of a file and optional description.
To view attachment, from the Attachment side menu, click on Fetch or click on the link in the
Attachment field.

A Specific Attachment

Navigation:[DocMgr > Explorer > Selda¢sired Document or Generation > Side Menu >
Attachments > Select Desired Attachment]

Field Name Definition

ID The unique ID number of the Attachment.

Description | The optional description for the Attachment.

Doc Document number thig\ttachment is associated to. Click on the
Number Document number to see all Generations of this Document.
Gen Generation number this Attachment is associated to. Click on the

Number Generation number to see the Generation.

The User that created thisttachment. Click the username to display

Created By the User Info screen.

Create Date | The date and time this Attachment was created.

The file name for this Attachment when this Attachment is fetched. T
File Name | size of the uncompressed physical fisociated with this Attachment.
Click on the link to open the Attachment.

File Size The size of the file.

Mime Type | The file type.

e The Fetch Access assigned to this Attachment.
Access
File Path The path where the physical file is storedlisplayed. Only an Admin

can view the file path of an Attachment.

119



Document Manager User Guide Reference

The External UUID, if present, can be used in a fetch URL to fetch t
attachment without using it's internal TechDoc ID. This field is prima
used to interface with exteral systems.

External
UuID

All Attachments
Navigation:[DocMgr > Explorer > Select Desired Document or Generation > Side Menu >
Attachments]

All Attachments displays all the Attachments for a specific Document or Generation.

The User must have Read access to the Becu or Generation that the Attachment(s) belong
to.

The ID, File Name, File Size, and Description are displayed for each Attachment.
The number of Attachments is shown.
The Attachments are listed in descending order by the ID.

Click on__to ViewAttachment.
Click on-to Show Info of the specific Attachment.

= =4 = =4 =4

4.4. Cabinets

A Cabinet is used to organize Folders and Documents. Essentially, a Cabinet is a Folder with no
parent. Because there is no parent to check permissions against, special privile geguaed
to create, modify, and delete Cabinets.

4.4.1. Creating a Cabinet

Create Cabinet creates a Cabinet in the Document Manager. Cabinets are created to allow for
the hierarchical Organization of Documents by projects, Organizations, Document Types, etc.

Thesystem is arranged by Cabinets. Folders reside in the Cabinet. Documents may be in a
Folder or Cabinet. Folders can have subfolders.

1 The user must have the Create Cabinet privilege.
1 The name of the new Cabinet cannot be the same as any other Cabinet.

Navigation: [DocMgr > Explorer > Navigate to Root > Side Menu > Create Cabinet]

Step 1:
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1. Enter the Cabinet name in the Name box. Cabinet names must be unique within the
same Document Manager. Cabinet name is a required field. The maximum length of this
field is 64 characters. Note: The FolderNameCharacters System Property is a list of all
the valid characters allowed in a Cabinet name.

2. Enter the description of the Cabinet in the Description box. The maximum length of this
field is 128 characters.

3. Enter hie owner of the Cabinet in the Owner box by clicking on the down arrow and
selecting a name from the list.

4. By default, the owner of the Cabinet will automatically be added to the notification list
of the Cabinet. If you do not want the owner of the Cabiteebe added to the
notification list, uncheck the box next to "Check to add owner to the notification list".

5. By default, your Organization is entered in the Organization box. If you need to change
the Organization, click on the down arrow and selectatrfrthe list. The Organization
selected will be the Organization this Cabinet will belong to.

6. If the Documents created in this Cabinet should have RMA Records generated for them
automatically, select an RMA File Plan in the RMA File Plan mbxkgg the down
arrow and selecting a File Plan from the list. If automatic Records are not desired, leave
this box blank.

7. Enter the reason for creating the Cabinet in the Reason box. Reason is a required field.
The maximum length of this field is 255achcters.

8. Click the Cancel button to cancel the command, or click the OK button to create the
Cabinet.

Notes:

1 A new Cabinet will be created.

1 If "Check to add owner to the notification list" is checked, then the owner will be added
to the notification list.

1 A history record will be generated for creation of the Cabinet.

1 Email will be sent to the owner if "Check to add owner to the notification list" was
checked.

1 The Cabinet will have the access specified by the DefaultFolderReadAccess System
Property if accss is not updated at the time the Cabinet is created.

4.4.2. Modifying a Cabinet

Modify Cabinet modifies an existing Cabinet in the Document Manager. You must have
appropriate access to the Cabinet in order to modify the Cabinet attributes. All of the fields on
the Modify Cabinet screen can be modified. All of the Cabinet attributes can be modified.
Note for Admins:

If the system is currently set up to use home Folders for Users by Organization, and you modify
a Cabinet name, you also need to modify the Orgaronaiabbreviation. For example, if you
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modify Cabinet name xyz and change it to zzz, you will need to modify the abbreviation of
Organization xyz and change it to zzz.

=A =4 =4 -4

The user must have the Modify Cabinet privilege.

The user must have Modify access to abinet.

Only the Document Administrator can change the owner of a Cabinet.

The name of the specified Cabinet cannot be changed to a name being used by another
Cabinet in the system.

Navigation:[DocMgr > Explorer > Select Desired Cabinet > Side MendifyMo

Step 1:

1.

Notes:

If applicable, modify the Cabinet name in the Name box. Cabinet names must be unique
within the same Document Manager. Cabinet name is a required field. The maximum
length of this field is 64 characters. Note: TH@derNameCharacters System Property is
a list of all the valid characters allowed in a Cabinet name. Only an Admin can view
and/or modify System Properties.

If applicable, modify the description of the Cabinet in the Description box. The
maximum length othis field is 128 characters.

If applicable, modify the owner of the Cabinet in the Owner box by clicking on the down
arrow and selecting a name from the list. Only an Admin can assign the owner of a
Cabinet.

If applicable, if the owner of the Cabinet rd=eto be on the notification list, verify the

box next to "Check to add owner to the notification list" is checked. If the owner of the
Cabinet does not need to be on the notification list, verify the box next to "Check to add
owner to the notification lig' is not checked.

If applicable, modify the Organization in the Organization box by clicking on the down
arrow and selecting an Organization from the list. The Organization Selected is the
Organization the Cabinet will belong to.

Enter the reason for moftliing the Cabinet in the Reason box. Reason is a required field.
The maximum length of this field is 255 characters.

Click the Cancel button to cancel the command, or click the OK button to modify the
Cabinet.

The existing Cabinet record will be niibed.

If the owner has been changed, then any private Groups for the previous owner will be
removed from the access and notification lists for this Cabinet.

If "Check to add owner to the notification list" is checked and if the owner is not already
on thenatification list then they will be added.

A history record will be generated for modification of the Cabinet.

E-mail will be sent to the notification associated with the modified Cabinet.
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4.4.3. Deleting a Cabinet

Delete Cabinet deletes an existing Cabinetim Document Manager. Multiple steps are
required during the process in order to minimize the chances of an accidental deletion.

1 The User must have the Delete Cabinet privilege.
T The User must have the Delete access to the Cabinet.
1 The specified Cabinet caoinbe deleted if it contains any Folders and/or Documents.

Navigation:[DocMgr > Explorer > Select Desired Cabinet > Side Menu > Delete]
Step 1:
The Cabinet to be deleted and the Cabinet attributes are displayed.
1. Click the Cancel button to cancel tbemmand, or click the Next button to continue.
Step 2:
The Cabinet to be deleted and the Cabinet attributes are displayed.
1. Enter the reason for deleting the Cabinet in the Reason box. This is a required field. The
maximum length of this field is 255 chatars.

2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK button to delete the Cabinet.

The Cabinet record will be deleted.

All associations for access and notification to @abinet will be deleted.

A history record will be generated for deletion of the Cabinet.

Email will be sent to the notification associated with the Cabinet before deletion.

4.4.4. Moving the Contents of a Folder or Cabinet

Move Contents allows a User the capdbito move Folders and Documents from a source
Folder/Cabinet to a destination Folder/Cabinet. The User must have appropriate access to the
Folder/Cabinet the Folders and Documents reside in. The User must have appropriate access to
where the Folders anddguments that are being moved, and the User must have appropriate
access to the Folder/Cabinet where the Folders and Documents are being moved to.

T If the User is moving documents...

o The User must have the Modify Document privilege.
o The User must have Mdgliaccess to each document that is being moved.
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o The User must have Create Document access to the destination Folder/Cabinet.
T If the User is moving folders...

o The User must have the Modify Folder privilege.

o The User must have Modify access to efttier that is being moved.

o The User must have Create Folder access to the destination Folder/Cabinet.

Navigation:[DocMgr > Explorer > Select Desired Folder or Cabinet > Side Menu > Move
Contents]

Step 1:
1. Enter the reason for moving the Folders and/orcDments in the Reason box. Reason is
a required field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command or click the Next button to continue.
Step 2:
User must have appropriate access to the contents thatteing moved.

The Name/Number and Description/Title are displayed for each Folder and/or Document.

Note: If the Document is reserved or in review the icons below will be displayed.

L___lindicates that the specific Document is reserved.

L___lindicates that the spcified Document is in review.

L___lindicates that the specified Document is reserved and in review.

1. Select the contents to be moved by clicking in the box, in the Move column, in front of
each Folder and/or Document to be moved. This will place a check botherou can
check each Document and/or Folder individually or you can click the Select All button to
select all the Documents and/or Folders. Only the Documents and/or Folders with a
check in the box will be moved.

2. Click the Cancel button to cancel thenemand, click the Previous button to go back to
the previous screen, click the Select All button to select all the Documents and/or
Folders, click the Unselect All button to uncheck all previously checked Documents
and/or Folders, click the Next button tontinue.

Step 3:

User must have appropriate access to where the contents are being moved.
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§ The contents cannot be moved to root.

1 The contents cannot be moved if the source and destination Folders/Cabinets are the
same.

1 The contents cannot be moved td=alder that is also being moved.

T A Folder cannot be moved to any of its own descendent Folders.

1 A Folder cannot be moved to a Folder/Cabinet that has a subfolder with the same name
already in it.

1. Navigate to the destination Folder or Cabinet where the eots are being moved to,

by clicking on the appropriate__|, or icons just like navigating the Folder
tree in the Explorer.

2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK buttannhove contents.

Notes:

T A history record will be generated for the movement of each Folder and Document
being moved.

T Email will be sent to the notification associated with the source Folder/Cabinet, the
notification associated with the destination Fold€dbinet, the notification associated
with each Folder being moved, and the notification associated with each Document
being moved.

4.4.5. Showing a Cabinet
Cabinet Info displays the full details for a specific Cabinet.
Navigation:[DocMgr > Explorer > Select DediCabinet > Side Menu > Show Info]

The User must have Read access to the Cabinet.

Field Name Definition
Parent Who this Cabinet belongs to. Cabinets are at the root.
Name The name of this Cabinet.

Description The description of this Cabinet.

The owner of this Cabinet. Click the owner's name link to display

Owner
User Info screen.

Organization | The Organization this Cabinet belongs to.
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The RMA File Plan set on this Cabinet if automatic Records are b

RMA File Plan
generated.
RMARecord The RMA Record Set used by this Cabinet if automatic Records 4§
Set being generated.
Created The date and time this Cabinet was created.
Modified The date and time this Cabinet was last modified.

4.5. Discussions

Discussions allow theapability to capture the Discussions that take place during the Review
cycle of a Document. Because Reviews typically occur in multiple stages or levels, this feature
can be extremely helpful for people in the later stages of a Review. It allows yoa whse

issues have already been found and how they were resolved.

4.5.1. Creating a Discussion

Create Discussion creates a new Discussion topic for a Review or a reply to an existing
Discussion. Discussions allow the capability to capture the Discussions thaldaak during

the review cycle of a Document. Because reviews typically occur in multiple stages or levels,
this feature will be extremely helpful for people in the later stages of a review. It allows you to
see what issues have already been found and tiey were resolved.

T If the User is not the Review Leader or a member of the Review, the Review must have
the Allow Open Posting property set to Yes and the User must have Read access to the
Document that the Review is for.

1 If the new Discussion is a refityan existing Discussion:

o The subject will be prefilled with the original Discussion's subject prefaced with
"Re:", but is modifiable.
The original Discussion's details will be displayed below the input fields.
A reply cannot be a topic and thereforentet be assigned a priority level by the
Review Leader or an Admin.

o The heading above the subject field will say "Rephstject of Original
Discussiort'

T If the new Discussion is a topic Discussion:

o The subject will be blank.

o If the current User is th®eview Leader or an Admin, the announcement field is
available to be able to choose a priority if desired.

o The heading above the subject field will say "New Discussion for Review
'DocNum, Rev Basic (1000)'

1 If an attachment is added, the body text is mptal and if left blank will display "No text,
see attachment.".
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Navigation:[DocMgr > Reviews > Select Desired Review > Side Menu > Discuss/Votes > New
Topic]

Step 1:

1. Enter the subject of the new Discussion in the Subject box. This is a requiredHeld. T
maximum length of this field is 128 characters.

2. Enter the body text of the Discussion in the Body Text box. This is a required field, if
there is not file attachment. The length of this field is unlimited.

3. To add an attachment, at the Attachment boxcklon the Browse... button to locate the
file to be attached to the Discussion.
Note: The File Upload box will be displayed.

4. Click the Cancel button to cancel the command or click the OK button to create the new
Discussion.

4.5.2. Deleting a Discussion

Delete Discussion deletes an existing Discussion in the Document Manager. Multiple steps are
required during the process in order to minimize the chances of an accidental deletion.

1 The user must have the Admin privilege.
Navigation: [N/A]
Step 1:
The Disassion to be deleted and the Discussion attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
The Discussion to be deleted and the Discussion attributes are displayed.
1. Enter the reason foreleting the Discussion in the Reason box. This is a required field.
The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK button tdede the Discussion.

Notes:

1 The Discussion record will be deleted.
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T A history record will be generated for deletion of the Discussion.
4.5.3. Showing Discussions

Show Discussions displays a specific Discussion or all of the Discussions open on a Review.

A Specific Discussion

Navigation:[DocMgr > Reviews > Select Desired Review > Side Menu > Discuss/Votes > Select
Desired Discussion]

Show Info for @iscussion shows the full details for a specific Discussion. The User must have
Read access to the Review that the Discussion is related to. Discussion text is displayed as a
block of text and/or attachment. To view an attachment, click on the link irAtitechment

field, or from the Discussion side menu, click on Fetch.

Field Name Definition

The Review that this Discussion is related to is displayed as the
Document number followed by the revision and then the Review |

Review in parenthesis. Click theeview name to display the collapsed tree
view for the Review.
The User that posted this Discussion. Click the username to disp
Posted By

the User Info screen.

Date Posted | The date and time this Discussion was created/posted.

If a priorty was specified, this field is displayed with the priority

Announcement level. If no priority was specified, this field is not displayed.
Subject The subject of the Discussion.
The file name for this attachment when this attachment is fetched
followed by the size of the uncompressed physical file associated
Attachment

with this attachment. Click on the link to open the attachment. No
indicates no file was attached.

If the Discussion has an attachment, the path where the physical
File Path is store is displayed. Note: Only an Admin can view the file path
an attachment.

If the Discussion was added as a block of text then the entire text
displayed.

If the Discussion only has an attachment with no body text then th
following messagéext is displayed: "No text, see attachment.”

Body Text
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T Note: Only the Review leader or an Admin can specify a priority for a Discussion.

T Note: If there is not an attachment for the Discussion then None is displayed in the
Attachment and File Path fields.

T Discussion Subscriptions:

o Click on the Subscribe option in the side menu to subscribe to a Discussion. The
Discussion, whether a topic or a reply, can be subscribed to. When a User
subscribes to a Discussion, then that User will receive an email everyhaha
reply is posted anywhere in that particular Discussion's tree. If the User is
already subscribed to the Discussion or to a parent of the Discussion the
following message is displayed: "You are already subscribed to...", otherwise the
following mesage is displayed: "You have been successfully subscribed to..."

o Click on the UnSubscribe option in the side menu to unsubscribe from a
Discussion. If the User is not subscribed to the current Discussion, the following
message is displayed: "You are notreatly subscribed to this Discussion”,
otherwise the following message is displayed: "You have been successfully
unsubscribed..."

All Discussions for a Review
Navigation:[DocMgr > Reviews > Select Desired Review > Side Menu > Discuss/Votes]

Show Discussn displays all Discussion topics for a specific Review.

1 The Posted By, Subject, Priority, Date and Number of Replies are displayed for each
Discussion.

1 The number of Discussion topics is shown.

1 The Discussion topics are listed in descending order byitgridhe Vote topic is always
displayed first, followed by any topics with Priority 1, then any topics with Priority 2,
then any topics with Priority 3, and finally by any topics with no priority specified at all.
Note: There will not be a Vote topic uhéi Review is started.

T Click on to View Discussion. lindicates a Discussion topic for all vote remarks.

1 Click on to View Discussion.___indicates a Discussion topic that has been
assigned a priority.

1 Click on to View Discussion.__lindicates a Discussionga@ that has not been
assigned a priority.
1 Click on=to Show Info of the specific Discussion.
1 If an attachment was added, click brito Fetch the attachment. Note: If an attachment
was added and no text was entered in the body text field the following ngessall be
displayed as the body text: "No text, see attachment."
1 Discussion Subscriptions:
o Click on the Subscribe option in the side menu to subscribe to all Discussions for
a Review. When a User subscribes to all Discussions for a Review, then that User
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will receive an email every time that a Discussion is posted for that Review. If the
User is already subscribed to all Discussions for the Review, the following
message is displayed: "You are already subscribed to...", otherwise the following
message isidplayed: "You have been successfully subscribed to..."

o Click on the UnSubscribe option in the side menu to unsubscribe from a Review
for all Discussions. If the User is not subscribed to the current Discussion, the
following message is displayed: "You aat currently subscribed to this
Discussion.”, otherwise the following message is displayed: "You have been
successfully unsubscribed..."

Showing the Tree View of a Discussions for a Review
Navigation:[DocMgr > Reviews > Select Desired Review Meiue > Discuss/Votes > Select
Desired Discussion]

The Discussion tree displays the currently selected Discussion with its parent Discussion above
the currently selected Discussion and any direct replies below it. The currently selected
Discussion is theiftussion that is highlighted in yellow. If the current Discussion is a topic,

then a link to show all topics for the Review is displayed above the currently selected
Discussion. This tree view can be used to traverse a Discussion tree from top to bgttom b
clicking on the Discussion icons.

1 The Posted By (which includes the posted date and time), Subject, Number of Replies,
and the Body Text are displayed for each Discussion that is a reply to the selected
Discussion and to the parent of tiselected Discussion if the current Discussion is not a
topic.

1 The number of posts to the selected Discussion is shown.

1 The Discussion's parent Discussion, if the current Discussion is not a topic, is displayed
above and any direct replies are displayedoethe current Discussion.

1 Clickon___ to View All topics for Review. This option is not available if the currently
selected Discussion is not a topic.

1 Click on to Show Discussion Tree to repaint the form if the topic is the currently
selected Discussionr ¢o make the topic the currently selected Discussion. This icon will

be if the Discussion has been assigned a priority by the Review leader.

T Click on to Show Discussion Tree to repaint the form or to make another Discussion
in the tree the currently selkcted Discussion.

1 Click on_to Show Info and details of the specific Discussion.

1 Click ™ to Reply to the Discussion.

1 If an attachment was added, click brito Fetch the attachment. Note: If an attachment
was added and no text was entered in the body textfihe following message will be
displayed: "No text, see attachment.”

130



Document Manager User Guide Reference

f
il

The text of the Discussion is displayed below the Posted By and Subject fields.
Discussion Subscriptions:

o Click on the Subscribe option in the side menu to subscribe to a Discudson. T
Discussion, whether a topic or a reply, can be subscribed to. When a User
subscribes to a Discussion, then that User will receive an email every time that a
reply is posted anywhere in that particular Discussion's tree. If the User is
already subscribetb the Discussion or to a parent of the Discussion the
following message is displayed: "You are already subscribed to...", otherwise the
following message is displayed: "You have been successfully subscribed to..."

o Click on the UnSubscribe option in thdesmenu to unsubscribe from a
Discussion. If the User is not subscribed to the current Discussion, the following
message is displayed: "You are not currently subscribed to this Discussion”,
otherwise the following message is displayed: "You have beeressitdly
unsubscribed..."

Showing the Full Tree View of a Discussions for a Review
Navigation:[DocMgr > Reviews > Select Desired Review > Side Menu > Discuss/Votes > Select
Desired Discussion > Side Menu > Show Tree]

This view of Discussions is displaydten the Show Tree link is clicked on the side menu. The

full Discussion tree displays the currently selected Discussion with its parent Discussion above
the currently selected Discussion and all replies to the currently selected Discussion and its
replies below it. The currently selected Discussion is the Discussion that is highlighted in yellow.
If the current Discussion is a topic, then a link to show all topics for the Review is displayed
above the currently selected Discussion. This tree view carbalssed to traverse a Discussion
tree quickly by being able to jump to a specific Discussion in the entire tree.

il

The Posted By (which includes the posted date and time), Subject, Number of Replies,
and the Body Text are displayed for each Discussioreiguirent Discussion's tree.

The number of posts to the currently selected Discussion is shown.

The Discussion's parent Discussion, if the current Discussion is not a topic, is displayed
above and ALL replies are displayed below the current Discussion.

Clck on to View All topics for Review. This option is not available if the currently
selected Discussion is not a topic.

Click on to Show Discussion Tree to repaint the form if the topic is the currently
selected Discussion, or to make the topic the cutiseselected Discussion. This icon will

be if the Discussion has been assigned a priority by the Review leader.

Click on to Show Discussion Tree to repaint the form or to make another Discussion
in the tree the currently selected Discussion.
Click on-to Show Info and details of the specific Discussion.
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1 Clickto Reply to the Discussion.

1 If an attachment was added, click brito Fetch the attachment. Note: If an attachment
was added and no text was entered in the body text field the follownegsage will be
displayed: "No text, see attachment.”

1 The text of the Discussion is displayed below the Posted By and Subject fields.

T Discussion Subscriptions:

o Click on the Subscribe option in the side menu to subscribe to a Discussion. The
Discussion, wether a topic or a reply, can be subscribed to. When a User
subscribes to a Discussion, then that User will receive an email every time that a
reply is posted anywhere in that particular Discussion's tree. If the User is
already subscribed to the Discussior to a parent of the Discussion the
following message is displayed: "You are already subscribed to...", otherwise the
following message is displayed: "You have been successfully subscribed to..."

o Click on the UnSubscribe option in the side menu to usstibe from a
Discussion. If the User is not subscribed to the current Discussion, the following
message is displayed: "You are not currently subscribed to this Discussion.",
otherwise the following message is displayed: "You have been successfully
unsubscibed..."

4.5.4. Subscribing to a Discussion

Subscribe to Discussion is used to subscribe the current user to the specified discussion. Once a
user is subscribed to a discussion, the user will receive emails for all new replies posted to the
discussion.

Navigation: [DocMgr > Reviews > Select Desired Review > Side Menu > Discuss/Votes > Side
Menu > Subscribe]

4.5.5. Unsubscribing to a Discussion

Unsubscribe to Discussion is used to unsubscribe the current user from the specified discussion.
Once a user is no longer sulibed to a discussion, the user will not receive any more emails
when new replies are posted to the discussion.

Navigation:[DocMgr > Reviews > Select Desired Review > Side Menu > Discuss/Votes > Side
Menu > Unsubscribe]

4.6. Documents

A Document is the primambject in TechDoc. A Document includes the metadata about the
Document (such as Title, Document Type, Point of Contact, etc) as well as all Generations (the
different versions) of the Document. TechDoc provides granular security, email
Distribution/Notification services, History, and online Review for each Document in the system.
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4.6.1. Creating a Document

Create Document creates a new Document and its first Generation in the Document Manager.
A Document includes the metadata about the Document (such as titleT{jme, point of

contact, etc.) as well as all Generations (the different versions) of the Document. TechDoc
provides granular security, email distribution/notification services, history, and online Review
for each Document in the system.

il
il
il

The User must havdie Create Document privilege.

The User must have Create Document access to the parent Folder.

The Document number of the new Document cannot be the same as any other
Document in the Document Manager.

The Document's selected Doc Category must albmeuments of this category to be
permitted in the Document Manager.

The web search of the Document must not be higher than the Doc Category's highest
allowed web search value.

Navigation:[DocMgr > Explorer > Navigate to Desired Location > Side Menute Crea
Document]

Step 1:

1.

Enter the Document number in the Number box. The Document number must be
unique within the same Document Manager. Document number is a required field. The
maximum length of this field is 255 characters. Note: The DocNumberCharagseemS
Property is a list of all the valid characters allowed in a Document number or
MetricDocNumberRegEX if this system supports Metrics. Note: Only an Admin can
view/modify System Properties.

Enter the Document title in the Title box. The maximum lerggtthis field is 1000
characters.

Enter the Document's Doc Type in the Doc Type box by clicking on the down arrow and
selecting it from the list. This field is mandatory and cannot be left as Choose One. The
Doc Type usually refers to the functional usehef Document (meeting minutes,
presentations, standard practices, etc.) rather than content type (Word, Excel, etc.).
Enter the Document's Doc Category in the Doc Category box by clicking on the down
arrow and selecting it from the list. This field is rdatory and cannot be left as Choose
One. The Doc Category usually refers to the classification of the Document (ITAR/EAR,
Trade Secret, Privileged/Proprietary, Commercial/Financial; S&msitive, etc). Sdeoc
Category Definitionfor more information.

Enter the Document owner in the Owner box by clicking on the down arrow and
selecting a name from the list. This field is mandatory and cannot be left as Choose One.
Note: Only an Admin can assign the&ner of a Document.

By default, you/the Document owner will automatically be added to the distribution and
notification list of this Document. If you do not want yourself/the Document owner to
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be added to the distribution list, uncheck the box next to éCthto add myself to the
distribution list" or "Check to add owner to the distribution list". If you do not want
yourself/the Document owner to be added to the notification list, uncheck the box next
to "Check to add myself to the notification list" or &k to add owner to the

notification list".

Note: Distribution lists consist of Users that are notified when the Document has been
released. Notification lists consist of Users that are notified when a Document has been
reserved/replaced; attributes of @oment have been modified; Document has been
released, and when Document has been deleted.

If the User is on both the distribution and notification lists, they will receive only one
email message when the Document is released.

7. Enter the Document point ofontact in the Point of Contact box. The point of contact is
the person responsible for the content of the Document. The maximum length of this
field is 48 characters.

8. By default, your Organization is entered in the Organization box. If you need to change
the Organization, click on the down arrow and select it from the list. The selected
Organization is the Organization the Document will belong to.

9. Enter the web search in the Web Search box by clicking on the down arrow and
selecting it from the list. Notefhe DefaultDocWebSearch System Property is the default
web search value when creating a Document.

Note: Only an Admin can view/modify System Properties. Reference System Properties
to modify Web Search drop down list.

Web

Search Definition

Document attributes are not sent to the Search Manager(s). T|
No Document is not searchable from the Search Manager(s). The
Document is searchable on the Document Manager.

The Document is searchable via the web to anyone within the

IO organization and partner IP addresses.

The Document is available to anyone anywhere on the World

Global |\ ii4e web.

10. Enter the resident status of the Document in the Resident Document box by clicking on
the down arrow and selecting Yes or No from the Esarting with TechDoc 6a,
TechDoc supports nonresident Documents. Selecting No specifies that a Document is
nonresident. A nonresident Document is a Document that does not have the electronic
file(s) actually stored in TechDoc. This allows a Document todag¢ed to track an
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external object such as a physical item (video tape, microfiche, hardcopy book, etc), an
item that is located somewhere else and is not allowed to be duplicated on your system
(an article in a publication, proprietary or classifiedalah another system), etc.

11.Enter the reason for creating the Document in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.

12.Click the Cancel button to cancel the command or click the Next button to continue.

Step 2:

Note: This help will only be displayed if this system supports the Key Performance Indicator
(KPI) Tool for NMIS Metrics.

1. Enter the name of the official responsible for this Metric in the Metric Resp. Official box
by clicking on the down arrow arsglecting a name from the list. This field is mandatory
and cannot be left as Choose One.

2. Enter the name of the point of contact for this Metric in the Metric POC box by clicking
on the down arrow and selecting a name from the list. This field is mandataty
cannot be left as Choose One.

3. Enter the Metric Organization responsible for this Metric in the Metric Organization box
by clicking on the down arrow and selecting an Organization from the list. This field is
mandatory and cannot be left as Choose One.

4. Enter the frequency for this Metric in the Metric Frequency box by clicking on the down
arrow and selecting the frequency from the list. This field is mandatory and cannot be
left as Choose One.

5. Enter the reporting lag days for this Metric in the Repaytirag Days box. Note:
Reference the MetricDefaultReportingLagDays System Property for the default
reporting lag days to use when creating a new Metric. Note: Only an Admin can
view/modify System Properties.

The reporting lag days is the number of daysoitmally takes to prepare a Metric after
the period being reported on ends. The reporting lag days is one of the things used to
determine if a Metric is out of date. The system finds the latest Metric date for the
Metric being checked, then adds the numlmérdays appropriate for the frequency of
the Metric to that date, and then adds the reporting lag days to that date. If the
calculated date is prior to today, the Metric is considered late.

For example, say you have a Metric whose latest Metric date/&L004, it's a
quarterly Metric with a report lag of 15 days. We add 3 months (the frequency) to
03/31/2004, to get 06/30/2004, and then add 15 days (the reporting lag), to get
07/15/2004. That means that the Metric will be late if a new Generation ef\letric is
not put in and made active by 07/15/2004. The Metric date for the new Generation
would most likely be 06/30/2004 (the end of the next quarter after 03/31/2004).
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Metric Type Filters are displayed on the Key Performance Indicator (KPI1) NMISatdshithe
Filters dropdown list.

Note: When a Metric Type is created by the Document Administrator the User Settable Type
field can be set to Yes or No. If the User Settable Type field is set to No, the Metric Type to filter
this Document By can only lebanged by the Document administrator.

1. Select the Metric Type to Filter by clicking on the down arrow.
o Yes Metric will be displayed when this Metric Type (i.e. BOA) is selected from
the Filters dropdown on the KPI NMIS dashboard.
o No- Metric will notbe displayed when this Metric Type (i.e. BOA) is selected
from the Filters dropdown on the KPI NMIS dashboard.
o If all Metric Types to Filter are set to No (i.e. B, Centetlevel- No) then
this Metric will be displayed when Other is selected frora Hilters dropdown
on the KPI NMIS dashboard.
2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK button to continue.

Step 3:

Keywords are Useattefined attributes that can be assigihéo a Document. A Doc Type can

specify which Keywords are automatically displayed during the creation or modification of a
Document. A Doc Type can also specify which Keywords are optional and which Keywords are
required. This screen will vary dependingthe Doc Type selected from the previous screen.
Keywords can be displayed as a text field, or a drop down box. If no Keyword has been
associated to the Doc Type, only the New Keyword box will be displayed.

For required Keywords, the User must enter areah the Keyword field. If required Keyword is
in a drop down box, click on the down arrow and select Keyword from the list. You cannot leave
the value as Choose One. Note: The Remove button is not available on required Keywords.

For optional Keywords, thUser has the option to enter a value in the Keyword field or click the
Remove button to remove it. Note: If no data is entered in optional Keyword field, it is not
necessary to click the Remove button to remove it. The system automatically removes &eywor
fields that contain no data.

The User also has the option to add a new Keyword by clicking on the down arrow in the New
Keyword box and selecting a Keyword from the list. Click on the Add button to add the new
Keyword to the Document.

1. If there were no required and/or optional Keywords associated to this Doc Type and you
do not desire to add a new Keyword, click the Next button to continue.

or
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2. Enter the required, optional, or new Keywords as required.
3. Click the Cancel button to cancbketcommand, click the Previous button to go back to
the previous screen or click the Next button to continue.

Step 4:

The User is now ready to store the Document in the Document Manager. The Document
Manager will accept any type of file.

If the current Daument being created is a nonresident Document, then there is no need to
provide the File or fetch access information. You can skip to here for a nonresident Document.

1. At the File box click on the Browse... button to locate the file to be stored in the
Doaiment Manager.

Note: The File Upload box will be displayed.

2. In the Look in box select the drive/folder where the Document to be stored in the
Document Manager is located. To display all of the files in the folder, in the Files of type
box, click on the den arrow and select All Files (*.*). Click on the file to be stored in the
Document Manager. This will automatically insert the filename in the File name box.
Click the Open button.

Note: Restricted Fetch Access allows you to add additional securitg tDdbument.

3. In the Fetch Access box, leave this set to Normal unless you need to add additional
security to the Document.

Fetch

ACCESS Definition

Normal Allows anyone within the selected domain Read access.

Automatically removes reaaccess from the Document. To fetch
the Document, Document owner must add users to the access
and assign them read access, or if a password has been assig
to the Generation you must know the password. To add a
password to a Generation see Modify @eation. For further
assistance, contact the Help Desk.

Restricted

4. For a nonresident Document, optionally enter the URL in the Nonresident URL box.
When specified, this URL identifies where the Document can be found on the Internet. If
this Document is released asént to a Search Manager, this URL will be used as the
fetch URL for the Document. The maximum length of this field is 2000 characters.
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Notes:

4.6.2.

Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click t@K button to create the Document.

The first Generation of the Document will be created.

A file will be transferred from the User's machine representing the Generation if the
Document is resident. If the file name has multiple adjacent periods ihay will be
replaced with a single period.

If the Document's selected Doc Category has the store encrypted flag set, then the
Document will be stored encrypted, otherwise it will be stored in its native format.

If "Check to add myself to thdistribution list" or "Check to add owner to the

distribution list" is checked, then the owner will be added to the distribution list.

If "Check to add myself to the notification list" or "Check to add owner to the
notification list" is checked, then theamer will be added to the notification list.

If a Doc Category is selected that has a highest allowed read access that is lower than
the default read access, then the read access will be automatically lowered to the
highest allowed value.

A history recordwill be generated for creation of a Document.

Email will be sent to the notification associated with the parent Folder/Cabinet and to
you/the owner if "Check to add myself to the notification list” or "Check to add owner to
the notification list" was chedd.

If web search is set to something other than no, an update request is inserted into the
Search Manager Updates table for each Search Manager Host that should be notified
about the creation of the Document.

The Document will have the access specifiethieyDefaultDocReadAccess System
Property if access is not updated at the time the Document is created.

If metrics are enabled and the Document is a Metric, a new second screen comes up
between the first screen and the Keywords screen.

The new screen has/g fields: Metric Resp. Official, Metric POC, Metric Organization,
Metric Frequency and Reporting Lag Days.

Below the five fields, will be a list of all the current Metric Types defined in the system.
If a Metric Type has its "User Settable Type" fiekds@&lo, norAdmin users will not be
able to change the value for that type. If all types are set to No, the Metric will be
considered a Metric Type of "Other" on the Metrics dashboard.

Modifying a Document

Modify Document modifies an existing Documenttibutes. A Document includes the
metadata about the Document (such as title, Doc Type, point of contact, etc.) as well as all
Generations (the different versions) of the Document. TechDoc provides granular security,
email distribution/notification servies, history, and online Review for each Document in the
system.
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=

The User must have the Modify Document privilege.

The User must have Modify access to the Document.

If the Doc Category is changed, the new Doc Category must allow Documents of this
type to bestored.

If the Doc Category is changed, the web search must be lower than the new Doc
Category's highest allowed web search.

Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Modify]

Step 1:

1.

If applicable, modify the Document numbiarthe Number box. If the
DocNumbersModifiable System Property is set to No, only the Document Administrator
can modify the Document number. The Document number must be unique within the
same Document Manager. Document number is a required field. The maxlength

of this field is 255 characters. Note: The DocNumberCharacters System Property is a list
of all the valid characters allowed in a Document number or MetricDocNumberRegEX if
this system supports Metrics.

If applicable, modify the Documetitle in the Title box. The maximum length of this

field is 1000 characters.

If applicable, modify the Document's Doc Type in the Doc Type box by clicking on the
down arrow and selecting it from the list. Doc Type usually refers to the functional use
of the Document (meeting minutes, presentations, standard practices, etc.) rather than
content type (Word, Excel, etc.).

If applicable, modify the Document's Doc Category in the Doc Category box by clicking
on the down arrow and selecting it from the list. Tb&egory usually refers to the
classification of the Document (ITAR/EAR, Trade Secret, Privileged/Proprietary,
Commercial/Financial, Ne8ensitive, etc). Seeoc Category Definitiorfer more
information.

If applicable, modify the Document owner in the Owner box by clicking on the down
arrow and selecting a name from the list.

Note: Only an Admin can modify the owner of a Document. Changing the owner of this
Document will remove any private Groups asated to this Document.

If applicable, to add or remove the Document owner to/from the distribution list, check
or uncheck the box next to "Check to add owner to the distribution list". If applicable, to
add or remove the Document owner to the notificatibst, check or uncheck the box

next to "Check to add owner to the notification list".

Note: Distribution lists consist of Users that are notified when the Document has been
released. Naotification lists consist of Users that are notified whBowe@ument has been
reserved/replaced; attributes of Document have been modified; Document has been
released, and when Document has been deleted.
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If the User is on both the distribution and notification lists, they will receive only one
email message when ¢hDocument is released.

If applicable, modify the Document point of contact in the Point of Contact box. The
point of contact is the person responsible for the content of the Document. The
maximum length of this field is 48 characters.

If applicable, modif the Document Organization in the Organization box by clicking on
the down arrow and selecting it from the list. The Organization selected is the
Organization the Document will belong to.

If applicable, modify the web search in the Web Search box byngjiok the down

arrow and selecting it from the list.

Web

Search Definition

Document attributes are not sent to the Search Manager(s). T|
No Document is not searchable from the Search Manager(s). The
Document is searchable on the Documéfdnager.

The Document is searchable via the web to anyone within the

Community organization and selected partners IP addresses.

The Document is available to anyone anywhere on the World

Global | \\i4e web.

10. Enter the reason for modifying tieocument in the Reason box. Reason is a required

field. The maximum length of this field is 255 characters.

11.Click the Cancel button to cancel the command or click the Next button to continue.

Step 2:

Note: This help will only be displayed if this systeqpports the Key Performance Indicator
(KPI) Tool for NMIS Metrics.

1.

2.

If applicable, modify the name of the official responsible for this Metric in the Metric
Resp. Official box by clicking on the down arrow and selecting a name from the list.

If applicable, modify the name of the point of contact for this Metric in the Metric POC
box by clicking on the down arrow and selecting a name from the list.

If applicable, modify the Metric Organization responsible for this Metric in the Metric
Organizatiorbox by clicking on the down arrow and selecting an Organization from the
list.

If applicable, modify the frequency for this Metric in the Metric Frequency box by
clicking on the down arrow and selecting the frequency from the list.
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5. If applicable, modifyhe reporting lag days for this Metric in the Reporting Lag Days box.
Note: if the MetricReportingLagDaysModifiable System Property is set to No, only the
Document Administrator for this system can modify the Reporting Lag Days field.

The reporting lag dayis the number of days it normally takes to prepare a Metric after
the period being reported on ends. The reporting lag days is one of the things used to
determine if a Metric is out of date. The system finds the latest Metric date for the
Metric being clecked, then adds the number of days appropriate for the frequency of
the Metric to that date, and then adds the reporting lag days to that date. If the
calculated date is prior to today, the Metric is considered late.

For example, say you have a Metric whdatest Metric date is 03/31/2004, it's a
guarterly Metric with a report lag of 15 days. We add 3 months (the frequency) to
03/31/2004, to get 06/30/2004, and then add 15 days (the reporting lag), to get
07/15/2004. That means that the Metric will be éaif a new Generation of the Metric is
not put in and made active by 07/15/2004. The Metric date for the new Generation
would most likely be 06/30/2004 (the end of the next quarter after 03/31/2004).

Metric Types to Filter This Document By

Metric Type filers are displayed on the Key Performance Indicator (KPI) NMIS dashboard in the
Filters dropdown list.

Note: When a Metric Type is created by the Document Administrator the User Settable Type
field can be set to Yes or No. If the User Settable Typeisiaiek to No, the Metric Type to Filter
this Document By can only be changed by the Document Administrator.

1. If applicable, modify the Metric Type to Filter by clicking on the down arrow.
o Yes Metric will be displayed when this Metric Type (i.e. BOAgliscsed from
the Filters dropdown on the KPI NMIS dashboard.
o No- Metric will not be displayed when this Metric Type (i.e. BOA) is selected
from the Filters dropdown on the KPI NMIS dashboard.
o If all Metric Types to Filter are set to No (i.e. B, @nter-level- No) then
this Metric will be displayed when Other is selected from the Filters-dimpn
on the KPI NMIS dashboard.
2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OKtton to continue.

Step 3:

Keywords are Usedtefined attributes that can be assigned to a Document. A Doc Type can
specify which Keywords are automatically displayed during the creation or modification of a
Document. A Doc Type can also specify which Kedsnare optional and which Keywords are
required. This screen will vary depending on the Doc Type selected from the previous screen.
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Keywords can be displayed as a text field, or a drop down box. If no Keyword has been
associated to the Doc Type, only tNew Keyword box will be displayed.

For required Keywords, the User must enter a value in the Keyword field. If required Keyword is
in a drop down box, click on the down arrow and select Keyword from the list. You cannot leave
the value as Choose One. Notdte Remove button is not available on required Keywords.

For optional Keywords, the User has the option to enter a value in the Keyword field or click the
Remove button to remove it. Note: If no data is entered in an optional Keyword field, it is not
necessary to click the Remove button to remove it. The system automatically removes Keyword
fields that contain no data.

The User also has the option to add a new Keyword by clicking on the down arrow in the New
Keyword box and selecting a Keyword from the @ick on the Add button to add the new
Keyword to the Document.

1. If there were no required and/or optional Keywords associated to this Doc Type and you
do not desire to add a new Keyword, click the Next button to continue.

or

N

If applicable, modify required and optional Keywords, or add new Keywords as required.
3. Click he Cancel button to cancel the command, click the Previous button to go back to
the previous screen or click the OK button to modify the Document's attributes.

Notes:

T If the current User is an Admin:
o If the owner has been changed, then any private Grdopshe previous owner
will be removed from the access, notification, and distribution lists for this
Document.
o If"Check to add owner to the distribution list" is checked, and if the owner is not
already on the distribution list then they will be added.
o If"Check to add owner to the notification list" is checked, and if the owner is not
already on the notification list then they will be added.
T A history record will be generated for the modification of the Document.
Email will be sent to the notification ssciated with the Document.
1 If the Doc Category was changed, the Read access may be lowered to the highest
allowed Read access of the new Doc Category.
1 If the Doc Category was changed and the new Doc Category's store encrypted flag is
different from the otl, then the encryption task is woken up to either encrypt or decrypt
the file according to the new Doc Category setting.

=
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T If web search is unchanged and set to something other than no, an update request is
inserted into the Search Manager Updates tabledach Search Manager Host that
should be notified about the modification of the Document.

1 If web search is changed, update and/or delete requests are inserted into the Search
Manager Updates table to appropriately update or delete the Document for eaclttSear
Manager Host based on what type of Search Manager the host is.

T If Metrics are enabled and the Document is a Metric, a new second screen comes up
between the first screen and the Keywords screen.

1 The new screen has five fields: Metric Resp. OfficialyiMBIOC, Metric Organization,
Metric Frequency and Reporting Lag Days.

1 Below the five fields, will be a list of all the current Metric Types defined in the system.
If a Metric Type has its "User Settable Type" field set to no;Aamin users will not be
able to change the value for that Type. If all Types are set to no, the Metric will be
considered a Metric type of "Other" on the KPI NMIS dashboard.

4.6.3. Deleting a Document

Delete Document deletes a Document and all of its associated Generations, Comments,
Revews, and Review Discussions. Multiple steps are required during the process in order to
minimize the chances of an accidental deletion.

1 The User must have the Delete Document privilege.

1 The User must have Delete access to the Document.

1 TheDocument cannot be reserved nor-Review'.
Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Delete]
Step 1:

The Document number to be deleted and the Document attributes are displayed.

1. Click the Next button to delete the Documentdick the Cancel button to cancel the
command.

Step 2:

Deleting this Document will delete all associated Generations, Comments, Reviews, and Review
Discussions.

The Document number to be deleted and the Document attributes are displayed.

1. Enter the reasn for deleting the Document in the Reason box. This is a required field.
The maximum length of this field is 255 characters.
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Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK buttordelete the Document and all associated
Generations.

Notes:

=A =4 =4 -4 -4 4

1

The Document record will be deleted.

All Generation records associated with that Document will be deleted; this includes the
PDF Renditions of a Document that are stored internally as "sp&xalération

records.

All associations for access, commenters, distribution, and notification to the Document
will be deleted.

All Comments for the Document will be deleted.

All subscriptions to Discussions for any Reviews for the Document will be deleted.

All Discussions for any Reviews for the Document will be deleted.

All Reviews for the Document will be deleted.

A history record will be generated for the deletion of the Document.

Email will be sent to the notification list associated with ihecument and notification
associated with the parent Folder/Cabinet that the Document was in before deletion.

If web search is set to something other than none, a delete request is inserted into the
Search Manager Updates table for each Search Managettliasthould be notified

about the deletion of the Document.

If there are any pending render requests, they are deleted.

4.6.4. Showing a Document

Document Info shows the full details for a specific Document.

A Specific Document

Navigation:[DocMgr > Explorer Select Desired Document > Side Menu > Show Info]

The User must have read access to the Document.

Field Name Description

The Cabinet/Folder that this Document belongs to. Click on the lin

Parent Folder to go to the parent Folder.

The number othis Document. Click on the link to go to the explore

NS view of the Document which displays its Generations.

The latest revision of this Document. If the Document has not bee

Revision |\ leased, this field will be blank.
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Title

The title of thisDocument.

Doc Type

The Document Type of this Document.

Doc Category

The Document Category of this Document.

Yes- Document is in Review.

[ ReEE No - Document is not in Review.
Point of The point of contact for this Document. Pers@sponsible for the
Contact content of the Document.

Organization

The Organization that this Document belongs to.

Owner

The User that owns this Document. Click the owner's name link to
display the User Info screen.

Reserved By

The User that currently hakis Document reserved. If this Documer
is not reserved, this field will be blank.

Yes- The Document is resident, meaning that the Document is sto
in TechDoc.

Resident No- The Document is not resident, meaning that TechDoc has
Document information aout the Document but it physically resides somewhe)
else. For example, a Document could be stored in a file cabinet or
another computer system.
No - Document attributes are not sent to Search Manager(s).
Document is not searchable from the&ch Manager(s). Document
is searchable on the Document Manager.
Web Search | Community- Document is searchable via the web to anyone within
the organization and selected partners IP addresses.
Global- Document is available to anyone anywhere on the World
Wide Web.
Created The date and time the Document was created.
Modified The date and time the Document was last modified.
Released The date and time that this Document was last released.
Yes- One or more RMA Records currently exist for bxagument.
RMA Record | No- This Document does not have any RMA Records for it in the
system.
Metric Info
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Note: This help will only be displayed if this system supports the Key Performance Indicator
(KPI) Tool for NMIS Metrics.

Field Name Description

The current status of this Metric. Click the Metric status icon to
display the Metric Info.

A Metric status can be:

“lIinactive

[~ |Green- Improving
~lGreen- Staying Constant
[~ IGreen- Worsening
“lyellow- Improving
“lyellow- Staying Constant
Metric Status "~ Ivellow- Worsening
“Red- Improving

~Red- Staying Constant
~Red- Worsening

A late Metric icon will be displayed as opaque. For exale,
Stoplight Criteria

Green represents progress according to plan.

Yellow represents an area of concern.

Redrepresents a significant problem.

Metric Resp. The official responsible for this Metric. Click on the link to send
Official email to this Metric responsible official.

The point of contact for this Metric. Click on the link to send ema

Metric POC to this Metric point of contact

Metric

o The Metric Organization responsible for this Metric.
Organization

Metric The frequency with which a Metric is reported. For example:
Frequency Monthly, Quarterly, Semiannually, Annually, and Biennially.
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Reporting Lag | The reporting lag days is the number of days it normally takes to
Days prepare a Metric after the period being reported on ends.

The Metric Type this Metric is associated to. For example, BOA (
Metric Types | Centerlevel. If this Metric is naassociated to a Metric Type, Other
is displayed.

Keywords

Note: This help will only be displayed if this Document has any Keywords associated in the
system.

The Keyword name and value will be displayed for each Keyword associated to the Document.
Mail Info

Note: This help will only be displayed if this Document has any Mail Properties in the system.
For instance, Documents created from emails.

The property name and value will be displayed for each Mail Property of the Document.
Attachments
Note: This helpvill only be displayed if this Document has any Attachments.

The Attachment ID, File Name, Size and Description are displayed for Attachment.

1 Click on ~ to View a specific Attachment.
1 Click on_to Show Info of the specific Attachment.
1 Click on_to Fetch the specific Attachment.

RMA Records
Note: This help will only be displayed if this Document has any RMA Records in the system.

The RMA Record ID, Doc Number, Date Filed, Publication Date, Last Review Date, Next Review
Date, and Retention Date wileldisplayed for each RMA Record of the Document.

1 Clickon___lto View a specific RMA Record.
1 Click on_to Show Info of the specific RMA Record.
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4.6.5. Showing the Fetch Counts for a Document

Document Fetch Counts shows the number of the times a document has beteddtrom the
DM and each SM that the DM populates.

1 The User must have Read access to the Document.

Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Show Fetch Counts]

Document Fetch Counts displays the system name and fetch caouaadh place a document
could be fetched from. This includes:

T The system name followed by (DM) if the system is a Document Manager or by (SM) if
the system is a search manager.

T The times the document was fetched on the system for the specified date rHrage.
problem prevents a fetch count from being calulated at this time, the reason for the
problem will be displayed instead of a count.

The Fetch Counts are displayed for the specified range or for all time if no start and end dates
are specified. Note it Fetch Counting support was not added to TechDoc Search Managers
until TechDoc 10. As a result, SM Fetch Counts will not include when documents were fetched
on an SM prior to being upgraded to TechDoc 10. Also note that all SMs defined on the DM are
listed even if the document is not currently searchable in a particular SM. TechDoc has no
mechanism to determine whether or not a document was in an SM in the past so it always
displays counts for all of them.

1 To display Fetch Counts for a specific d&t@. example, to display Fetch Counts for
02/03/2019, enter 02/03/2019 to 02/03/2019 in the Date Range boxes. Use:
mm/dd/yyyy.

1 To display Fetch Counts for a range of dates. For example, to display Fetch Counts from
01/18/2019 to 01/23/2019, enter 01/18/201f 01/23/2019 in the Date Range boxes.

Use: mm/dd/yyyy.

1 To display Fetch Counts since a specific date. For example, to display Fetch Counts from
01/19/2019 to present date, enter 01/19/2019 in first Date Range box and leave the
second Date Range box blatkse: mm/dd/yyyy.

1 To display Fetch Counts prior to a specific date. For example, to display all Fetch Counts
prior to 01/23/2019, Leave the first Date Range box blank and enter 01/23/2019 in
second Date Range box. Use: mm/dd/yyyy.

1 To display all Fetch Cots, simply leave both Date Range boxes blank.

1. Enter the desired date(s) in the Date Range boxes.

2. Click the Clear Input button to clear the Date Range boxes or click the OK button to
display the Fetch Counts for the document.
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4.6.6. Showing the Links of a Document
Document Links shows URLSs for different Document actions.
1 The User must have Read access to the Document.

Navigation: [DocMgr > Explorer > Select Desired Document > Side Menu > Show Links]

Field Name Description

If the Document habeen released, this URL will fetch the latest
Fetch Latest Rev | revision of the Document. If a rendered PDF exists, the PDF w
be fetched. Otherwise, the native file will be fetched.

Fetch Latest Gen| Fetches the latest Generation of the Document.

Explore

Navigates to the location of the Document.
Document

Explore Parent

Navigates to the Folder containing the Document.
Folder

Show Comments | Displays all of the Comments for the Document.

AN Navigates to the screen that allows a n€@emment to be added.
Comment
Show Displays the Document Status and Retrieval screen for the
Status/Retrieval | document.
Show Current If the Document is currently in Review, this URL will display the
Review info about that Review.

4.6.7. Showing a Metric

Metric Info diplays the Metric metadata and all of the associated Generations for the specific
Metric.

Navigation:[DocMgr > Explorer > Select Desired Metric Document > Side Menu > Show Metric]

Metric Info

Field Name Description

TheCabinet/Folder this Metric belongs to. Click on the link to go {

Parent Folder | parent Folder.
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The number of this Metric. Click on the link to go to the explore

Nl view of the Metric.
Revision The latest revision of this Metric. If the Metric has not been
released, this field will be blank.
Title The title of this Metric.
The user that owns this Metric. Click the owner's name link to
Owner

display the User Info screen.

The current status of this Metric.
A Metric status can be:

" Inactive

"~ Green- Improving

- Green- Staying Constant
"~ Green- Worsening

"~ Yellow- Improving

" Yellow- Staying Constant
" Yellow- Worsening

Red- Improving

— Red- Staying Constant

~ Red- Worsening

Metric Status

A late Metric icon will be displayed as opaque. For e>da
Stoplight Criteria

Green represents progress according to plan.

Yellow represents an area of concern.

Red represents a significant problem.

Metric Resp. The official responsible for this Metric. Click on the link to send
Official email to thisMetric responsible official.

The point of contact for this Metric. Click on the link to send ema

Metric POC to this Metric point of contact
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Metric

L The Metric Organization responsible for this Metric.
Organization

Metric Thefrequency with which a Metric is reported. For example:
Frequency Monthly, Quarterly, Semiannually, Annually, and Biennially.

Reporting Lag | The reporting lag days is the number of days it normally takes to
Days prepare a Metric after the period being reported ond=n

The Metric Type this Metric is associated to. For example, BOA (
Metric Types | Centerlevel. If this Metric is not associated to a Metric Type, Oth¢
is displayed.

Generations
All Generations of the specific Metric will be displayed.

Click on thdile type icon to Explore Generation of the specific Metric.
- to Show Info of the specific Generation of the Metric.

Click on_to Fetch This Generation of the specific Metric.

The Metric Status icon is displayed for each released Generation.

= =4 =4 =4

A Maeric status can be:

Inactive

Green- Improving

Green- Staying Constant
Green- Worsening
Yellow- Improving
Yellow- Staying Constant
—IYellow- Worsening

~ Red- Improving

" Red- Staying Constant
~Red- Worsening

A late metric icon will be displagieas opaque. For examp
Stoplight Criteria
Green represents progress according to plan.

Yellow represents an area of concern.
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Red represents a significant problem.

The Metric Date, Number and File Description are displayed for @acleration.

) The Metric date for this Generation or blank if the Generation is
Metric Date . )
inactive or not released.
Number The Generation number and revision for this Generation. The revis
will only be displayed if the Generation has been released.
Fie The name of the file that was loaded into TechDoc, the date the filg
Description | was loaded, and the size of the file.

4.6.8. Showing the Status of a Document

Document Status shows the full details for a specific Document.
Click on DocMgr, right above Lilg to go to the Home Page of this Document Manager.

The URL of the Document Manager is displayed at the top of the screen. For example:
DocMgrl.example.com

To log into this Document Manager, click on Log In. Logging into the Document Manager allows
Usersto create, modify, and release Documents. Note: Logging into this Document Manager
requires a valid username and password.

For support on this system, click on Support.

Field Name Description

Number The number of this Document.

The latestrevision of this Document. If the Document has not been

ReVISION | eleased, this field will be blank.

Title The title of this Document.

Doc Type The Document Type of this Document.

Organization | The Organization that this Document belongs to.

Point of The point of contact for this Document. Person responsible for the
Contact content of the Document.

The User that owns this Document. Click the owner's name link to

Owner .
send email to the owner.
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The User that currently has thdocument reserved. If this Document

RESEEE 2 is not reserved, this field will be blank.

Created The date and time that this Document was created.

The date and time that this Document was last released. This field

Released be blank if this Document has not & released.
The current status and latest Generation of the Review. Click on th
Review Vote link to vote on this Document. Note: To vote on this Documen
Status you must be a Review member on the current level of an active

Review.

Generations

All Generations of this Document are displayed along with any Renditions of released
Generations. You must have Read access to the native Document and/or PDF in order to view it.

The following is displayed for each Generation:

Generdion number. For example 1.0, 2.0, 3.0, etc. indicates a major
Generation. When a Document is first created in TechDoc the
Generation | Generation is 1.0. When the Document is replaced, the Generation
would be 2.0. Minor Generations 1.1, 1.2 etc. indicate the Document
was reserved and replaced during an online Review.

The revision name assigned to this Generation when it was releaseq
Revision example, Basic, A, B, etc. If a Generation has not been released, thi
area will be blank.

Create Date | The date andime this Generation was created.

click on the (doc, flo, xls, etc.) to open the native Document. click on
PDF (Portable Data Format) to view the Document in a PDF viewer.
PDF files have a watermark stamped on each page to let kisevs
that this is the released version of the Document. The watermark ree
Document | "RELEASEDrinted documents may be obsolete; validate prior to use
Files Note: If either the Document Type of the Document or the Mime Typ
of a Generation is not allowed to be mered, there will not be a
rendered PDF for that Generation. In addition, there will not be a
rendered PDF for a Generation if the releaser has selected to not ha
the Generation rendered with a watermark when released.
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4.6.9. Mass Canceling Documents

Mass Canal Documents allows the Document Owner to mass cancel and release a group of
Documents.

Note:

There are many different circumstances as to why Documents may be required to be Mass
Canceled. Before Mass Canceling Documents, the Document owner nqada the process
and the steps required to make the change.

Navigation:[DocMgr > My Work > Side Menu > Mass Cancel Docs]

Step 1:

To search for Documents to Mass Cancel, enter data in one or more search fields, adjust the
search options if necessary, apcess the Search button to submit the request. Pressing the
Clear Input button will reset all of the search criteria.

Here are a few rules to remember when specifying search criteria:

The search criteria is not case sensitive

The asterisk*() represents ze or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contaomly asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 4 -4 4 -4 -4

The table below describes the fields and search criteria:

Field Search Criteria
Enter the Documentumber, or part of the Document number
Number .
followed by an asterisk.
Title Enter the Document title, or part of the Document title followed by &
asterisk.
Owner Click on the down arrow and select a name from the list.
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Search for Documents created on a specific date. For example,
Documents created on 02/03/2001. Enter 02/03/2001 to 02/03/200
in the date boxes. Use: mm/dd/yyyy.

Search for Documents created for a range of dates. For example,
Documents created from 01/18001 to 01/23/2001. Enter
01/18/2001 to 01/23/2001 in the date boxes. Use: mm/dd/yyyy.
Create Date . -
Search for Documents created since a specific date. For example,
Documents created from 01/19/2001 to present date. Enter
01/19/2001 in first date box. Leave second date blank. Use:
mm/dd/yyyy.

Search for Documents created prior to a specific date. For example
Documents created prior to 01/23/2001. Enter 01/23/2001 in secon
date box. Leave first date box blank. Use: mm/dd/yyyy.

Point of Enter theDocument point of contact, or part of the Document point
Contact contact followed by an asterisk.

Reserved By | Click on the down arrow and select the name from the list.

Doc Type Click on the down arrow and select a Document Type from the list.

Doc Category| Qick on the down arrow and select a Document Category from the

Organization | Click on the down arrow and select the Organization from the list.

Click on the down arrow and select Read access from the list.
None- Documents do nohave *Local Users (R), *Campus Users (R
*Community Users (R), or *Global Users (R) assigned with Read a
Local Documents do have *Local Users (R) assigned with Read ad
Read Access| Campus Documents do have *Campus Users (R) assigned with Re
access.
Canmunity - Documents do have *Community Users (R) assigned V
Read access.

Global- Documents do have *Global Users (R) assigned with Read
access.

Web Search | Click on the down arrow and select web search from the list.

To search for Documésnin a specific Folder enter the full Folder pat
and leave Include Subfolders unchecked. For example, entering thg
Folder Path | Folder path /z_USER/Demo without including subfolders would brir
back all of the Documents in only the Demo Folder. This provides &
meansto Mass Cancel Documents in a single Folder; for example, t
apply access to all Documents in a Folder. To cancel all of the
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Documents in the Demo Folder, subfolders of the Demo Folder,
subfolders of those subfolders, etc, check Include Subfolders.

Click on the down arrow and select the Keyword from the list. Click
Add button. The Keyword will be added as a searchable field. If the
Keyword is a free form field, for example Comments, enter Keywor
New part of the Keyword followed by an asterjgk just an asterisk. If the

Keyword Keyword is a dropdown, you can select a specific value from the
dropdown list or you can select the asterisk, which will return all the
values for that specific Keyword. To remove the Keyword, click the
Remove button.

. Tosearch for Documents to Mass Cancel, enter data in one or more search fields. Refer

to the table above for help on searching.
Click the Cancel button to cancel the command, click the Search button to submit the
request, or click the Clear Input button teget all of the search criteria.

Step 2:

A listing of all of the Documents that matched the search criteria is displayed.

1

If no Documents were found that matched the search criteria, the following message
will be displayed: "No Documents found matching 8pecified search criteria."

If the search criteria match too many Documents, the results are divided into multiple
pages. To navigate these pages click the First link to jump to the first page of the search
results, the Previous link to jump to the palgefore the current page, the Next link to

jump to the page after the current page, and the Last link to jump to the last page of the
search results.

The Number and Title are displayed for each Document.

The number of Documents that matched the search dates shown.

The Documents are listed in alphabetical order by the Document number.

Click on___to Explore Document (view all Generations) of the specific Document.
—to Show Info of the specific Document.
Click on_to Fetch Latest Generation of tlspecific Document.

Note: Depending on the search results, one or more of the items listed below may not
be displayed.

_indicates that the specific Document is reserved.

indicates that the specified Document is in Review.
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1 L__indicates that the specified [Bament is reserved and in Review.
1 indicates that the specified Document is cancelled.
1 Click on__or = to Show Comments for the specific Document. This icon will not be

available if there are no Comments for the Document.

T Click on the Metric status icon tagplay the Metric Info of the specific Document. Note:
The Metric status icons will only be displayed if this system supports the Key
Performance Indicator (KPI) Tool for NMIS Metrics.

A Metric status can be:

“lInactive

Green- Improving

~ Green- StayingConstant
~ Green- Worsening

~ Yellow- Improving
 Yellow- Staying Constant
— Yellow- Worsening

Red- Improving

"~ Red- Staying Constant

~ Red- Worsening

A late Metric icon will be displayed as opaque. For exale,
Stoplight Criteria

Green represents progress according to plan.

Yellow represents an area of concern.

Red represents a significant problem.

1. Click the Cancel button to cancel tbemmand, click the Clear Input button to reset all
of the search criteria, if you need to refine your search, enter data in another field and
click the Search button, or click the Next button to continue.

Step 3:
A listing of all of the Documents that nedied the search criteria or a message stating, "There

are too many Documents to allow individual selection” is displayed. If a list is displayed you
must choose the Documents to be Mass Canceled by placing a check in the checkbox in front of
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the Document mmber. You can check each Document individually or you can click the Select All
button to select all the Documents. Only the Documents with a check in the checkbox will be
Mass Canceled. If there are too many Documents to allow individual selectiontred! of
Documents will be selected for cancelation when you click Next.

f
f

Note:

The Number and Title are displayed for each Document.
The Documents are listed in alphabetical order by the Document number.

indicates that the specific Document is reserved.

indicatesthat the specified Document is in Review.

indicates that the specified Document is reserved and in Review.
Click on=to Show Info of the specific Document.

indicates that the specified Document is cancelled.
By default, an empty checkbox is displayeftamt of each Document number.

Only Documents with a check in the checkbox in front of the Document number will be Mass
Canceled.

1.

Choose the Documents to be Mass Canceled by individually placing a check in the
checkbox in front of the Document number click the Select All button to select all of
the Documents.

Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, click the Unselect All button to uncheck all previously checked
Documents, click thdlext button to continue.

Step 4:

1

1.

You must select a file to upload. The file uploaded will be used as the last generation of
the Documents when canceling them.

At the File box click on the Browse... button to locate the file to be stored in the
Document Manager.

Note: The File Upload box will be displayed.
In the Look in box select the drive/folder where the file to be stored in the Document
Manager is locatedl'o display all of the files in the folder, click on the down arrow and

select All Files (*.*). Click on the file to be stored in the Document Manager. This will
automatically insert the filename in the File name box. Click the Open button.
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3.

Click the Canddutton to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 5:

|l

A Revision must be selected from the list to be used as the last revision when the
Documents are canceled. There s difference between any of the values listed; any
value chosen will indicate a Document is canceled. We provide multiple cancel values
only as a convenience.

If rendering is enabled on the Document Manager and the mime type of the file
uploaded supportsendering, you can check the box to render the file for each
generation when releasing. If multiple Documents are selected, only Documents who's
Doc Type allows rendering will be rendered.

Click the down arrow and select a Revision from the Revision list.

If rendering is enabled and the file supports rendering, check the box to render the file
when releasing each document. If rendering is not enabled or the file's mime type does
not support rendering, a message will be displayed instead of the checkbox.

Clik the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 6:

1.

Click the Cancel button to cancel the command, click the Previous button to return to
the previous screenr click the Next button to continue.

Step 7:

1.

2.

Notes:

Enter the reason for Mass Canceling Documents in the Reason box. This is a required
field. The maximum length of this field is 255 characters.

Click the Cancel button to cancel the command, clickRrevious button to return to

the previous screen, or click the OK button to Mass Cancel the Documents.

T A history record will be generated for the cancelation of each of the Documents.

4.6.10. Mass Modifying Document Access

Mass Modify Document Access moelfithe access of one or more Documents in the
Document Manager.

Navigation:[DocMgr > My Work > Side Menu > Mass Modify Doc Access]
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Step 1:

To search for Documents to Mass Modify the access of, enter data in one or more search fields,
adjust the search dpons if necessary, and press the Search button to submit the request.
Pressing the Clear Input button will reset all of the search criteria.

Here are a few rules to remember when specifying search criteria:

The search criteria is not case sensitive

The aterisk ¢) represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed but consecutive question marks are allowed
Seach fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 =4 -4 -4 A -4

The table below describes the fields and search criteria:

Field Search Criteria
Enter the Document number, or part of the Document number
Number :
followed by an asterisk.
Title Enter the Document title, or part of the Document title followed by &
asterisk.
Owner Click on the down arrow and select a name from the list.

Search for Documents created on a specific date. For example,
Documents created on 02/03/2001. Enter 02/03/2001 to 02/03/200
in the date boxes. Use: mm/dd/yyyy.

Search for Documents created for a range of dates. For example,
Documents created from 01/18001 to 01/23/2001. Enter
01/18/2001 to 01/23/2001 in the date boxes. Use: mm/dd/yyyy.
Create Date _ .
Search for Documents created since a specific date. For example,
Documents created from 01/19/2001 to present date. Enter
01/19/2001 in first date box. Leave second date blank. Use:
mm/dd/yyyy.

Search for Documents created prior to a specific date. For example
Documents created prior to 01/23/2001. Enter 01/23/2001 in secon
date box. Leave first date box blank. Use: mm/dd/yyyy.
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Point of Enter theDocument point of contact, or part of the Document point
Contact contact followed by an asterisk.

Reserved By | Click on the down arrow and select the name from the list.

Doc Type Click on the down arrow and select a Document Type from the list.

Doc Category| dick on the down arrow and select a Document Category from the

Organization | Click on the down arrow and select the Organization from the list.

Click on the down arrow and select Read access from the list.
None- Documents do nohave *Local Users (R), *Campus Users (R
*Community Users (R), or *Global Users (R) assigned with Read
Access.

Local Documents do have *Local Users (R) assigned with Read A
Read Access| Campus Documents do have *Campus Users (R) assigned with Re
Access.
Canmunity - Documents do have *Community Users (R) assigned v
Read Access.

Global- Documents do have *Global Users (R) assigned with Read
Access.

Web Search | Click on the down arrow and select web search from the list.

To search for Documesin a specific Folder enter the full Folder pat
and leave Include Subfolders unchecked. For example, entering thg
Folder path /z_ ADMIN/Demo without including subfolders would
bring back all of the Documents in only the Demo Folder. This prov
a meando Mass Modify Documents in a single Folder; for example,
apply access to all Documents in a Folder. To modify all of the
Documents in the Demo Folder, subfolders of the Demo Folder,
subfolders of those subfolders, etc..., check Include Subfolders.

Folder Path

Click on the down arrow and select the Keyword from the list. Click
Add button. The Keyword will be added as a searchable field. If the
Keyword is a free form field, for example Comments, enter Keywor
New part of the Keyword followed by an astsk, or just an asterisk. If the

Keyword Keyword is a dropdown, you can select a specific value from the
dropdown list or you can select the asterisk, which will return all the
values for that specific Keyword. To remove the Keyword, click the
Remove button.

1. Tosearch for Documents to Mass Modify the access of, enter data in one or more
search fields. Refer to the table above for help on searching.
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2. Click the Cancel button to cancel the command, click the Search button to submit the
request, or click the Clear Iopbutton to reset all of the search criteria.

Step 2:
A listing of all of the Documents that matched the search criteria is displayed.

T If no Documents were found that matched the search criteria, the following message
will be displayed: "No Documents fod matching the specified search criteria.”

T If the search criteria match too many Documents, the results are divided into multiple
pages. To navigate these pages click the First link to jump to the first page of the search
results, the Previous link to junto the page before the current page, the Next link to
jump to the page after the current page, and the Last link to jump to the last page of the
search results.

1 The Number and Title are displayed for each Document.

1 The number of Documents that matchecdetBearch criteria is shown.

1 The Documents are listed in alphabetical order by the Document number.

1 Clickon___Ito Explore Document (view all Generations) of the specific Document.
~to Show Info of the specific Document.
1 Click on-to Fetch Latest Garation of the specific Document.

Note: Depending on the search results, the item listed below may not be displayed.

T L indicates that the specific Document is reserved.

1 indicates that the specified Document is in Review.

1 indicates that the specified Doment is reserved and in Review.

1 B indircate§ Athat the specified Document is cancelled.

T Click on-or = "to Show Comments for the specific Document. This icon will not be

available if there are no Comments for the Document.

1 Click on the Metric status icon to @igy the Metric Info of the specific Document. Note:
The Metric status icons will only be displayed if this system supports the Key
Performance Indicator (KPI) Tool for NMIS Metrics.

A Metric status can be:
“Inactive

~|Green- Improving
~|Green- Staying Constant
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~ |Green- Worsening

~ Yellow- Improving

~ Yellow- Staying Constant
~ Yellow- Worsening

" Red- Improving

|Red- Staying Constant

~ Red- Worsening

A late Metric icon will be displayed as opaque. For exale,

Stoplight Criteria

Greenrepresents progress according to plan.

Yellow represents an area of concern.

Red represents a significant problem.

Click the Cancel button to cancel the command, click the Clear Input button to reset all

of the search criteria, if you need to refine yoaasch, enter data in another field and
click the Search button, or click the Next button to continue.

Step 3:

A listing of all of the Documents that matched the search criteria or a message stating, "There
are too many Documents to allow individual seient is displayed. If a list is displayed you

must choose the Documents to modify the access of by placing a check in the checkbox in front
of the Document number. You can check each Document individually or you can click the Select
All button to select dlthe Documents. Note: Only the Documents with a check in the checkbox
will be Mass Modified. If there are too many Documents to allow individual selection, all of the
Documents will be selected for modification with you click Next.

f
f

The Number and Title ardisplayed for each Document.
T_h,e Documents are listed in alphabetical order by the Document number.

indicates that the specific Document is reserved.

indicates that the specified Document is in Review.

indicates that the specified Document is reserzei in Review.

Click on=to Show Info of the specific Document.
By default, an empty checkbox is displayed in front of each Document number.
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Note:

Only Documents with a check in the checkbox in front of the Document number will be Mass
Modified.

1. Choose tlie Documents to be Mass Modified by individually placing a check in the
checkbox in front of the Document number or click the Select All button to select all of
the Documents.

2. Click the Cancel button to cancel the command, click the Previous button taretur
the previous screen, click the Unselect All button to uncheck all previously checked
Documents, click the Next button to continue.

Step 4:
Select the access action to perform on the selected Documents.
Access for a Group, User, or Remote User cdreelie added or removed.
Note:
1. Click on the down arrow and select the access action to perform.
2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.
Select theAccess and Group to Apply
Select the access and Group to associate to the selected Documents. If one or more of the
Documents already has the Group associated, the association will be changed to match the

access specified on this screen.

Definition of acess is listed below:

Access Definition of Access

A User on the Group can view the attributes of the Documents,
Read view the attributes of the Documents' Generations and Renditiol
and fetch the Documents' Generations and Renditions.

A User orthe Group can modify the attributes of the Documents
Modify and the Documents' Generations and Renditions. The User mug
also have the Modify Document privilege.

A User on the Group can Delete the Documents. The User mus

Delete also have the Delete Document yitege.
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A User on the Group can reserve and replace the Documents. T

RN s User must also have the Create Generation privilege.

A User on the Group can act as the owner of the Documents. Tl
Owner User will be able to do anything to the Docents that the owner
can, as long as the User's privileges allow it.

Note:

Checking None denies all levels of access, except for Read, to Users on the Group from
accessing the Documents. Because a logged in User is always considered a pdroocélthe
Campus, Community, and Global groups, if one of these groups is associated to the Documents,
the User will still get Read access to the Documents even though None prevents them from
getting any other type of access.

If you specify None, the Users tims Group will have no access to the Documents even if the
Users are on other Groups that are associated to these Documents. If a User on the Group is
the Owner of the Documents, or an Admin, they will still have Owner access to the Documents.

1. Select oner more access settings by placing a check in the checkbox to left of the
desired access setting.

2. Click the down arrow and select the Group to add the selected access to.

3. Click the Cancel button to cancel the command, click the Previous button to return t
the previous screen, or click the Next button to continue.

Enter the Remote User to Apply

Enter the information for the Remote User to associate to the selected Documents. Remote
Users can only be associated with Read access for fetching. If one oohtbeeDocuments
already has the Remote User associated, the association will not be changed for those
Documents.

Note:

=

Click the down arrow and select a Remote Authenticator from the list.

Enter a username in the text field.

3. Click the Cancel button to seel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

N

Select the Access and User to Apply
Select the access and User to associate to the selected Documents. If one or more of the

Documents already has the User associated, the association will be changed to match the
access specified on this screen.
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Definition of access is listed below:

Access Definition of Access
A User can view the attributes of the Documents, view the

Read attributes of the Documents' Generations and Renditions and fe
the Documents' Generations and Renditions.
A User can modify the attributes of the Documents and the

Modify Documents' Generations and Renditions. The User must also h;
the Modify Document privilege.

Delete A User can delete the Documents. The User must also have the

Delete Document privilege.

Reserve/Replace

A User can reserve and replace the Documents. The User must
have the Create Generation privilege.

Owner

A User can da@s the owner of the Documents. The User will be
able to do anything to the Documents that the owner can, as lon
as the User's privileges allow it.

Note:

Checking None denies all levels of access, except for Read, to the User from accessing the
Documents. Because a logged in User is always considered a part of the Local, Campus,

Community, and Global groups, if one of these groups is associated to the Documents, the User

will still get Read access to the Documents even though None prevents thengétting any

other type of access.

If you specify None, the User will have no access to the Documents even if the User is on other
Groups that are associated to the Documents. If the User is the Owner of the Documents, or an

Admin, they will still hav®©wner access to the Documents.

1. Select one or more access settings by placing a check in the checkbox to left of the
desired access setting.

2. Click the down arrow and select the User to add the selected access to.

3. Click the Cancel button to cancel the comrdaalick the Previous button to return to
the previous screen, or click the Next button to continue.

Select the Group to Remove Access for

Select a Group to remove from access to the Documents. If one or more of the Documents do

not have the Group asso¢et, then no change will be made for those Documents.
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Note:

1. Click the down arrow and select the Group to remove all access for.

2. Click the Cancel button to cancel the command, click the Previous button to return to

the previous screen, or click the Next tart to continue.

Select the Remote User to Remove Access for
Select a Remote User to remove from access to the Documents. If one or more of the
Documents do not have the Remote User associated, then no change will be made for those
Documents.

Note:

1. Clickthe down arrow and select the Remote User to remove all access for.
2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Select the User To Remove Access For

Selet a User to remove from access to the Documents. If one or more of the Documents do not
have the User associated, then no change will be made for those Documents.

Note:
1. Click the down arrow and select the User to remove all access for.
2. Click theCancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 6:

The number of Document(s) selected on the Choose Documents to Mass Modify Access screen
is shown.

1. Click the Carat button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 7:

The number of Document(s) selected on the Choose Documents to Mass Modify Access screen
is shown.

1. Enter the reasondr Mass Modifying the access of the Documents in the Reason box.
This is a required field. The maximum length of this field is 255 characters.
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2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or ck the OK button to Mass Modify the access of all the
Documents.

Notes:

T The access of multiple Documents that the current User selected will be modified.
T A history record will be generated for the access modification of each of the Documents.
T An email wilbe sent to the notification associated to each of the modified Documents.

4.6.11. Mass Modifying Documents

Mass Modify Documents allows the Document Owner to make mass changes to Documents.
The following attributes of the Document can be Mass Modified: Documgme, TDocument
Category, Owner, Distribution for, Notification for, Point of Contact, Organization, Web Search,
New Keyword, Access, Commenters, Distribution, and Notification.

Note:

There are many different circumstances as to why Documents may be redoibedMass
Modified. Before Mass Modifying Documents, the Document owner needs to plan the process
and the steps required to make the change; for example, when modifying the owner do you
want to modify the owner and add the owner to the notification andfbstribution. Depending

on your system your next step may be, leaving the Document where it is or move the
Document to a new location using the move contents option.

If this system supports the Key Performance Indicator (KPI) Tool for NMIS metric$/ dikiss
Documents does not currently support changing Metric Documents inteMetric
Documents.

Navigation: [DocMgr > My Work > Side Menu > Mass Modify Docs]|

Step 1:
To search for Documents to Mass Modify, enter data in one or more search &djdst the
search options if necessary, and press the Search button to submit the request. Pressing the
Clear Input button will reset all of the search criteria.
Here are a few rules to remember when specifying search criteria:

1 The search criteria is noaise sensitive

1 The asterisk*() represents zero or more characters
1 The question mark? represents exactly one character
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Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed but consecutive questioksvaae allowed

Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 =4 =4

The table below describes the fields and search criteria:

Field Search Créria
Enter the Document number, or part of the Document number
Number .
followed by an asterisk.
Title Enter the Document title, or part of the Document title followed by &
asterisk.
Click on the down arrow and select a name from the list. @nly
Owner

Admin can modify the owner of a Document.

Search for Documents created on a specific date. For example,
Documents created on 02/03/2001. Enter 02/03/2001 to 02/03/200
in the date boxes. Use: mm/dd/yyyy.

Search for Documents created forange of dates. For example,
Documents created from 01/18/2001 to 01/23/2001. Enter
01/18/2001 to 01/23/2001 in the date boxes. Use: mm/dd/yyyy.

Create Date . .
Search for Documents created since a specific date. For example,

Documents created from 01/19/2001 to preserdtd. Enter
01/19/2001 in first date box. Leave second date box blank. Use:
mm/dd/yyyy.

Search for Documents created prior to a specific date. For example
Documents created prior to 01/23/2001. Enter 01/23/2001 in secon
date box. Leave first date box blarlJse: mm/dd/yyyy.

Point of Enter the Document point of contact, or part of the Document point
Contact contact followed by an asterisk.

Reserved By | Click on the down arrow and select the name from the list.

Click on the down arrow angelect a Document Type from the list. If
this system supports the Key Performance Indicator (KPI) Tool for
NMIS metrics, Mass Modify Documents does not currently support
changing Metric Documents into neévietric Documents.

Doc Type
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Doc Category| Click on the downraow and select a Document Category from the li

Organization | Click on the down arrow and select the Organization from the list.

Click on the down arrow and select Read access from the list.
None- Documents do not have *Local Us€éR), *Campus Users (R),
*Community Users (R), or *Global Users (R) assigned with Read a
Local Documents do have *Local Users (R) assigned with Read ag
Read Access| Campus Documents do have *Campus Users (R) assigned with Re
access.
Community- Documens do have *Community Users (R) assigned w
Read access.

Global- Documents do have *Global Users (R) assigned with Read
access.

Web Search | Click on the down arrow and select web search from the list.

To search for Documents in a specifidder enter the full Folder path
and leave Include Subfolders unchecked. For example, entering thg
Folder path /z_ USER/Demo without including subfolders would brir
back all of the Documents in only the Demo Folder. This provides &
means to Mass Modify Daments in a single Folder; for example, to
apply access to all Documents in a Folder. To modify all of the
Documents in the Demo Folder, subfolders of the Demo Folder,
subfolders of those subfolders, etc..., check Include Subfolders.

Folder Path

Click orthe down arrow and select the Keyword from the list. Click t
Add button. The Keyword will be added as a searchable field. If the
Keyword is a free form field, for example Comments, enter Keywor

New part of the Keyword followed by an asterisk, or just ateask. If the
Keyword Keyword is a dropdown, you can select a specific value from the
dropdown list or you can select the asterisk, which will return all the
values for that specific Keyword. To remove the Keyword, click the
Remove button.

1. To search fobocuments to Mass Modify, enter data in one or more search fields. Refer
to the table above for help on searching.

2. Click the Cancel button to cancel the command, click the Search button to submit the
request, or click the Clear Input button to reset altlod search criteria.

Step 2:

A listing of all of the Documents that matched the search criteria is displayed.
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T If no Documents were found that matched the search criteria, the following message
will be displayed: "No Documents found matching the specBeatch criteria.”

1 If the search criteria match too many Documents, the results are divided into multiple
pages. To navigate these pages click the First link to jump to the first page of the search
results, the Previous link to jump to the page before tiierent page, the Next link to
jump to the page after the current page, and the Last link to jump to the last page of the
search results.

1 The Number and Title are displayed for each Document.

1 The number of Documents that matched the search criteria is show

1 The Documents are listed in alphabetical order by the Document number.

1 Clickon___ito Explore Document (view all Generations) of the specific Document.
- to Show Info of the specific Document.
1 Click on-to Fetch Latest Generation of the specifizdDment.

Note: Depending on the search results, one or more of the items listed below may not

be displayed.
1 indicates that the specific Document is reserved.
1 indicates that the specified Document is in Review.
1 v;“indicates that the specified Document &served and in Review.
1 - indircate§ that the specified Document is cancelled.
T Click on-or = to Show Comments for the specific Document. This icon will not be

available if there are no Comments for the Document.

1 Click on the Metric status icon to display thketric Info of the specific Document. Note:
The Metric status icons will only be displayed if this system supports the Key
Performance Indicator (KPI) Tool for NMIS Metrics.

A Metric status can be:

" Inactive

Green- Improving

Green- Staying Constant
Green- Worsening
Yellow- Improving
Yellow- Staying Constant
Yellow- Worsening

Red- Improving

~ Red- Staying Constant
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~ Red- Worsening

A late Metric icon will be displayed as opaque. For exale,
Stoplight Criteria

Green representprogress according to plan.

Yellow represents an area of concern.

Red represents a significant problem.

1. Click the Cancel button to cancel the command, click the Clear Input button to reset all
of the search criteria, if you need to refine your search, edgga in another field and
click the Search button, or click the Next button to continue.

Step 3:

A listing of all of the Documents that matched the search criteria or a message stating, "There
are too many Documents to allow individual selection” ipldiged. If a list is displayed you

must choose the Documents to be Mass Modified by placing a check in the checkbox in front of
the Document number. You can check each Document individually or you can click the Select All
button to select all the Document©nly the Documents with a check in the checkbox will be

Mass Modified. If there are too many Documents to allow individual selection, all of the
Documents will be selected for modification with you click Next.

1 The Number and Title are displayed for e@xbcument.
1 The Documents are listed in alphabetical order by the Document number.

T L indicates that the specific Document is reserved.

T L indicates that the specified Document is in Review.

1 indickates that the specified Document is reserved and in Review.
1 Clickonl-to Show Info of the specific Document.

1 By default, an empty checkbox is displayed in front of each Document number.
Note:

Only Documents with a check in the checkbox in front of the Document number will be Mass
Modified.
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1. Choose the Documents to be Mablodified by individually placing a check in the
checkbox in front of the Document number or click the Select All button to select all of
the Documents.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous s@en, click the Unselect All button to uncheck all previously checked
Documents, click the Next button to continue.

Step 4:

T You must enter data in one or more of the fields to modify a Document.

1 The values you enter on this screen will apply to allDeeuments that were selected
on the Choose Documents to Mass Modify screen. You can select one or more fields to
modify.

1 The number of Document(s) selected on the Choose Documents to Mass Modify screen
is shown.

1. If applicable, modify the Document type imet Doc Type box by clicking on the down
arrow and selecting it from the list. The new Document Type will be applied to all the
Documents selected on the Choose Documents to Mass Modify screen. If this system
supports the Key Performance Indicator (KPI)I T@oNMIS Metrics, Mass Modify
Documents does not currently support changing Metric Documents inteetric
Documents.

2. If applicable, modify the Document Category in the Doc Category box by clicking on the
down arrow and selecting it from the list. Thew Document Category will be applied
to all the Documents selected on the Choose Documents to Mass Modify screen.

Here are a few scenarios that might assist you in determining how to Mass Modify
Documents.

o Change Ownerwhen you enter an owner in the Qher field but leave
Distribution for Owner(s) and Notification for Owner(s) field blank, the new
owner will be applied to all the Documents selected on the Choose Documents
to Mass Modify screen but not be added to Distribution and Notification.

o Leave theOwner blank and select Add for Distribution for Owner(s) and
Notification for Owner(s). The owners for the Documents that you selected on
the Choose Documents to Mass Modify screen will be added to the Distribution
and Notification. This provides the abjlto add owners to Distribution and
Notification without changing the owner of the Document.

o Leave the Owner blank and select Remove for Distribution for Owner(s) and
Notification for Owner(s). The owners for the Documents that you selected on
the Choosdocuments to Mass Modify screen will be removed from the
Distribution and Notification. This provides the ability to remove owners from
Distribution and Notification without changing the owner of the Document.
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3. If applicable, modify the Document owner iret®wner box by clicking on the down
arrow and selecting a name from the list. The new owner will be applied to all the
Documents selected on the Choose Documents to Mass Modify screen. Leave this box
blank if you do not want to change the owner.

4. If applicdle, modify the Distribution for Myself or Distribution for Owner(s) setting by
clicking on the down arrow and selecting Add (add myself/the owner to the
Distribution) or Remove (remove myself/the owner from the Distribution). You/the
owner(s) will be adde or removed for Distribution to all the Documents selected on the
Choose Documents to Mass Modify screen. Leave this field blank, if you do not want to
add or remove yourself/the owner(s) from Distribution. This provides the ability to add
and/or remove yurself/owners to Distribution without changing the owner of the
Documents.

5. If applicable, modify the Notification for Myself or Notification for Owner(s) setting by
clicking on the down arrow and selecting Add (add myself/the owner to the Notification)
or Remove (remove myself/the owner from the Notification). You/the owner(s) will be
added or removed for Notification to all the Documents selected on the Choose
Documents to Mass Modify screen. Leave this field blank, if you do not want to add or
remove youself/the owner(s) from Notification. This provides the ability to add and/or
remove yourself/owners to Notification without changing the owner of the Documents.

6. If applicable, modify the Document point of contact in the Point of Contact box. The
point of contact is the person responsible for the content of the Document. The
maximum length of this field is 48 characters. The new point of contact will be applied
to all the Documents selected on the Choose Documents to Mass Modify screen.

7. If applicable, modif the Document Organization in the Organization box by clicking on
the down arrow and selecting an Organization from the list. The new Organization will
be applied to all the Documents selected on the Choose Documents to Mass Modify
screen.

8. If applicablemodify the web search in the Web Search box by clicking on the down
arrow and selecting it from the list. The new web search will be applied to all the
Documents selected on the Choose Documents to Mass Modify screen.

Here are a few scenarios that mighgssst you in determining how to Mass Modify
Keywords.

o Modify Keyword Select a Keyword in the New Keyword field on the Search
form, and add that same Keyword on the Values form with a New value. The
Keyword that matched the search criteria Keyword asdedito the Documents
selected on the Choose Documents to Mass Modify screen will be replaced with
the new value.

o Modify Same Keyword with Multiple Values Using Wildceé@dlect a Keyword in
the New Keyword field on the Search form, and add that same Krelyarothe
Values form with a New value. When the same Keyword with multiple values is
associated to Documents that matched the search criteria Keyword, then all
values for that Keyword are deleted and replaced with the new value. For
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9.

10.

11.

12.

example, on the Seardbrm in the New Keyword field select Contract, click Add.
In the Contract field enter ABC*. This will return all Documents with the Keyword
Contract with a value that starts with ABC. On the Value form in the New
Keyword field select Contract, click Adubdaenter new value, i.e. xyz. Keywords
associated to Documents with Contract=ABC* will be replaced with the new
value xyz.

o Delete Keyword Select a Keyword in the New Keyword field on the Search form,
and add that same Keyword on the Values form and N(@eva specified. A
warning message is displayed on the confirmation form stating that the Keyword
will be deleted from the selected Document.

If applicable, add a new Keyword in the New Keyword box by clicking on the down

arrow and selecting it from thest. Click the Add button and assign value for the

Keyword. The new Keyword will be applied to all the Documents selected on the Choose
Documents to Mass Modify screen. To remove the Keyword, click the Remove button.

If applicable, in the Access box, enéeDocument number to associate that Document's
current associations for Access to all of the selected Documents. For example, entering
the Document number XYZ will assign all access that is currently associated to
Document XYZ to all of the Documents stde on the Choose Documents to Mass

Modify screen.

o Any access currently associated to the Documents selected on the Choose
Documents to Mass Modify screen will be deleted and replaced with the access
currently associated to Document XYZ.

o If no access isurrently associated to Document XYZ, then no access will be
associated to the Documents selected on the Choose Documents to Mass Modify
screen.

If applicable, in the Commenters box, enter a Document number to associate that
Document's current associations for Commenters to all of the selected Documents. For
example, entering the Document number XYZ will assign all Commenters that are
currently assciated to Document XYZ to all of the Documents selected on the Choose
Documents to Mass Modify screen.

o Any Commenters currently associated to the Documents selected on the Choose
Documents to Mass Modify screen will be deleted and replaced with the
Commaenters currently associated to Document XYZ.

o If no Commenters are currently associated to Document XYZ, then no
Commenters will be associated to the Documents selected on the Choose
Documents to Mass Modify screen.

If applicable, in the Distribution box, &1 a Document number to associate that
Document's current associations for Distribution to all of the selected Documents. For
example, entering the Document number XYZ will assign all Distribution that is currently
associated to Document XYZ to all of becuments selected on the Choose Documents
to Mass Modify screen.

o Any Distribution currently associated to the Documents selected on the Choose
Documents to Mass Modify screen will be deleted and replaced with the
Distribution currently associated to Dament XYZ.
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o If no Distribution is currently associated to Document XYZ, then no Distribution
will be associated to the Documents selected on the Choose Documents to Mass
Modify screen.
13.1f applicable, in the Notification box, enter a Document number to dasothat
Document's current associations for Notification to all of the selected Documents. For
example, entering the Document number XYZ will assign all Notification that is currently
associated to Document XYZ to all of the Documents selected on tlis€bmcuments
to Mass Modify screen.
o Any Notification currently associated to the Documents selected on the Choose
Documents to Mass Modify screen will be replaced with the Notification
currently associated to Document XYZ.
o If no Notification is currenthassociated to Document XYZ, then no Notification
will be associated to the Documents selected on the Choose Documents to Mass
Modify screen.
14.Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or ckdhe Next button to continue.

Step 5:

1. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 6:

1. Enter the reason for Mass Modifying Documents in the Reasa@nTas is a required
field. The maximum length of this field is 255 characters.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to Mass Modify the Documents.

Notes:

T Any Docments selected for Mass Modify will not have their Document Category
changed if the new Document Category has an Allow Stored Here value of 'No'. The
following message will be displayed: "The Doc Category cannot be changed to the
selected value because thbocument manager is prohibited from storing Documents of
this category."

Possible Messages
1 If the Document Category is being modified and the web search is being modified to a
value higher than is allowed by the new Document Category:Dblmuments will have

their web search setting changed because the new Doc Category's web search will not
permit the new setting."
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1 If the Document Category is being modified, the access is being modified, and the new
access has a Read access that is hidteer is allowed by the new Document Category:
"No Documents will have their Read access setting changed because the new Doc
Category's read access won't permit the new setting."”

T Any Documents selected for Mass Modify will not have their web search chanibedt i
Document Category's highest allowed web search does not allow it. "x Documents will
have their web search setting lowered because the new Doc Category's web search
won't permit their current setting.”

T Any Documents selected for Mass Modify will hawe their Read access changed if
their Document Category's highest Read access does not allow it. "x Documents will
have their Read access setting lowered because the new Document Category's Read
access will not permit their current setting."”

1 If the websearch is being modified and some of the selected Documents' Document
Category will not allow the new higher setting: "x Documents will not have their web
search setting changed because their Doc web search won't permit the new setting."

1 If the access isding modified and some of the selected Documents’ Document
Category will not allow the new higher setting: "x Documents will not have their Read
access setting changed because their Document Category's Read access won't permit
the new setting."

T Multiple Dacuments that the current User selected will be modified with the same
changed attributes.

1 A history record will be generated for modification of each of the Documents.

T Email will be sent to the notification associated with all the Documents showing all the
Documents that were changed.

4.6.12. Releasing a Document

Release Document releases a Document in the Document Manager. Releasing a Document
means that the Document has been approved and is ready to be distributed.

1 The User must have the Release privilege withdRaccess to the Document OR the
User must have the Bypass privilege with Owner access to the Document. If a Document
is in Review and it is 'Ready to Release’, anyone with the Release privilege and Read
access to the Document can release it. The secoser'thust have the Bypass privilege
with Owner access to the Document' option is not allowed when a Document is in
Review.

1 There must be at least one Generation for the Document that has not yet been
released.

1 The Document must not be reserved.

1 The revisiorof the new release must not be the same as any other revision of the
Document.

1 The Document must not be in Review or be in Review and ready to be released.

177



Document Manager User Guide Reference

Navigation: [DocMgr > Explorer > Select Desired Document > Side Menu > Release]
Step 1:

1. In theGeneration box click on the down arrow and select the Generation to be released.
The default is the latest unreleased Generation. The Generation field is display only and
cannot be edited when releasing a Document that is in Review and ready to be released
When releasing a specific Generation, the Generation box will only list that Generation.

2. If the Document is not in Review, enter the revision of the Document in the Revision
box. Revision is a required field. The maximum length of this field is 32 tdraradote:

The revision field is display only and cannot be edited when releasing a Document that
is in Review and ready to be released.

3. Enter the reason for releasing the Document in the Reason box. Reason is a required
field. The maximum length of thield is 255 characters.

4. Click the Cancel button to cancel the command, or click the Next button to continue.

Step 2:

Certain Document types or Mime Types may not allow the Document to be rendered.
Therefore, "Render the watermarked PDF file" may or natybe displayed.

If "Render the watermarked PDF file" is displayed and the box is checked, a watermarked PDF
file will be created. If you do not want the watermarked PDF file to be created, uncheck the
box.

1. Click the Cancel button to cancel the commanitkdhe Previous button to return to
the previous screen, or click the OK button to release the Document.

Step 3:

Note: This help will only be displayed if this system supports the Key Performance Indicator
(KPI) Tool for NMIS Metrics.

T An active Metric isequired to have a Metric date.
T An inactive Metric is not allowed to have a date.

1. In the Metric Status: box click on the down arrow and select the Metric status from the
list. Note: You must choose a Metric status from the list. You cannot leave this drop
down at Choose One.

The Metric Status Icons show the Key Performance Indicators. Each icon represents the
trend direction and the stoplight color. A Metric status can be:
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Notes:
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lInactive

Green- Improving
~|Green- Staying Constant
~ Green- Worsening

~ Yellow- Improving

~ Yellow- Staying Constant
~ Yellow- Worsening

" Red- Improving

-|Red- Staying Constant

- Red- Worsening

A late Metric icon will be displayed as opaque. For exale,
Stoplight Criteria

Green represents progress according to plan.

Yelbw represents an area of concern.

Red represents a significant problem.

Enter the Metric date in the Metric Date box. The system takes the date entered in the
Revision field and auto fills that date in the Metric date field. This only happens if the
User enters a date in the revision field. This field can be modified. Thec\dietie is
usually the reporting end date for the Metric. For example, if the Metric you are putting
in is for how the project performed during the month of July, it is likely that the Metric
Date would be 07/31/2004. An active Metric is required to hawedric date. An

inactive Metric is not allowed to have a date.

If "Render the watermarked PDF file" is displayed and the box is checked, a
watermarked PDF file will be created.

Click the Cancel button to cancel the command, click the Previous butt@tuimrto
the previous screen, or click the OK button to release the Document.

The selected Generation is marked as released.

A PDF Rendition of the released Generation will be created, if appropriate.

A history record will be generated for the raking of the Document.

Email will be sent to the notification and distribution associated with the Document. If
the Document is in Review, email is sent to the Review leader if they are not the current
User releasing the Document and to any voters on #s¢ level who have not voted.
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T If the Document was in Review, the Review state will be changed to Complete, the end
date will be set to the current date, and the in Review flag will be turned off on the
Document.

T If Document is a Metric and the MetricRewisiFormat System Property has a value, a
"Use: MMMdd-yyyy" message will be displayed just to the right of the revision.

T Update requests are inserted into the Search Manager Updates table to appropriately
update the Document for each Search Manager Hosethas what type of Search
Manager the host is and the web search value of the Document.

4.6.13. Replacing a Document

After the Document has been updated, it is ready to be replaced in the Document Manager.

Each time a Document is replaced a new Generation of teuDent is created. However,

there is an option when replacing a Document that allows you to overwrite the last Generation.
This option is not available if the last Generation is released, or if the Generation has been in
Review.

When a Document in Review successfully replaced, the new Generation has the same major
Generation number as the previous Generation but the minor Generation number is
incremented by 1. For example, if the previous Generation number was 3.0 the new Generation
number will be 3.1.

1 The Document must be reserved before it can be replaced.

1 The specified Document must be reserved by the current User, or the current User must
be an Admin.

1 The User must have the Create Generation privilege.

1 The User must have Reserve/Replace access tDdecement.

1 If overwriting, the User must also have the Delete Generation privilege and Delete
access to the Document/Generation.

T If overwriting, the Document cannot be in Review.

T If overwriting, the Generation being overwritten cannot be released.

Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Replace]
Step 1:
1. Enter the reason for replacing the Document in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.

2. Click the Cancel buttaim cancel the command or click the Next button to continue.

Step 2:
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The upload process may take a few minutes depending on the size of the file being uploaded.
Please be patient.

1.

Notes:

|l

At the File box click on the Browse... button to locate the file to be dtaréhe
Document Manager.

The File Upload box will be displayed.

In the File Upload box, select the drive/folder where the Document to be stored in the
Document Manager is located. To display all of the files in the folder, in the Files of Type
box, cli& on the down arrow and select All Files (*.*). Click on the file to be stored in the
Document Manager. This will automatically insert the filename in the File Name box.
Click the Open button.

Restricted Fetch Access allows you to add additional sec¢aritbye Document.

In the Fetch Access box, leave this set to Normal unless you need to add additional
security to the Document.

FEE Definition

Access

Normal Allows anyone within the selected domain Read access.
Automatically removes Reaktcess from the Document. To fetch
Document, Document owner must add users to access list and

. assign them Read Access, or if a password has been assigned
Restricted :

the Generation you must know the password. To add a passwd
to a Generation see Modify Generatidror further assistance,
contact the Help Desk.

To overwrite the last Generation, click in the box next to "Overwrite Generation #.#".
This will place a check in the box. If you do not want to overwrite the last Generation, do
not click on this box. Thagption is not available if the last Generation is released, or if

the Generation has been in Review.

To keep the Document reserved after replacing it, click in the box next to "Keep
Document reserved after replacing it". This will place a check in thelfomu do not

want to leave the Document reserved, do not click on this box.

Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK button to replace the Document.

Thespecified Document will be replaced.
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T If the specified Document is nonresident, replacing it will cause it to become resident.

T If overwriting the last Generation, last Generation record and its physical file will be
overwritten. If the last Generation israinor Generation and it is being overwritten,
then all minor Generations and their physical files will be overwritten with the single
new Generation. Otherwise, a new Generation record and its physical file are added to
the Document.

1 If the file name has nitiple adjacent periods in it, they will be replaced with a single
period.

1 The file will be stored encrypted if the Document's Document Category requires it;
otherwise, it will be stored in its native format.

T If the Document is in Review, the current Geateon number will be updated on the
Review.

1 A history record will be generated for the replacement of the Document as history of
the Document and history of the active Review if there is one.

1 Email will be sent to the notification associated with the Doeut. If the Document is
in Review, email will be sent to the Review leader if he/she is not the current User, and
any members of the current level.

4.6.14. Reserving a Document

Retrieving a Document for modification is called Reserve. Reserve means that theddoeim
locked by the requester and cannot be modified by anyone else at that time. If two users try to
Reserve a Document at the same time, the last User to make the request will receive an error
message stating the Document is already Reserved.

The specieéd Document must not already be Reserved.

The User must have the Create Generation privilege.

The User must have Reserve/Replace access to the Document.

The User must have Read access to the last Generation.

If the Document is in Review, the Review's ipgttmust allow Reserve and Replace.

If the Document is in Review, the current User must be of the allowed type of Review
leader or Document owner to Reserve the Document.

=A =4 =4 -4 -4 -4

Navigation: [DocMgr > Explorer > Select Desired Document > Side Menu > Reserve]
Stepl:
1. Enter the reason for Reserving the Document in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, or click the OK button to reserve the

Document.

Notes:
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T Ahistory record will be generated for the reservation of the Document.
1 Email will be sent to the notification associated with the Document. If the Document is
in Review, email will be sent to the Review leader and any members of the current level.

4.6.15. Unreleasi ng a Document

Unrelease will cancel a revision of the Document.

T The User must have the Release privilege with Read access to the Document OR the
User must have the Bypass privilege with Owner access to the Document.

T The User can Unrelease any revisiortefifis default).

1 The Document must not be reserved.

1 The Generation that is being Unreleased must currently be Released.

Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Unrelease]
Step 1:

1. In the Revision box click on the down arrand select the revision to be Unreleased.
The default is the latest revision. When unreleasing a specific Generation, the Revision
box will only list the revision for that Generation.

2. Enter the reason for Unreleasing the Document in the Reason box. Rieasoaquired
field. The maximum length of this field is 255 characters.

3. Click the Cancel button to cancel the command, or click the OK button to release the
Document.

Notes:

1 Update requests are inserted into the Search Manager Updates table to apprdpriate
update the Document for each Search Manager Host based on what type of Search
Manager the host is and the web search value of the Document.

Any pending Render Requests for the Generation are deleted.

Any rendered Renditions for the Generation are detete

A history record will be generated for Unrelease of the Document.

Email notification will be sent to the Document notification list, Document distribution
list, and Review leader of the completed Review for the selected Generation if the
Reviewleader is not the current User.

E e -

4.6.16. Unreserving a Document

The Document must be Reserved before it can be Unreserved. Unreserve is used to cancel the
Reserve/lock on the Document.

1 The User must have the Create Generation privilege.

183



Document Manager User Guide Reference

T The User must have ReservedaReplace access to the Document.
1 The specified Document must be Reserved.
T The User must be the User who Reserved the Document or an Admin.

Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Unreserve]
Step 1:
1. Enter the reason founreserved the Document in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, or click the OK button to Unreserve the
Document.

Notes:

1 A history record will be gemated for the Unreserving of the Document.
T Email will be sent to the notification associated with the Document.

4.7. Doc Categories

Each Document in TechDoc is assigned a Doc Category. This category usually refers to the
security classification of the Documgiit AR/EAR, Trade Secret, Privileged/Proprietary,
Commercial/Financial, Ne8ensitive, etc). TechDoc uses the Doc Category for multiple

purposes. An Admin can define whether a particular Doc Category can even be stored on the
Document Manager, and if it nébe stored, whether to store it in its native format or in an
encrypted format. The Admin can also specify whether or not a Document of this category
should have its text sent to the search engine(s) upon release. Doc categories are also useful for
reporting/searching purposes to find groups of Documents by classifications.

4.7.1. Doc Category Definitions

These are generally accepted Doc Category definitions. For additional information, contact your
export control administrator.

Category Not Yet Assigned
1 Waiting for a category to be assigned.
1 Any Document with this designation should be assigned one of the categories below as
soon as it can be determined.

Commercial/Financial

1 Source evaluation information.
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T Procurement sensitive information, such as vendootes (except vendor quotes as
part of an electronic auction), attribution information or results, negotiating positions.

T Commercially licensed software restricted in accordance with the license or agreement
under which it was obtained.

1 Confidential finacial data relating to contractors.

Export Administration Regulations (EAR)

"This document contains information whose dissemination to foreign persons is controlled by
Export Administration Regulations (EAR), 15 CFR780This document may not be placeal

a web site allowing uncontrolled access by the public. Transfer to foreign nationals in the U.S.

or abroad or making access to it possible from a web site that allows access by the public
requires a license from the Bureau of Industry and Security,Régartment of Commerce; or

an exception under the EAR, 15 CFR Part 740. Violations of these regulations are punishable by
fine, imprisonment, or both."

International Traffic in Arms Regulations (ITAR)

"This document contains information whose disseminatio foreign persons is controlled by
International Traffic in Arms Regulations (ITAR), 22 CFR3IRO his document may not be

placed on a web site allowing uncontrolled access by the public. Transfer to foreign nationals in
the U.S. or abroad or makiragcess to it possible from a web site that allows access by the
public requires a license from the Office of Defense Trade Controls, U.S. Department of State;
or an exemption under the ITAR, 22 CFR Part 125.4, etc. Violations of these regulations are
punishable by fine, imprisonment, or both."

Non-Sensitive Information

"Documents that are widely used by the organization in the performing their jobs and
information that is public or could be made public. This category includes all provided
information for ug by the community, organization only or organization and contractors that is
not otherwise categorized herein. It includes documents, which have already been made
publicly available through the Document Availability Authorization or DAA process or the
Defense Office of Freedom of Information and Security Review or DFOISR process. U.S. export
regulations; i.e., the EAR and ITAR, refer to this as "Public domain" data.”

Privileged/Proprietary

1 Information disclosing inventions and technical innovations, irolyidoftware,
protected under 35 U.S.C. 205 and FOIA Exemption 3, unless release is approved by
Center Patent Counsel.

1 Trade secret information protected or prohibited from disclosure under the Trade
Secrets Act (18 U.S.C 1905) or FOIA Exemption 4.

1 Copyridited materials unless approved for publication by the copyright owner.
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T Other information determined nomeleasable under FOIA.
T Most developed software (unless authorized)
T Personal information prohibited from disclosure by the Privacy Act or EQdAption 6.

This information includes, but is not limited to, Social Security numbers, home
telephone numbers, home addresses, and medical data.
T Investigative information.

Trade Secrets

T Technical innovations prior to release approval by patent counsel.
1 Invention disclosures.

4.8. Doc Comments

Doc Comments allow a Commenter the capability to add online Comments to a Document. The
Commenter can add a text comment and/or add an attachment. The Commenter can choose
which Generation to associate the Comments to.lE@omment is assigned a unique ID

number to allow easy discussion of different Comments between Commenters and Document
owners.

4.8.1. Adding Comments to a Document

Add Comments allows a commenter the capability to add online Comments to a Document. The
commentercan add a text Comment and/or add an attachment. The commenter can choose
which Generation to associate the Comments to. Each Comment is assigned a unique ID
number to allow easy discussion of different Comments between commenters and Document
owners.

Attachments are encrypted on the server just like generations when the Document category
requires it.

Note: Commenters also have the capability to add Comments and/or an attachment by clicking
on the link "When you are ready to make your text Comments andpdoad a file containing
your Comments, use the following URL" in the Request for Comments email they received.

1 The commenter must have Read access to the Document.
1 The commenter must enter text in the Comment field and/or attach a Document.

Navigation: [DocMgr > Explorer > Select Desired Document > Side Menu > Comments > Side
Menu > Add]

Step 1:

To add a text Comment and/or add an attachment, perform the following steps:
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Notes:

=

4.8.2.

In the Generation box, click on the down arrow and select the Generation youtavant
make Comments on. This box defaults to the latest Generation of the Document.
Enter the Comments in the Comment Text box. There is no length limit on the text
Comments field.

and/or

To add an attachment at the Attachment box click on the Browse..ohutt locate the
file to be stored in the Document Manager.

Note: The File Upload box will be displayed.

In the Look in box select the drive/folder where the document to be stored in the
Document Manager is located. To display all of the files in a foidéhe Files of Type

box, click on the down arrow and select All Files (*.*). Click on the file to be stored in the
Document Manager. This will automatically insert the filename in the File name box.
Click the Open button.

Note: If you add an attachmentlicking OK will begin a file upload process. This may
take a few minutes depending on the size of the file being uploaded. Please be patient.

Click the OK button to add Comments to the Document.

The Document has its Comment flag set.

If the Comnent has an attachment, the attachment will be saved in the appropriate file
area tree.

A history record will be generated for the Document having a Comment added.

Email will be sent to the notification associated with the Document.

Even though this capaliy is primarily intended for commenters to Comment on a
Document, Document owners are also allowed to add Comments as well.

Closing a Comment

Close Comment closes an open Comment in the Document Manager. Multiple steps are
required during the process irr@er to minimize the chances of an accidental closure.

|l

The User must have Owner access to the Document that the Comment is attached to.

Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Comments > Select
Desired Comment > Side Menulos€]

Step 1:
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The Comment to be closed and the Comment attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
The Comment to be closed and the Comment attributes are displayed.
1. Enter thereason for closing the Comment in the Reason box. This is a required field. The
maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK lmuttto close the Comment.
Notes:
T The Comment's Close Date will be set to the current date and time.
1 The Comment's Closed By field will be set to the current User.
1  The Comment will no longer be visible from the default show Comments screen.
1 A history recordwill be generated for closure of the Comment.

4.8.3. Reopening a Comment

Reopen Comment reopens a closed Comment in the Document Manager. Multiple steps are
required during the process in order to minimize the chances of an accidental reopening.

1 The User must h&Owner access to the Document that the Comment is attached to or
be an Admin.

Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Comments > Select
Desired Comment > Side Menu > Reopen]

Step 1:
The Comment to be reopened and tB®mment attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
The Comment to be reopened and the Comment attributes are displayed.

1. Enter the reason for reopening the Comment in the Reason Bhis is a required field.
The maximum length of this field is 255 characters.
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2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK button to reopen the Comment.

Notes:
T The Comment vlibe reopened and have its close date cleared.
T A history record will be generated for the reopening of the Comment.
1 Email will be sent to the commenters associated to the Document for the Comment.

4.8.4. Requesting Comments on a Document

Request Comments allowise User the capability to request Comments on a Document.

When a request for Comments is made, an email message is sent to all commenters associated
to the Document notifying them that their Comments are requested for this Document.

The email message canis the following links:

Link to fetch latest Generation of the Document.

Link to see Comments made to the Document.

Link to make your text Comments and/or upload a file containing your Comments.
Link to see more information about the Document.

=A =4 =4 =4

Thecurrent User must have Owner access to the Document.
1 The Document must have at least one User or Group associated as commenters to the
Document.

]

Navigation: [DocMgr > Explorer > Select Desired Document > Side Menu > Comments > Side
Menu > Request]

Step 1:

1. The Subiject is initially filled in. The User has the capability to modify the subject. This is a
required field. The maximum length of this field is 128 characters.

2. Enter any special instructions to the commenters in the Instructions box. This is a
required field. The length of this field is unlimited. These instructions will be placed in
the email message.

3. Click the Cancel button to cancel the command or click the OK button to send the
request for Comments.

Notes:
1 A history record will be generated fdné request for Comments.

1  Email will be sent out to all Users associated as commenters to the Document.
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4.8.5. Showing Comments

The Comment and Comment attributes are displayed. Comments are displayed as a block of
text and/or attachment. To view attachment, frothe Comment side menu, click on Fetch or
click on the link in the Attachment field.

A Specific Comment

Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Comments > Select
Desired Comment]

Field Name Definition
ID The unique IDumber of the Comment.
Document number this Comment is associated to. Click on the
Doc Number

Document number to see all Generations of this Document.

Generation | The Generation this Comment is associated to.

Open Date | The date and time thi€omment was created.

The User that created this Comment. Click the username to display

Commenter
User Info screen.

The date and time this Comment was closed. This field will be blank

CliosD D the Comment is open.
Closed B The User thatlosed this Comment. Click the username to display th
Y| User Info screen. This field will be blank if the Comment is open.
The file name for this attachment when this attachment is fetched. T
size of the uncompressed physical file associatél this attachment.
Attachment

Click on the link to open the attachment. None indicates no file was
attached.

If the Comment has an attachment, the path where the physical file
File Path stored is displayed. None indicates no file was attached. Only an Ad
canview the file path of an attachment.

The text of the Comment, if Comment was added as a block of text.
Comment was added as an attachment only, the following message
be displayed: "No text, see attachment.”

Comment
Text
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All Comments for ®ocument
Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Comments > Side
Menu > All Comments]

All Comments displays all the Comments for a specific Document.
The User must have Read access to the Document that the Comment(s) tmelong
1 The ID, Open Date, Commenter, Document Number, Generation, and Close Date are
displayed for each Comment.

The number of Comments is shown.
The Comments are listed in descending order by the ID.

Click on___to View Comment. _indicates an open Comment.

Clck on___to View Comment. __indicates a closed Comment.

Click on—to Show Info of the specific Comment.

The text of the Comment is displayed. If a large block of text was added, click the
More... link to display all of the Comment.

1 If an attachment was addedlick on the to Fetch the Attachment. If an attachment
was added and no text entered in the Comments box the following message will be
displayed: "No text, see attachment.”
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All Open Comments for a Document
Navigation:[DocMgr > Explorer > Select Desibextument > Side Menu > Comments > Side
Menu > Open Comments]

Open Comments displays all the open Comments for a specific Document.
The User must have Read access to the Document that the Comment(s) belong to.
1 The ID, Open Date, Commenter, Document NumBeneration, and Close Date are
displayed for each Comment.

The number of Comments is shown.
The Comments are listed in descending order by the ID.

to View Comment.__lindicates an open Comment.

Click on=to Show Info of the specifiéomment.

The text of the Comment is displayed. If a large block of text was added, click the

More... link to display all of the Comment.

1 If an attachment was added, click on theto Fetch the Attachment. If an attachment
was added and no text entered indlComments box the following message will be
displayed: "No text, see attachment.”

= =4 = = =4
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All Closed Comments for a Document
Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Comments > Side
Menu > Closed Comments]

Closed Comments display the closed Comments for a specific Document.
The User must have Read access to the Document that the Comment(s) belong to.
1 The ID, Open Date, Commenter, Document Number, Generation, and Close Date are
displayed for each Comment.

The number o£omments is shown.
The Comments are listed in descending order by the ID.

Click on”_lto View Comment.”_indicates a closed Comment.

Click on- to Show Info of the specific Comment.

The text of the Comment is displayed. If a large block of text was addddthaic
More... link to display all of the Comment.

1 If an attachment was added, click bnto Fetch the Attachment. If attachment was
added and no text entered in the Comments box the following message will be
displayed: "No text, see attachment.”
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4.9. Exploring

The Explorer is used to display and navigate through Cabinets, Folders, Documents, and
Generations in TechDoc. In order to explore a Document, Folder, and so forth, the User must
have Read access to it. For each item listed, the Explorer displays a fpaitkisyof

information. When displaying Cabinets and Folders, the Explorer only displays the selected
Cabinet or Folder, the Cabinets and/or Folders one level above, and one level below. Show Tree
can be used to view an entire listing of all the Cabinets Bolders in the selected Cabinet or

Folder.

4.9.1. Exploring

Clicking on Explore takes you to the explorer view of the current item that you have selected.
The Explorer view is where the Folders and Documents are displayed; for example, if you were
at the Documaet Info screen clicking on Explore would return you to the Document. If you are
already in the Explorer view, clicking on Explore repaints the screen.

To Explore a Document, Generation, Folder, or Cabinet the User must have Read access to it.
Everyone haRead access to root.

To view‘the detailed information for a Cabinet, Folder, Document, Generation or Rendition,
click on information icon.
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In the Explorer view of the current item that you have selected the number of Cabinets,
Folders, Documents or Gendéians are shown.

4.9.2. Showing a Tree

Show Tree displays the Folder/Cabinet tree starting with the specified Folder/Cabinet/Root.

1 The User must have Read access to the Folder/Cabinet; everyone has Read access to
root.

If a child Cabinet or Folder is encountetdt the current User does not have Read access to,
the Cabinet or Folder is displayed with the message "Not Allowed To View Contents" displayed
below it. No more of the tree under that Cabinet or Folder will be displayed.

4.10. Fetching

blah, blah, blah
4.10.1. Fetching a Document or Attachment

Fetch is used to fetch a document's generation, discussion attachment, a document
attachment, a document comment attachment, or a generation attachment. Fetch determines
if the user has permission to fetch the requestdd.fif not, a 401 Unauthorized response is
usually given to cause the user's browser to prompt for other credentials that might allow the
operation to take place. Depending on the IP address of the user, the system may simply deny
the request if promptings not allowed for that location.

4.11. Folders

Folders are used to create structure and organize Documents within TechDoc.
4.11.1. Creating a Folder

Create Folder provides the capability for Users to create subfolders to better organize the
Documents within their worlarea.

1 The User must have the Create Folder privilege.

The User must have Create Folder access to the parent Folder/Cabinet.

1 The name of the new Folder cannot be the same as any other Folder under the same
parent Folder/Cabinet.

=

Navigation:[DocMgr > Expl@ar > Navigate to Desired Location > Side Menu > Create Folder]
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Step 1:

1.

Notes:

Enter the Folder name in the Name box. Folder names must be unique within the same
parent Cabinet/Folder. Folder name is a required field. The maximum length of this field
is 64 charaters.

. Enter the description of the Folder in the Description box. The maximum length of this

field is 128 characters.

Enter the owner of the Folder in the Owner box by clicking on the down arrow and
selecting the name from the list. Only an Admin can astfig owner of a Folder.

By default, you will automatically be added to the notification list of this Folder. If you
do not want to be added to the notification list, uncheck the box next to "Check to add
myself/owner to the notification list".

By defaultyyour Organization is entered in the Organization box. If you need to change
the Organization, click on the down arrow and select it from the list. The Organization
selected is the Organization the Folder will belong to.

If the Documents created in this Ber should have RMA Records generated for them
automatically, select an RMA File Plan in the RMA File Plan box by clicking the down
arrow and selecting a file plan from the list. If automatic records are not desired, leave
this box blank.

Enter the reasorfior creating this Folder in the Reason box. Reason is a required field.
The maximum length of this field is 255 characters.

Click the Cancel button to cancel the command, or click the OK button to create the
Folder.

If "Check to addnyself/owner to the notification list" is checked, then you/the owner

will be added to the notification list.

A history record will be generated for creation of the Folder.

Email will be sent to the notification associated with the parent Folder/Cabingt@n
you/the owner if "Check to add myself to the notification list" or "Check to add owner to
the notification list" was checked.

The Folder will have the access specified by the DefaultFolderReadAccess System
Property if access is not updated at the tithe Folder is created.

4.11.2. Modifying a Folder

Modify Folder provides the capability for Users to modify the attributes of a Folder.

= =4 =4 =4

The User must have the Modify Folder privilege.

The User must have Modify access to the Folder.

Only the Document Administratman change the owner of the Folder.

The name of the specified Folder cannot be changed to a name being used by another
Folder in the same parent Folder/Cabinet.
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Navigation: [DocMgr > Explorer > Selected Desired Folder > Side Menu > Modify]

Step 1:

1.

Notes:

f
f

If apdicable, modify the Folder name in the Name box. Folder names must be unique
within the same parent Cabinet/Folder. Folder name is a required field. The maximum
length of this field is 64 characters.

If applicable, modify the description of the Folder e tDescription box. The maximum
length of this field is 128 characters.

If applicable, modify the owner of the Folder in the Owner box by clicking on the down
arrow and selecting the name from the list.

If applicable, modify if the owner of Folder shoulel ddded to the notification list.

Check the box next to "Check to add owner to the notification list" to add the owner of
the Folder to the notification list. Leave the box blank if owner does not need to be
added to the notification list.

If applicable, mdify the Folder Organization in the Organization box by clicking on the
down arrow and selecting it from the list. The Organization selected is the Organization
the Folder will belong to.

Enter the reason for modifying this Folder in the Reason box. Resasorequired field.
The maximum length of this field is 255 characters.

Click the Cancel button to cancel the command, or click the OK button to modify the
Folder.

If the current User is an Admin:
o If the owner has been changed, then gmmwate Groups for the previous owner
will be removed from the access and notification lists for this Folder.
o If "Check to add owner to the notification list" is checked and the owner is not
already on the natification list then they will be added.
A histay record will be generated for modification of the Folder.
E-mail will be sent to the notification associated with the modified Folder.

4.11.3. Deleting a Folder

Delete Folder deletes a Folder in the Document Manager. Multiple steps are required during
the proces in order to minimize the chances of an accidental deletion.

=A =4 -4 -4 -4

The User must have the Delete Folder privilege.
The User must have Delete access to the Folder.
The specified Folder cannot be deleted if it contains any Documents.
The specified Folder can cam child Folders, which may also contain child Folders, etc.
If the specified Folder contains child Folders:
o The User must have Delete access to each and every child Folder.
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o None of the child Folders can contain any Documents.
Navigation:[DocMgr > Expler > Selected Desired Folder > Side Menu > Delete]
Step 1:
The Folder to be deleted and the Folder attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
The Folder to be deleted and ttlder attributes are displayed.
1. Enter the reason for deleting the Folder in the Reason box. Reason is a required field.
The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click the Previous button to geoback
the previous screen, or click the OK button to delete the Folder.
Notes:
T All associations for access and notification to the Folder and any child Folders will be
deleted.
T History records will be generated for deletion of the Folder and any child Folde
T Email will be sent to the notification associated with the Folder, notification associated
with the child Folders (if any), and notification associated with the parent
Folder/Cabinet that the Folder was in before deletion.

4.11.4. Showing a Folder

Folder Infadisplays the full details for a specific Folder.

Navigation: [DocMgr > Explorer > Select Desired Folder > Side Menu > Show Info]

A Specific Folder

The User must have Read access to the Folder.

Field Name Description
Parent TheCabinet/Folder that this Folder belongs to. Click the link to go t¢
the parent Cabinet/Folder.
Name The name of this Folder.
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Description | The description of this Folder.

The User that owns this Folder. Click the owner's name link to disp

Owner
the User Info screen.

Organization | The Organization that this Folder belongs to.

The RMA File Plan set on this Folder if the automatic records featu
being used. If an RMA File Plan and RMA Record Set are set on th

R'\gﬁl?le Folder, anypocument created in this Folder will also have an RMA
Record created for it using the RMA File Plan and placed in the RM
Record Set.
The RMA Record Set used by this Folder if the automatic records
feature is being used. If an RMA File Rlad RMA Record Set are set

RMA Record : o :
Set on this Folder, any Document created in this Folder will also have &

RMA Record created for it using the RMA File Plan and placed in tf
RMA Record Set.

Created The date and time this Folder was created.

Modified The date andime this Folder was last modified.

4.11.5. Moving the Contents of a Folder or Cabinet

Move Contents allows a User the capability to move Folders and Documents from a source
Folder/Cabinet to a destination Folder/Cabinet. The User must bppeopriate access to the
Folder/Cabinet the Folders and Documents reside in. The User must have appropriate access to
where the Folders and Documents that are being moved, and the User must have appropriate
access to the Folder/Cabinet where the Foldard ®ocuments are being moved to.

T If the User is moving documents...
o The User must have the Modify Document privilege.
o The User must have Modify access to each document that is being moved.
o The User must have Create Document access to the destinationrfdtnet.
T If the User is moving folders...
o The User must have the Modify Folder privilege.
o The User must have Modify access to each folder that is being moved.
o The User must have Create Folder access to the destination Folder/Cabinet.

Navigation:[DocMgr> Explorer > Select Desired Folder or Cabinet > Side Menu > Move
Contents]

Step 1:
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1. Enter the reason for moving the Folders and/or Documents in the Reason box. Reason is
a required field. The maximum length of this field is 255 characters.
2. Click the Canddutton to cancel the command or click the Next button to continue.
Step 2:
User must have appropriate access to the contents that are being moved.

The Name/Number and Description/Title are displayed for each Folder and/or Document.

Note: If the Documenis reserved or in review the icons below will be displayed.

|___lindicates that the specific Document is reserved.

L___lindicates that the specified Document is in review.

L___lindicates that the specified Document is reserved and in review.

1. Select thecontents to be moved by clicking in the box, in the Move column, in front of
each Folder and/or Document to be moved. This will place a check in the box. You can
check each Document and/or Folder individually or you can click the Select All button to
seled all the Documents and/or Folders. Only the Documents and/or Folders with a
check in the box will be moved.

2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, click the Select All button to selddha Documents and/or
Folders, click the Unselect All button to uncheck all previously checked Documents
and/or Folders, click the Next button to continue.

Step 3:
User must have appropriate access to where the contents are being moved.

f  The contents camot be moved to root.

1 The contents cannot be moved if the source and destination Folders/Cabinets are the
same.

1 The contents cannot be moved to a Folder that is also being moved.

A Folder cannot be moved to any of its own descendent Folders.

¢ A Folder canniobe moved to a Folder/Cabinet that has a subfolder with the same name
already in it.

=
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1. Navigate to the destination Folder or Cabinet where the contents are being moved to,

by clicking on the appropriate |, or icons just like navigating the Folder
tree in the Explorer.

2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK button to move contents.

Notes:

1 A history record will be generated for the movement of each Folder and Document
being moved.

1 Email will be sent to the notification associated with the source Folder/Cabinet, the
notification associated with the destination Folder/Cabinet, the notification associated
with each Folder being moved, and the notification associated with €ozument
being moved.

4.12. Folder Shares

Folder Shares add the ability for ndechDoc users to view a Folder tree and fetch Documents
from the web without the need to build a website. However, if needed on a web page, the
Folder tree can be easily includeda frame on the web page. A Folder Share when viewed on
the web looks very much the same as it does in TechDoc displaying only Cabinets, Folders, and
Documents without any other menu bars or side menus.

4.12.1. Creating a Folder Share

Create Folder Shaeates a new Folder Share in the Document Manager. Folder Shares are
used to allow Users on the web to view a Folder of your Documents without having to log in to
TechDoc. Folder Shares provide a convenient way to allow Remote Users to view a group of
related Documents without the need for you to create a custom web page. For example, you
could create a Folder for a working group that you belong to, then you could create a sub
Folder for each month, and then you could place each month's Documents (megtintes,
notifications, reports, etc) in its Folder. Now you can send out the URL for your Folder Share
and each User can use it to navigate to the different months and download the Documents they
are looking for.

It is important to note that Users can sde Documents that are in the Folder Share, but each
Document still controls what access the User must have in order to fetch the Document. In
other words, just because the User can see the Documents in the share, it does not mean they
can fetch the Docuents.

1  The User must have Owner access to the Folder for this share.
1 The Folder Share name cannot be the same as any other Folder Share in the system.
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Navigation:[DocMgr > Explorer > Select Desired Folder > Side Menu > Shares > Side Menu >
Create]

Step 1:

1. Enter the Folder Share name in the Name box. The Folder Share name must be unique
within the same Document Manager. Name is a required field. The maximum length of
this field is 255 characters.

2. Enter the description of the Folder Share in the Descripgtiox. The maximum length of
this field is 255 characters.

3. Enter the Read access of the Folder Share in the Read Access box by clicking on the
down arrow and selecting if from the list.

Read

ACCESS Definition

Campus Campus network addresses can vidgng Folder Share.

Community | Community network addresses can view this Folder Share.

Any network address that can reach the server can view this

Global Folder Share.

4. Enter the reason for creating the Folder Share in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.

5. Click the Cancel button to cancel the command, or click the OK button to create the
Folder Share.

Notes:

T Anew Folder Share record will be created.
1 A history record will be generated for creation of the Folder Share.

4.12.2. Modifying a Folder Share

Modify Folder Share modifies a Folder Share in the Document Manager. Folder Shares are used
to allow Users on the web taiew a Folder of your Documents without having to log in to

TechDoc. Folder Shares provide a convenient way to allow Remote Users to view a group of
related Documents without the need for you to create a custom web page. For example, you
could create a Fder for a working group that you belong to, then you could create a sub

Folder for each month, and then you could place each month's Documents (meeting minutes,
notifications, reports, etc) in its Folder. Now you can send out the URL for your Folder Share
and each User can use it to navigate to the different months and download the Documents they
are looking for.
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It is important to note that Users can see the Documents that are in the Folder Share, but each
Document still controls what access the User nfwste in order to fetch the Document. In

other words, just because the User can see the Documents in the share, it does not mean they
can fetch the Documents.

1 The User must have Owner access to the Folder Share.
1 The Folder Share name cannot be the samengsaogher Folder Share in the system.

Navigation: [DocMgr > Explorer > Select Desired Folder > Side Menu > Shares > Select Desired
Folder Share > Side Menu > Modify]

Step 1:

1. If applicable, modify the Folder Share name in the Name box. Folder share narne mus
be unique within the same Document Manager. Name is a required field. The maximum
length of this field is 255 characters.

2. If applicable, modify the Folder Share description in the Description box. The maximum
length of this field is 255 characters.

3. If applicable, modify the Folder Share Read access in the Read Access box if needed.

Read

ACCESS Definition

Campus Campus network addresses can view this Folder Share.

Community | Community network addresses can view this Folder Share.

Anynetwork address that can reach the server can view this

Global Folder Share.

4. Enter the reason for modifying the Folder Share in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.
5. Click the Cancel button to cancel tbemmand, or click the OK button to modify the
Folder Share.
Notes:

1 The Folder Share record will be modified.
T A history record will be generated for modifying the Folder Share.

4.12.3. Deleting a Folder Share

Delete Folder Share deletes an existing FoRteare in the Document Manager. Multiple steps
are required during the process in order to minimize the chances of an accidental deletion.
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1 The User must have Owner access to the Folder Share.

Navigation:[DocMgr > Explorer > Select Desired Folder > Side M8&hares > Select Desired
Folder Share > Side Menu > Delete]

Step 1:
The Folder Share to be deleted and the Folder Share attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
TheFolder Share to be deleted and the Folder Share attributes are displayed.
1. Enter the reason for deleting the Folder Share in the Reason box. This is a required field.
The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel tbemmand, click the Previous button to return to
the previous screen, or click the OK button to delete the Folder Share.

Notes:

1 The Folder Share record will be deleted.
T A history record will be generated for deletion of the Folder Share.

4.12.4. Showing Folder Shares

Show Folder Shares displays all the Folder Shares that have been created in the Document
Manager. Only an Administrator can show all of the Folder Shares. If no Folder Shares have
been created on the Document Manager yet, the following messag be displayed: "There
aren't any Folder Shares in the system."

All Folder Shares

Navigation:[DocMgr > Admin > Miscellaneous > Folder Shares]

1 The Name and Description are displayed for each Folder Share.
1 The number of Folder Shares is shown.
1 Click @ =to Show Info for the specific Folder Share.

A Specific Folder Share
Navigation:[DocMgr > Explorer > Select Desired Folder > Side Menu > Shares > Select Desired
Folder Share]
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Folder Share Info displays the full details for a specific Folder Share.

Fiedd Name Description

The path of the Folder being shared. Click the parent Folder link {

Parent Folder go to the Folder.

Name The name of this Folder Share.

Description The description of this Folder Share.

Campus Campus Network Addresses can view this Folder Share

Community- Community Network Addresses can view this Folder
Read Access | Share.

Global- Any Network Address that can reach the server can view
this Folder Share.

The URL where thisolder Share can be viewed.

View Share
Link:

All Folder Shares of a Folder
Navigation: [DocMgr > Explorer > Select Desired Folder > Side Menu > Shares]

All Folder Shares displays all the Folder Shares for the selected Folder.

If no Folder Shares have been created om $klected Folder yet, the following message will be
displayed: "There aren't any shares for this Folder."

1 The Name and Description are displayed for each Folder Share.
1 The number of Folder Shares is shown.
1 Click on-to Show Info for the specific Folderah.

All Folder Shares You Own
Navigation:[DocMgr > My Work > Side Menu > Folder Shares]

My Folder Shares displays all the Folder Shares on Folders that you own. If there are not any
shares on the Folders that you own, the following message wdid@ayed: "You don't have
any Folder Shares."

1 The Name and Description are displayed for each Folder Share.
1 The number of Folder Shares is shown.
1 Click on_lto Show Info for the specific Folder Share.
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4.12.5. Viewing a Folder Share

Navigation:[DocMgr > MyWork > Side Menu > Folder Shares > Select Desired Folder Share >
Click View Share Link]

View Share displays an Explorer view for Folder Shares. Folder shares are used to allow Users
on the web to view a Folder of your Documents without having to log iretthDoc. Folder

shares provide a convenient way to allow Remote Users to view a group of related Documents
without the need for you to create a custom web page. For example, you could create a Folder
for a working group that you belong to, then you coatéate a sub Folder for each month, and
then you could place each month's Documents (meeting minutes, notifications, reports, etc) in
its Folder. Now you can send out the URL for your Folder Share and each User can use it to
navigate to the different montk and download the Documents they are looking for.

It is important to note that Users can see the Documents that are in the Folder Share, but each
Document still controls what access the User must have in order to fetch the Document. In
other words, just Bcause the User can see the Documents in the Share, it does not mean they
can fetch the Documents.

You can click on the Folders to navigate up and down the Folder Share. Once you navigate to
the Folder you are looking for, you can click on a Documentddlseavailable Generations.
Then you can click on the Generation to fetch it provided that you have access to do so.

4.13. Forms

Electronic Forms are used to capture data just like traditional paper forms do. However, they
offer the advantage of being fully seaable and exportable to a variety of formats. An
electronic form can be designed to replicate the layout of the original paper form while adding
security and data validation to the data collection process. Additionally, the DocuBrain Form
format is a sirple, humanreadable XML document.

4.13.1. Forms Management

Navigation: [DocMgr > Forms]

A User with the Forms Manager or Admin privilege will have access to all of the Forms
Management functions. A User with the Forms privilege will only have access to their. Forms

4.13.2. Publishing a Form

Publish Form is used to publish a generation as an electronic form in the document manager.
The file of the generation must be an XML file built using the DocuBrain TechDoc Electronic
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Form XML Format. After publishing the generatioradsrm, the form can be viewed under the

Forms

il

area in the document manager where is can be further configured if necessary.

The User must have the Forms or Forms Manager privilege.

Navigation: [DocMgr > Explorer > Select Desired Generation > Side MertlishFAs Form]

Step 1

1.

Notes:

f
f

Enter a name for the Form in the Name box. The Form name must be unique within the
same Document Manager. Name is a required field. The maximum length of this field is
255 characters.

Enter the description of the Form in thiescription box. The maximum length of this

field is 255 characters.

In the Available box, click the down arrow, and select Yes (form will be available and
accept form submissions) or select No (form will not be yet available to accept form
submissions).fis setting allows you to toggle whether or not the form will accept
submissions. This setting must be Yes to begin accepting submissions even if an
Available Start Date is specified.

If needed, enter the date the Form should become available in the Alai&tart Date

box. Use the first box for the date and the second box for the time. If Available Start
Date and/or Available End Date are left empty, the Form will be available to submit as
long as Available is 'Yes' and the Max Submissions have not éxsered.

If needed, enter the date the Form should no longer be available in the Available End
Date box. Use the first box for the date and the second box for the time. If Available
Start Date and/or Available End Date are left empty, the Form will beaila@ilo submit

as long as Available is 'Yes' and the Max Submissions have not been reached.

In the Days To Complete box, enter the number of days a user has to complete a
submission once they've started one. By default, this field is 0 meaning the user mus
complete the form once they've started and saving/resuming a form submission is not
allowed. Otherwise, this number indicates the that the user may take X number of days
to complete the submission. Additionally, this also enables the user to save psagrds
resume a submission at a later time if they are unable to complete it in a single sitting.
In the Max Submissions box, enter the maximum number of submissions this form
should allow or 0 if the form should allow an infinite number of submissions.

Enter the reason for publishing the Form in the Reason box. Reason is a required field.
The maximum length of this field is 255 characters.

Click the Cancel button to cancel the command, or click the OK button to publish the
Form.

A new Form record Wibe created.
A history record will be generated for publishing of the Form.
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4.13.3. Modifying a Form

Modify Form modifies an existing Form in the Document Manager.

f
il

The User must have Owner access to the Form.
The Form name cannot be the same as any other Fotireigystem.

Navigation:[DocMgr > Forms > Select Desired Forms > Side Menu > Modify]

Step 1

1.

Notes:

If applicable, modify the Form name in the Name box. Form name must be unique
within the same Document Manager. Name is a required field. The maxiength of

this field is 255 characters.

If applicable, modify the Form description in the Description box. The maximum length
of this field is 255 characters.

If applicable, modify the Availability setting by clicking the down arrow, and selecting
Yes (fom will be available and accept form submissions) or No (form will not be yet
available to accept form submissions). This setting allows you to toggle whether or not
the form will accept submissions. This setting must be Yes to begin accepting
submissionsen if an Available Start Date is specified.

If applicable, modify the date the Form should become available in the Available Start
Date box. Use the first box for the date and the second box for the time. If Available
Start Date and/or Available End Datee left empty, the Form will be available to submit
as long as Available is 'Yes' and the Max Submissions have not been reached.

If applicable, modify the date the Form should no longer be available in the Available
End Date box. Use the first box for ttate and the second box for the time. If Available
Start Date and/or Available End Date are left empty, the Form will be available to submit
as long as Available is 'Yes' and the Max Submissions have not been reached.

If applicable, In the Days To Compléiox, modify the number of days a user has to
complete a submission once they've started one. By default, this field is 0 meaning the
user must complete the form once they've started and saving/resuming a form
submission is not allowed. Otherwise, thismmoer indicates the that the user may take

X number of days to complete the submission. Additionally, this also enables the user to
save progress and resume a submission at a later time if they are unable to complete it
in a single sitting.

. If applicable,n the Max Submissions box, modify the maximum number of submissions

this form should allow or O if the form should allow an infinite number of submissions.
Enter the reason for modifying the Form in the Reason box. Reason is a required field.
The maximumdngth of this field is 255 characters.

Click the Cancel button to cancel the command, or click the OK button to modify the
Form.
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T The Form record will be modified.
T A history record will be generated for modifying the Form.

4.13.4. Deleting a Form

Delete Forndeletes an existing Form in the Document Manager.
1 The User must have the Forms privilege.
1 The User must have Delete access to the Form. Delete access is determined by the User
being a Document Administrator or the actual owner of the Form.
Navigation:[DocMgr > Forms > Select Desired Form > Side Menu > Delete]
Step 1:

The Form to be deleted and the Form attributes are displayed.

1. Click the Cancel button to cancel the command, or click the Next button to delete the
Form.

Step 2:
The Form to beleleted and the Form attributes are displayed.
1. Enter a reason for deleting the Form in the Reason box. This is a required field. The
maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click the Previous butt@tum to
the previous screen, or click the OK button to delete the Form.
Notes:
1 The Form record will be deleted.
T All Form Submissions of the Form will be deleted.
1 A history record will be generated for deletion of the Form.

4.13.5. Showing a Form

Show Form displys the details for multiple Forms or a specific Form.

All Forms

Navigation: [DocMgr > Forms > Side Menu > All Forms]
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All Forms displays all the Forms that has been created in the Document Manager.
Only the Document Administrator can show All Forms.
1 The Name, Availability, and Description are displayed for each Form.

T The number of Forms is shown.
1 The Forms are displayed in alphabetical order by name.

1 Clickon___Ito View a specific Form.
T Click on=to Show Info for the specific Form.

My Forms
Navigation: [DocMgr > Forms > Side Menu > My Forms]|

My Forms displays all the Forms that you are currently the owner of in the Document Manager.
If you have Owner access to a Form but are not the actual owner of the Form, it will not be
displayedhere.

The User must have the Forms privilege.

If you have not created a Form in the Document Manager, the following message will be
displayed: "You don't have any Forms."

1 The Name, Availability, and Description are displayed for each Form.
The number of Fans is shown.
1 The Forms are displayed in alphabetical order by name.

=

: o View a specific Form.
~to Show Info for the specific Form.

Owner Forms
Navigation:[DocMgr > Forms > Side Menu > Owner Forms]

Owner Forms displays all the Formsha Document Manager that you have Owner access to.
If you are the actual owner of a Form, it will not be displayed here.

The User must have the Forms privilege.

If you have not been associated for Owner access to any Form in the Document Manager, the
following message will be displayed: "You don't have Owner access to any Forms."

1 The Name, Availability, and Description are displayed for each Form.

1 The number of Forms is shown.
1 The Forms are displayed in alphabetical order by name.
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