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1. Introduction

TechDoc is an Electronic Document and Records Management System that is used to manage
the entire lifecycle of documents and the records related to them. You might\a&ky do |

need such a systemn a small office, you would probably know everythihgt is going on;

where important drawings, papers, invoices and the like would be stored in personal or shared
file cabinets. Information could be easily shared simply by asking the person sitting next to you
or looking in the file cabinet.

But what if yaur office has multiple locations, thousands of employees and/or hundreds of
contractors who are all creating, reading, writing, and sharing documents, pictures, drawings,
audio, video and other electronic files?

Hundreds or thousands of documents couldibeirculation at any given point in time. Some of
these documents may be proprietary or confidential and must be restricted to authorized
parties. Other documents may Beorksin-progress$ not ready for distribution, or may require
revision or approvalydifferent groups or individuals. And dbforget that all of these
documents must be properly accounted for. TechDoc provides a document management and
search engine environment that handles these important tasks. This allows your staff,
department, aml program to gain competitive efficiencies and maintain a secure repository.

By US law, Government organizations are required to maintain records. TechDoc helps ease this
burden with many innovative features. TechDoc has the concept of automatic recertisnC

types of documents should always have a record tied to them. For example, legal business
agreements between the Government and other organizations should always have a record
associated with them. TechDoc can automatically create and maintain edrizooa legal

business agreement as soonaaser places it in the system. TechDoc can also create

automatic records when documents are placed into specific cabinets or folders.

In addition to automatic records, TechDoc supports manual records. A usereate a record
set for a specific need, such as a new contract, an accident, a law suit, etc., and then create
records in that set against documents stored in TechDoc. Because TechDoc supports non
resident documents (documents that refer to physiezdi-world items or electronic items that
must be stored in another system), it is possible to add a record to the set that refers to the
non-resident item.

1.1. How TechDoc Is Organized

TechDoc stores electronimcuments folders, and file cabinets in a databahat is similar in
many ways to a conventional office file cabinet.

Throughout thigyuide references will be made to cabinets, folders, and documents. TechDoc
stores these items similar to Windows Linuxby using an organized hierarchy. Cabinets are at
the top level. They can contain documents and folders. Folders are at the second level. They
can contain single or multiple documents as well as other folders. Documents are at the bottom
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level. As mentioned earlier, documents can contain text documeistographs, audio, video,
engineering drawings, spreadsheets, and flowcharts.

Thefigure below gives a visual example of how this works:

1.2. TechDoc Navigation

TechDoc has been designed for easy navigation. Consistency is a key part of the design. Let
first look at the different areas that make atypicalscreen.

DocMgr demo AdminUser (Admin)
Explorer Lists My Work Reports Reviews Records Admin  Support Log Out
Search by: DocumentMNumber ~ Fars Advanced Search

i 3 Cabinets
Create Cabinet Name/Number Description/Title
Explore
Explore Home Root Contains All Cabinets
Set Default
SliE TS Mailboxes All user mailboxes
Help

Projects All project folders

Users All user home folders

A. On the top of the screen is the main menu bar, which performs several functions.
The first line of the main menu is mainly for informational purposes. It tells you that
you are working on a document manager (left), what server you are working on
(center),and whom you are currently logged in as (right). The second line provides
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navigation to the main areas of the application. Finally, the third line provides
searching features; quick search for the most common items (left) and advanced
search for all majotems (right).

B. In the mainbody of the screenis the current item this is being worked dWhen
multiple items are display, the current item will be highlighted. Notice that the Root
is highlighted in this example.

C. To the left of the current item is thed® menu. The side menu provides all the
commands that are available for the current item. In additional, a help link is
available at the bottom of each side menu. The help provides information about the
current screen that is being displayed.

1.3. Data Security and TechDoc

TechDoc is a robust platform for data storage and retridvakovidesdata storageand access
capabilitiesfor ITAR (International Traffic in Arms), EAR (Export Administration Regulations), as
well asvarious organization specific securiyandards (such adASAs NPG 2810.1 which

defines procedures and guidelines for implementing security for Information Technology
Systemy

TechDoc is designed to support a wide range of different environments, locations, and
operating systems. Security integrated into TechDoc at multiple levels all of which are
configurable by the Administrator. You can assign security via useosjgrant specific
permissions to a single document, or create broader access by group, physical network
location, projet, document classification or by defining custom roles. Once defined, these
settings can be applied automatically so that security is in place each time a document is
created by a specific user.

TechDoc features document encrypti(ohata at rest) encryped transmission via https, internal
firewall support, and a completaudit trail of all changes, ldgs, log outs, and document
fetches.

TechDocasupporis manydifferent userauthentication methods includingAMEbasedSingle
SigrOn(such as ADFS)wo Rctor (RSA SecurlD), LDAP, NT Domain, Radidisocal
username/password authentication maintained by the TechDoc sefegrmore information
on all of the TechDoc authentication methods, please seé\thiéenticatorssection below.

User access to documents can be restricted or granted in a variety of ways that best serve your
workflow and security need#inonymous read access can be granted based on the network
address group a user is coming from. Additional accesbeananted via TechDoc users

TechDoc groups, external authenticator groups (such as ADFS groups), or individual users from
a specific authentication source (such as ADje8thdoe) even if they don't have TechDoc
accounts.
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1.3.1. Configuring TechDoc Security

TectDoc uses multiple layers of security as an effective barrier teauthorized use. Access
can be limited to the location (Network Address) of your computer, type of user, category of
document, or a particular document. Security is quite flexible and eagasily created and

then later modified.

Below is a visual example of the TechDoc Security Mpdetation (Network Address):

GLOBAL

- -

The innermost circle is more restrictive while the outermost circle is the least restrictive. The
exception is the'Restricted circle which we will discuss in a moment.

Example: Locas the most restrictivecircle,while Globalsthe least restrictive.

Each innecircleis considered to be a subset of the outagrclecontaining it and is also
considered to be in thatircle The table below summarizes this relationship with a more
detailed explanation following.

Circle Restricted Local Campus Community Global
Campus )
_ Community
Subset Of Global Community Global
Global
Global

& Yol ol 1o h s Yol Yo Lo L)
More restrictive
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1.3.2. Network Address Categories

Local

Local is anyone who successfully logs in with a valid username and password from a computer
whose IP address lies withennetwork group trusted for log in purposed by the syst&pmly

Local users are permitted to make modifications to documents that tvery or have been

granted access. Read access is granted to the tiockby associating access to a document or
folder and adding*Local usersto the selectedusers'column.

Campus

Campus is normally used to define the IP addresses that are trustéolfm purposes, which
are part of the logical "Campus" for a specific TechDoc installationciftiescan also be used

to let anonymous users from these campus addresses the ability to read documents without
them having to log in or even having anuwadtaccount on the Document Manager. Campus
users are considered to be more trusted than community and global users.

Community

Community is normally used to define the IP addresses that are not trusted for jpgposes

but are trusted for reading docuemts that are somewhat sensitive but not enough to require
accounts. It is normally used to let anonymous users from these community addresses to read
documents without them having to log in or not even having an actual account on the
Document Manager. Tlyeare considered to be more trusted then global users but less trusted
than campus users.

Global

Global is used to specify that anyone who has internet access to the Document Manager can
read a document that has global access assigned to it. The except®ksown hacker sites

and countries with technology restrictions. Global is synonymous with Public, which is used on
many other systems.

The term"Global was chosen to emphasize the fact that you are giving worldwide access and
it must be used wisely a@uto the sensitive nature of many documents that should not be
distributed outside of the US. When in doubt, you should consult your local export control
office for guidance.

Restricted

Restricted is used to limit and control individual users having atoeBschDoc. It is defined by

a set of IP addresses ranges, which are considered to be partially trusted for a specific
Document Manager. A user coming from a restricted address may fetch (read) a document if
the document is Global or if the user entergalid username and password that has been
specifically associated to the document for read access. In addition, someone originating from a
restricted address can only log into a user account that is marked as restricted.
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When a restricted user logs int@dhDoc, they are still considered outside of the latalle

This means that restricted users cannot access documents just because a document has Local,
Campus, or Community read permissions. A restricted user must own a document, have been
specificallyassociated to the document for access, or the document must have Global read
permissions.

Additionally, restricted users cannot access folders just because a folder has Local read. A
restricted user must own a folder or have been specificadigociated to a folder to access it.

1.3.3. Authenticators

TechDoc supports many different user authentication methods; these are referred to as
authenticatorsLy G KS F2tt2¢6Ay3 &adzoaSOlAz2yasz 6SQff
security mechanism(s) dy implement

P
(@p])

1.3.3.1. SAML

The SAML (Security Assertion Markup Language) authenticator provides a means of
authenticating userdy validating theiSAMLassertior{s) against a trustedSAML IDP (Identity
Provider) This type of authentication is more commonly refst to as Single Sigbn.The IDP
typically serves a very large number of client applications; these applications are referred to as
SPs (Service Providéfyhen a user visits a TechDoc system configured with SAML
authentication carrying a SAML assertiotthvthem, TechDogacting as an SRl analyze the
assertion to see who it was issued by. If the issuer of the assertion is one of the trusted SAML
IDPs, TechDoc will do a quick check against that IDP to make sure the assertion is still valid and
then grant the user access to TechDoc. There are various scenarios where a user maybe
automatically carrying this assertion with them, but the most common scenario is when the
user is logged into a computer that is a pareaofActive Directory (ADgnvironment If the user

does not already have a SAML assertion when they visit TechDoc, they can typically just click
through the login process and be-dé&rected to the main IDP of their environment where they

can complete the login proces$s obtain a SAML assertion. Aftérey areauthenticated, they

will be redirected to TechDoc where their assertion is validated and they can then be given
access.

TheSAML assertion can be thought of as a digital access card thbebadigitallysigned (ad

usually also encrypted). The assertion, once decryptelduman readable XML that contains

Y2ald 2F GKS dzaSNRa O2NB [ GdNROodziSa o60GKIFG GKS
contain a unique identifier for the user such as a useeftbployee number, etc., and

potentially other attributes like first and last name, phone number, address, etc. TechDoc

focuses on the unique identifier to identify the subject (the user attempting to log in) and maps

that identifier to a TechDoc useraccaun 0 A F (G KS dzaSNJ KFa | ¢SOK520
common for SAML assertions that are provided from an AD environment to also contain the AD
groups the user belongs to. TechDoc can map AD groups to groups within TechDoc (by way of a
Tech Doc exterad group) to providexdditional access taserswith TechDoc accounts as well as
access to protected resources without the need of a TechDoc user account.
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In order for SAML to be used, it must first be configured on both the IDP sidsRafidchDo
side¢@LIAOlIfteés GKA&E A& R2yS o0& G(GKS SEOKIy3asS 27
metadata file to give to the IDP, simply log into a TechDoc instance. Visit the Admin screen and

Oft AO1 !'dziKSYGAOl 02NE dzy RSNJ { Kaihbe alinktBaysaygy (1 KS
{lal] YSGIRFGF® 2KSYy O2yFAIdzNAY3I | {!la[] |dzikKSy
file must first be placed in the etc directory under the TechDoc installation. Then when

configuring the SAML authenticata@ switch is usean the service data field to specify the

metadata by name.

It's also possible to specifdditional service providers (referred to as trusted clients) when
configuring a SAML authenticator within TechDiuese trusted clients are other software
applications thatare allowed access to TechDoc. In order for this scenario to work, TechDoc

and all of these trusted clients, must be configured on the IDP in the same circle of trust. Once
established, a trusted client can connect to TechDoc to access protecedroes. These

trusted clients must be carrying a SAML assertion with them that has been issued by the same
IDP. Once TechDoc sees this assertion has been issued by the same IDP it trusts, it will contact
the IDP, verify the assertion and then give thatsted client access to TechDoc.

A very common example of specifying a trusted client on a TechDoc SAML authergicator

when TechDoc is configured to allow one or more Microsoft SharePoint instances access. In this
scenario TechDoc and all of the SharePmistances are configured as service providers on the

IDP in the same circle of trust. Then TechDoc and all of the SharePoint instances must complete

the configuration on their side. Once all parties involved are configured, SharePoint can access
TechDodza Ay3 (GKS {h!t O{AYLXS hoaSoOu ! 00Saa t NRu:
(Business Connectivity Services) services. For more information on this, please view the

TechDoc SharePoint BCS Guide and SSO tutorials on docubrain.com.

TechDoc is ready fiGAML authentication out of the box meaning there is no need for anything
FRRAGAZ2YIFE 20KSNJ 0KIy |y L5tQa YSGIFIRFGE FTAES
recommended that an Admin update the default SAML signing and encryption certificate used
by TechDoc to sign and encrypt requekighe IDP with your own certificate. To update the
TechDoc SAML signing and encryption certificate, launch the Config TechDoc Utility located in
the bin folder under the TechDoc installation directory. Once the yf@itinches, click Import
SAML Certificate on the main menu. Then, on the Import SAML Certificate window, click the
Browse button and navigate to the PFX file for your certificate and enter the password for the
certificate so that TechDoc can decode thet@ard store it in the certificate storéOnce you

have done both of these, click the OK button. The default SAML signing and encryption
certificate has now been changed and you can close the Config TechDoc Utility.

Step by step tutorials for configuring A authentication can be found on docubrain.com by
simply searching othe terms SSO @AML. For more information, please view these
configuration tutorials and the SAML authenticator configuration help on the Create
Authenticator servlet.
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1.3.3.2. RSA ACE

The TweFactor RSA tokebased security is currently being phased out as-taaior

authentication is now typically handled by a Single ®)gndentity provider in most

environments. By configuring and using a TechDoc SAML authenticator against a SAML Identity
Provider (IDP) TechDoc can accept any type of auttieation the IDP is configured for.

Typically, an IDP can handle all sorts of security mechanisms such-taromechanisms

like RSA tokens, Smart Cards, SMS and more as well as most other standetd se

mechanisms. The use of the TechDoc RSA ACE authenticator moving forward is not
recommended as it will be discontinued very sodrfe recommend moving to a Single S@n
environment using a TechDoc SAML authenticator instead.

1.3.3.3. LDAP

The TechDoc LDARgtweight Directory Access Protocol) authenticator provides an

Fdzi KSYGAOFGA2Yy YSOKFYAAY (2 adUmAPsérvetzs SNDRa | O0S
authenticator supports various search and filtering mechanism to lgo&nd identify potential

users.

1.3.3.4. Windows Domain

The Windows Domain authenticator provides an authentication mechanism that works off
SAGKSNI §KS ¢SOK520 aSNIBSNRA R2YFAY 2NJ 0KS R2Y
trusts. When configuring this authenticator, there is onheaption and it must be specified

the name of the domainThe Windows Domaiauthenticatorauthenticates users via a

Windows Domain (Kerberos or NTLahd uses Microsoft's Security Support Provider Interface

(SSPI). SSPI automatically uses the most egeatocol available to complete the

authentication with the specified domain. To use ttyige of authenticatoythe TechDoserver

must be in a Windows Domain.

1.3.3.5. Radius

The RADIUS (Remote Authentication Ihdlser Server) authenticator uses a RADIUS&s&v
authenticate users and grant access to TechDoc. RADIUS has been around a long time and was
first used in the dialip era to provide user access control. While RADIUS is still used in some
cases, it is an older and less secure security mechanisns dieihig phased out of TechDoc very
soon. We recommend moving to a Single Signenvironment using a TechDoc SAML
authenticator instead.

1.3.3.6. TechDoc

The TechDoc authenticator provides a basic username password type authentication where
both the username and gaword are stored on the TechDoc server instance itself. When
creating a user account in TechDoc, the authentication ghpuldbe set to (Local) and a
username and password assigned. While most production instances predominang8yngse
SigrOnN, a lo@al TechDoc authenticator can still be handy for small deployments or for simple
test/evaluation deployments where just a few users are logging in.



Document Manager Admin Guide Introduction



Document Manager AdmiGuide Initial Setup

2. Document Manager Initial Setup

After the Document Manager is installed, initial setup needs to be performed. Although the
exact order is notritical, the followingsteps are listed in a logical order.

1) Initially, the Document Manager has one predefined user account named Admin. If you
have not already done so, log in to the Document Manager with the userrichain’
and the passwordpassword, without the quotes, and modify this account.

If the DocumentManager complains that you are not logging in from a campus address,
make sure you run the browser on the system where the Document Manager is installed
and use localhost or 127.0.0.1 as the host name in the URL (i.e.
http://localhost/servlet/dm.web.HomeRBge or
https://127.0.0.1/servlet/dm.web.HomePagdhcalhost(127.0.0.1) is always

considered a valid address to log in from.

Now modify the original Document Manager Account named Admin by clicking on the

Il RYAY YSydzz Of A O] A ydickiggyon thezuSNgon fdeyh® Adhiin { K2 ¢ X T
account and then clicking on Modify on the side menu. Modify the username and the
password for the account. This prevents anyone who might know about the predefined
account from using it to access your system.

Log at and log back in to Document Manager Account with the username and
password that you just set as part of this step.

2) Review and modify the system properties as appropriReticular attention should be
paid to the securityrelated system properties

3) Addcampus addresses where users are allowed to log in from.
4) Review and modify the document categories as appropriate.

5) Add other data, such as community addresses, employers, organizations, user accounts,
keywords, document types, etc.

6) Edit any of the .page files in\DechDotetc as appropriateThe actual drive lettefD:)
may vary based on a particular system's setup.

10
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3. System Properties

TechDoc uses system properties to allow customization of the Documemadéa by an
Admin. Because many of tipgopertiesplay a very important role isecurity, all system
properties should be carefully examined to ensure that they are properly set.

When modifying system properties, they are displayed in alphabetical ordeake them
easier to locate. The system properties are list below by categories to make it easier to
determine which ones affect which part of the system.

3.1. Security Properties

The following properties are related to security aspeftthe Document Managei hese
settings should bearefully reviewed because they direcHifectthe overall security of the
applicationand access that users can place on documents

AllowAssocRemoteAccesBnter"Yes or "No" to allow remote users to read and fetch access
to documents.When enabled, users will be able to associa®ote users from the defined
Authenticators to fetch documentsithout the remote user being required to have a user
account on the Document Manager.

AllowFetchbyUsernameFronBelectthe Network Circle"Campus, "Community, or "Globaf
that userscan use theiusername and passwotd fetch files by

AllowForgotPasswordEnter"Yes or "No". Allows users to automatically recover their
password by answering a predetermingdestion.

AllowLogInFromSelect NetworlCircle "Campus, "Community or "Global. Allows user to log
in to the system if they are a member of the Netw@iclechosen. Localhost (127.0.0.1) and
restricted addresses can log in regardless of what valagtbperty is set to.

DefaultAuthenticator: Select the authenticator to use when no authenticator is specified by the
user. If an SSO authenticator is chosen, the system will attempt to use SSO when a user logs in.

DefaultDocReadAccesSelect'Noné€', "Loal", "Campus, "Community or "Global. This
defines the default read access value when creating a document.

DefaultDocWebSearctBelect'No*, "Campus, "Community, or"Global. This defines the
default web search value when creating a document.

No: No document attributes are sent to the Search Manager(s) so the document is not
searchable from the Search Manager(s). The document is searchable, hoaretres,
Document Manager.

CampusDocument is searchable by the logit@bampus for a specific Tedboc
installation. Thigirclecan also be used to let anonymous users from these campus

11
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addresses to search documents without them having to log in or even having an actual
account on the Document Manager.

Community:Document is searchable by the lodit@ommunity" for a specific TechDoc
installation. Thigirclecan also be used to let anonymous users from these campus
addresses to search documents without them having to log in or even having an actual
account on the Document Manager.

Global:Documentis searchable via the web by anyone (with the exception of known
hacker sites and countries with technology restrictions.)

DefaultFolderReadAccesSelect "None" or "Local". This defines the default read access value
when creating a folder.

DefaultProjectReadAccessSelect "None" or "Local". This defines the default read access value
when creating a project.

EnableAutoSSOForFetchirigdicates that if the Default Authenticator supports Single g
fetching should automatically try to use it. It maketcféng more seamless but it also requires
users to have an SSO account to fetch documents that require credentials.

ExternalAppBlockMinutesThe number of minutes an external app credential is blocked after
the breakin threshold is reached.

ExternalAppBrekin: The number of failetbginattempts before an external app credential is
blocked. 0 means there is no limit.

ExternalBaseUrlThe base URL to be used in Email URLs and Search Manager URLSs that
reference this server. If no valuespecified, the system will use
https.//lyour.fully.qualified.host.name/servlet/

The Document Manager builds URLs to documents to place intails and to send to Search
Manager Hosts to provide a link back to a particular document. The value of thiwiliche
mandated by the configuration of the server and the servlet engine. If nothing is specified in
this field, then the following is created in its place: [tfffully.qualified.host.name/servlet/ in
front of the actual servlet class to the documeRtr example, if the server name of the server
that has the Document Manager installed is named DocMgid in theexample.condomain,
and the documeris generation ID is 10010, then the URL created to show the document would
be https:.//DocMgrl.exampleconyservliet/dm.web.Explore?gid=1001bttpsis the protocol,
DocMgrlexample.coms the fully qualified server namservletis the servlet path,
dm.web.Exploras the java servlet clasand gid=10010s the parameter name and value being
passed to the jaa servlet class. If a value is specifiedErternalBaseUrthen that value would
be used to create the URL. For example, if hittgm1.example.condifferentservietpath/ was
specified in the field, then the URL to show the same generation as abovd eul
https.//dm1.example.condifferentservietpath/dm.web.Explore?gid=10010.

12
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PasswordBreakinThe number of failed login attempts before a useaccount will be disabled.
0 means there is no limit.

PasswordDisableUsemhe number of days after a passwdrds expired when the user
account will be disabled. 0 means the useaccount will never be disabled.

PasswordLifeTimeThe number of days before a password expires. Once a password has
expired, it must be changed before the user can successfully |@gneans they never expire.

PasswordMinLengthThe minimum number of characters a password must contain when it is
changed.

PasswordMinLowerThe minimum number of lowercase characters a password must contain
when it is changed.

PasswordMinNumericThe mnimum number of numeric characters a password must contain
when it is changed.

PasswordMinSpeciallhe minimum number of special characters a password must contain
when it is changed.

PasswordMinTypesThe minimum number of different character types a password must
contain when it is changed. The four types are lowercase, numeric, special, and uppercas

PasswordMinUpperThe minimum number of uppercase characters a password must contain
when it is changed.

PasswordPreNotifyThe number of days before a password expires when a notification of
impending password expiration should be sent out. 0 means user will be notified on the day the
password expires.

PasswordReminderThe number of days before a password expires when teeesywill begin
displaying a reminder after every login that the user password will be expiring soon. 0 means
user will not be reminded.

PasswordReuseDay¥he number of days before a user can reuse the same password again. 0
means there is ntdays restriction on reuse.

PasswordReuseEntrie¥he number of different passwords a user must have before a
password can be reused. 0 means there isamiries restriction on reuse.

SystemAvailablelndicates if the system is available to radmin users. Note: Wen a non

admin user tries to log in, on the Log In screen, the following message is displayed: System
Unavailable. Only admin users are allowed to log into the system at this time. When an admin
logs in, he/she gets the following message above the exploesv: The system is currently
unavailable for noradmin users.

13
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UserDefaultPrivsThe default privileges that a normal user should be assigned when they are
first created.

UserLifeTimeThe number of days before a user account expires. 0 means they exviee.

UsernameReuseDay3$he number of days before a username can be reused again. 0 means
there is no restriction on reuse.

3.2. Email Properties

The following system properties affect different aspects of email on the Document Manager.
For convenience, atif the IMARspecific properties have been placed in their own section.

AlertGroup The name of the groufhat the system would enail in the event a system
problem was detected. If blank, the feature is disabled. You must first cregrteupand enter
the names of the individuals who are to bemember of thagroup.

DocDistributiorGroup Thegroupthat should be included in any mail distribution event for any
document in the system. If no value is specified, this feature will be disabled.

DocNotificationGoup: Thegroupthat should be included in any mail notification event for any
document in the system. If no value is specified, this feature will be disabled.

FolderNotificationGroup Thegroupthat should be included in any mail notification event for
any folder in the system. If no value is specified, this feature will be disabled.

MailSenderFromAddressThe email address that a system email message will be addressed
from. If no value is spdeed, the system will generate"@rom" address oDocMgr@hostvhere
'host is the full host name of this server.

MailSenderGatewayThe computer that SMTP mail messages are forwarded to. If no value is
specified, this feature will be disabled.

3.3. Data Validation Properties

All of the following properties are used to validate which characters are dafidgdata entry
of various fields in TechDoc. Each property has a sydefimed list of allowed characters. The
Admin can then use the property to furthersteict which characters are actually allowed on
their system.

AuthenticatorNameCharactersA list of valid characters allowed in an authenticaorame.

DocCategoryAbbrevCharacterA:list of all the valid characters allowed in a document
categorys abbeviation.

DocCategoryNameCharacte&:list of all the valid characters allowed in a document catégory
name.

DocNumberCharacterdA list of all the valid characters allowed in a document number.

14
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DocTypeAbbrevCharacters list of all the valid characteatlowed in a document typge
abbreviation.

DocTypeNameCharactera: list of all the valid characters allowed in a document typame.
EmpAbbrevCharacter® list of all the valid characters allowed in an empléyabbreviation.
EmpNameCharacters list of all the valid characters allowed in an empléyeame.

ExternalAppldentifierCharactersA list of all the valid characters allowed inexternal app
credential identifier.

ExternalAppSecretCharactera list of all the valid characters allowed when an external app
credential secret is initially generated.

ExternalAppSecretDefaultLengtffhedefault number of characters to make an external app
credential secret when it is initially generated.

ExternalAppSecretMinLengtirhe minimum number of characters that an external app
credential secret must be when it is changed.

FolderNameCharacterslist of all the valid characters allowed in a folder name.
GroupNameCharactersA list of all the valid characters allowed in a group name.
HostNameCharacterd list of all the valid characters allowed in a host name.
KeywordCharactersA list of all thevalid characters allowed in a keyword.
MimeTypeCharactersA list of all the valid characters allowed in a mime type.

OrgAbbrevCharacters list of all the valid characters allowed in an organizasion
abbreviation.

OrgNameCharacterd list of all the vid characters allowed in an organizatismame.
ProjectNameCharactersA list of all the valid characters allowed in a project name.
ReportNameCharacter® list of all the valid characters allowed in a report name.
RevisionCharacterdA list of all thevalid characters allowed in a revision.
UsernameCharacters list of all the valid characters allowed in a username.

3.4. IMAP Properties

TechDoc allows Email clients (such as Outlook, Entourage, Thunderbird, etc.) to connect to the
Document Manager usintpe standard IMAP and/or IMAPS protocols. By default, IMAP and
IMAPS are disabled. The following properties must be set before Email clients can connect to
the server.

15
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ImapAutoDocNumberThe automatic document numbering mask used when documents are
createdin the Doc Manager via IMAP. If this field is left empty, IMAP is disabled. The mask
format uses the following codes: %MHour, %M- minute, %S second, %Lmilliseconds, %m
month, %d- day , %y year, %Y short year, %u4 username, %#number, adl #s for more

digits. For example, to create an auto numbering mask that would produce documents number
formatted as yeamonth-day followed by sequential numbers (i.e. 2611801-0001, 201611-
01-0002,etc.) you would enter %9om%d%#### where the %y regsents the year, the %m
represents the month, the %d represents the day, and the %#### represents enough decimal
places for up to 9999 documents. If you need more or less documents, add or remove
additional # characters.

ImapDocCategoryThe abbreviatiorof the Doc Category to use when creating documents via
IMAP. If this field is left empty, IMAP is disabled.

ImapDocReadAcces$he default read access set on documents when creating them via IMAP.
ImapDocTitleThe optional title used when creating docungivia IMAP.

ImapDocTypeThe abbreviation of the Doc Type to use when creating documents via IMAP. If
this field is left empty, IMAP is disabled.

ImapDocWebSearchthe default web search value set on documents when creating them via
IMAP.

ImapEncryptionRequiredindicates if encryption is required before IMAP will allow the use of
the LOGIN command (IMAPS). If set NO, an IMAP client may transmit passwords as clear text. If
set YES, IMAPS is required.

ImapEncryptionStrongtndicates if strog encryption must be used when communicating with
IMAP clients. If set to no, weaker cipher suites that are easier to compromise will be allowed.

ImapFolderDescriptionThe optional description to use when creating folders via IMAP.
ImapFolderReadAccess$he default read access set on folders when creating them via IMAP.

ImapProtocolsStrongindicates if protocols must be strong when communicating with IMAP
clients. If set to no, weaker protocols that are easier to compromise will be allowed.

3.5. Mail Receiver Properties

TechDoc allows Email clients (such as Outlook, Entourage, Thunderbird, etc.) to send email to
the Document Manager using the standard SMTP or SMTPS prdtbealeceived emails

and/or their attachments are then stored as documents based orrdires of the individual

mail receiversThe following properties are used to control various systeitle aspectdor all

of the mail receivers definedn this system

MailReceiverEmailDomainrhe email domain that mail receivers on this computer are pfrt o
If no value is specified, it will default to the full host name of this computer.

16
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MailReceiverEncryptionStrondndicates if encryption must be strong when mail receivers are
communicating with SMTP clients. If set to no, weaker cipher suites thataarerg¢o
compromise will be allowed.

MailReceiverPortNumberThe port number that mail receivers on this computer should listen
on.

MailReceiverProtocolsStrondndicates if protocols must be strong when mail receivers are
communicating with SMTP clients. If set to no, weaker protocol suites that are easier to
compromise will be allowed.

MailReceiverRequiresAutiDetermines if mail receivers require authenticatitmo
communicate with SMTP clients.

MailReceiverRequiresTLBetermines if mail receivers require TLS to communicate with SMTP
clients.

3.6. Metric Properties

TechDoc supports a Metrics Dashboard that allows large or small organizations tusakdy
performance indicators ttelp track and improve decision making within the organizations. In
TechDoc, any document can be a Metric as long as its Doc Type matches the Doc Type specified
by theMetricDocTypesystem property. The following system properties asedito enable

Metrics and control how they work on this system.

MetricDefaultReportingLagDayd:he default reporting lag days to use when creating a new
metric.

MetricDocNumberRegEXthe regular expression that specifies a valid document number for a
metric. It must include one and only one capture group. That capture group is the value that
will be shown in metrics dashboard as the metric number. For example:
[Mm][Ee][Tt[Rr][II][Cci\d{4,4})

MetricDocTypeThe abbreviation of the Doc Type that signiiemetric If no value is
specified, Metrics will be disabled on the system.

MetricMinimumPageCountThe minimum number of pages a metric should have. If it falls
below the minimum, the user will be notified by email that there may not be enough pages in
the metric. If O is specified, this feature will be disabled.

MetricNotificationGroup Thegroupthat should be included in any metrspecific mail
notification event for any metric in the system. If no value is specified, this feature will be
disabled.

MetricOrgAbbrevCharactersA list of all the valid characters allowed in a metric organization
abbreviation.

17
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MetricOrgNameCharacterd list of all the valid characters allowed in a metric organiz&tion
name.

MetricReminderDueDaysThe number of days befe a metric is due when a reminder
notification should be sent out. If O is specified, this feature will be disabled.

MetricReminderLateDaysFhe number of days after a metric is late when a reminder
notification should be sent out. If O is specified, tf@ature will be disabled.

MetricReportingLagDaysModifiabldndicates if the reporting lag days on a metric are
modifiable by noradmin users.

MetricRevisionFormatThe format to display beside the revision input for a metric.

3.7. Miscellaneous Properties

The following is a list of addition system properties that can be set to further customize this
Document Manager.

AutoDocNumberMaskEnter codes to allow automatic document numivey when a

document is created and no document number is gividiowable codes are (YsHhour, %M-
minute, %S second, %L milliseconds, %mmonth, %d- day, %y- year, %¥ short year, %u
username, %#number, add #s for more digits). If you want to use more than one code, list
multiple codes without puttingaces in between. For example, to create an auto numbering
mask that would produce documents number formatted as y@anth-day followed by

sequential numbers (i.e. 20111-01-0001, 201611-01-0002, etc.) you would enter %@m%d
Y#### where the %y reprass the year, the %m represents the month, the %d represents the
day, and the %#### represents enough decimal places for up to 9999 documents. If you need
more or less documents, add or remove additional # characters.

BanneHome The name to put in the eger of the main banner on each page's output. If no
value is specified, the system will default to the host name specified in original URL that invokes
each servlet.

BannerNameThe text to put in the left home area of the main banner on each servlet's
output. If no value is specified, the system will use the wgidme'.

CommentBriefCharLimitThe maximum number of characters a comment is limited to when
shown in a brief listing. Enter O for no limit.

CommentBriefLineLimitThe number of line breaks a coment is limited to when shown in a
brief listing. 0 means there is no limit.

DefaultHistoryDaysEnter"Number of days This defines the number of days to do a history
display on.

DocNumbersModifiableindicates if document numbers are modifiable by ramimin users.
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HistoryOnFetchindicates if history records should be written when documents are fetched.

LastDailyMaintenanceThe last date that daily maintenance was performed. This property is
automatically maintained by the system and rarely needs tonb@ually changed.

MaxRenderRetryCounflThe maximum number of times to retry rendering a released
document before stalling the request.

MaxResultsPerDynamicSearchhe max number of results to show on dynamic searches that
are performed by autocompleting juts.

MaxResultsPerScreefhe max number of results to show on a single screen before using
paging. Most screens that can output large amounts of data"lass Modify Documents
"Mass Modify Foldér etc.) use this setting.

MaxSelectionCountThe max number of results to show before individual selection is disabled.
Most screens that can output large amounts of data (iMass Modify Documents"Mass
Modify Foldet, etc.) use this setting.

MaxSmRetryCountThe maximum numlreof times to retry sending a request to a Search
Manager before stalling the request.

SharePointBCSDefaultMaxResulithe max number of results to return for SharePoint BCS
searches that do not specify a limit. 0 means there is no restriction on the nuoflitems
returned.

StatusRetrievalFetchindicates what type of fetching and display should be allowed on
Generations on the Status and Retrieval display.

UsersByOrgtndicates if user home folders should be created under organizations. If not,
UsersParpt determines how user home folders are set.

UsersParentif UsersByOrgs "Nao", this is the parent cabinet/folder that a usethome folder is
created under. If empty, no folder is created and the tseome folder is set to root. If
UsersParenis set b "/", a cabinet will be created as the usehome folder.

WebSearchCampusndicates if Campus will be listed in the web search drop down for
documents.

WebSearchCommunityindicates if Community will be listed in the web search drop down for
documents

WebSearchGlobalndicates if Global will be listed in the webarch drop down for
documents.
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4. Rendering

Rendering is the automatic conversion of a document to a Portable Document Formair(PDF
PDF/A after it has been released. PDF is a file format that captures all the elements of a printed
document as an electronic image that you can view, navigatet, am forward to someone

else.

PDF/A is a variation of PDF that is intended for longgen preservation. However, PDF/A
documents tend to be larger than normal PDF files and may have visual discrepancies from the
original document because of various limitations placed on PDF/A, which make it easier to
support than normal PDF.

There are twaactions that submit generations for rendering:
1 Release Document
1 Resubmit Rendition

When either of these commands is issued, a record is added tB¢nelerRequegable for a
specific generation of a document. TRenderRequedable is d'holding placé for
generations that need to be rendered to PDF.

If, for technical reasons, the rendering process needs to be stopped, records can still continue
to be added to theRenderRequegtable through normal Document Manager activities. The
rendering process can ém be started up at a later time when the technical issues are resolved
and it will then begin processing the records in the table.

For performance and server security reasons, rendering is performed using a virtual machine.
Various products are installeahd preconfigured on the virtual machine. The virtual machine is
started up, readied to render a document, a snapshot is taken of the virtual machine, and then
the virtual machine is turned off.

The Rendetaskperiodically'wakes up and checks th&®endeRequestable for any records.
The Rendetaskreads eactRenderRequeghat is not stalled (retry count is net) and
attempts to create the rendition for the specified generatiasing the saved snapshot of the
virtual machine If the rendition cannobe created, the RetrZount for the specific
RenderRequess incremented, or set to negative ond) if it's at the maximum number of
times to retry rendering as set in the System Properties. If the Rannt is set to negative
one (1), then thatRenarRequestecord has stalled and no further attempts will be made to
render the generation.

4.1. Overview of Rendering Process

As stated earlier, rendering is the process of converting a document into a watermarked PDF.
Rendemng is performed using a virtualaohine Currently, the rendering process supports the
virtual machine running under Virtual Server, Hyfperor VMware. The virtual machine does
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not need to be running on the same server as the Document Man&ger to theappropriate
installation guidéfor the version you are running for details on configuring tireual machine

Here is a stefby-step overview of ths process:

T

The Render Task is controlled through the Admenus Background Tasks screelh
must be running for any rendering to takéace.

The Render Taglontinuously checks for requests to render documents. This occurs
when a user releases a document or a user resubmits a rendition.

The Render Task turns on the virtual machine from its saved snapshot

The Render Task sends a copthefDocuments generation file to the Render Agent
running on the virtual machine.

The Render Agerm@mrender.exe uses the documeésnativeapplication orviewer to
print or save the file to a PDF fil& watermark is applied to the PDF file in the process

The Render Agent returns the PDF file to the Render Taskeburns an errorin the
event that the file could not be rendered. The render alert will be sent to the individuals
on thesystemalert groupin the latter case

The Render Task stops thetual machine without saving any changes. This
accomplishes several things.

o The most important is that it stops viruses dead in their tracks by losing any
changes on the virtual machine that a virus might have made. Should a virus
make it through a servés defenses, this prevents a file from passing the virus on
to the next file that is rendered.

0 The second this is that this prevents long running resource issues. Various
applications that are used in the rendering process have had resource issues in
the past, which prevented them from freeing all the resources they allocate
during the process. Eventually, this could affect the rendering process. However,
using the virtual machine from a saved snapshot ensures that the process always
starts fresh with no bildup of resources.

4.2. Features and Limitations

Hyperlinks from Microsoft Office documents are carried over from the native document. This
includes internal links, such as Table of Contents, and external links to the World Wide Web.
This feature is available Microsoft Office products and iGrafx FloaaCZter. The following
features of the native documents can be converted from Word, Excel, and PowerPoint files.

At this time,mostother document typesio notsupport hyperlinks being carried over to PDF
format. This is normally due to limitations in thative applications and the Windows printer
architecture.
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Excel files will only have tteelectedworksheet rendered intahe PDF. In an instance where

the user wants to show a specific part of a sheet instead of the whole thing, Set Print Area can
be used Select all cells to appear in the rendition, then go under the File menu and choose
"Print Ared, "Set Print Ared. To print a single chart, click toleet it and save the document.

To render multiple sheets withimaExcefile, the following requrements must be met:

1 All sheets to be rendered must be selected in Excel by holding the Ctrl key and clicking
on their respective tabs.

1 Each sheet must have the same print quadity scalingexcel has a problem for some
time of not properly prints multife worksheets if they have different print quality or
scaling.

1 Print Areas for each worksheet have already been set.
1 The file has been saved with the appropriate selections made.

If a file requires a password to be opened, it will not be rendered. Alsoyrdents that contain
corruptions or cause errors when opened will not be rendered.

4.3. Rendering Rules

As stated previously, Rendering is the process of converting a document into a watermarked
PDFThe Render Agent performs the actual process of printingoverting the document

Problems arise becausiee Render Agerthaslittle control over the process between the time

it asks Windows to prinbr converta document and the time it takes tactually do it During

this period, the application called upon torint or convert the filecan prompt for user input.

This can happen for a variety of reasons: error messages, macros inside the documentsprompt
for password, etc. The problem is that in most cases the application will waitnitdififor

the user torespond.

To work around this problem, the TechDoc team has developed a scripting language to simulate
user input. The script for the render process is located file namedrenderRules.ini

4.3.1. General Render Settings

RenderRules.irdontains severajroupsof settings Currently, there is only ongeneralsetting
under the[Render Settingsjection

printTimeout ¢ This is the time in seconds for the render process to wait for the ipgrafa
document. After this amount of time, render will return regardless of whether or not a PDF file
was successfully rendered.

22



Document Manager Admin Guide Rendering

4.3.2. Render Method Settings

The Render Agent supporggveral different methods for trying to print or convert files based
on their file extension. ThERender Methodkection defines the mapping between a file
extension and the method that should be used to print or convert it. Mappings are listed one
per line in the following format:

fileExt=method
The file extension is specified without the leading peribde following methods are supported:

acrobatc The file should be sent to Adobe Acrobat and allow it to convert the document to PDF
and watermark it.

aaobat/nowatermark ¢ The file should be sent to Adobe Acrobat and allow it to convert the
document to PDF but danapply a watermark.

cscriptg The file should be sent to@Scripto convert the document to PDF and watermark it.

cscript/nowatermark¢ The file should be sent to@Scripto convert the document to POfut
don't apply a watermark.

shell¢ The file should be sent to the Windows Shell to print the document to PDF and
watermark it.

shell/nowatermark ¢ The file should & sent to the Windows Shell to print the document to
PDF but dot apply a watermark.

4.3.3. CScript Settings

When a file extension is supposed to be rendered viaceiptor cscript/nowatermark
method. The[Render CSCRIPSEction defines the mapping betweerfile extension and the
CScripfile that should be usedVappings are listed one per line in the following format:

fileExt=scriptFileName

The file extension is specified without the leading period. The follo@gripfile names are
supported:

CATechDotscripta ExcelRender.vbs
CATechDotscriptaiGrafxRender.vbs
C\TechDotscripta PowerPointRender.vbs
C\TechDotscripta PublisherRender.vbs
C\TechDotscriptd VisioRender.vbs
C\TechDotscripta WordRender.vbs
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4.3.4. Rules

Ruks are used to decide what to do when windows pop up during the rendering process on the
virtual machine Each ruléhas its owrsection named [Rule X], where X starts antl must be
contiguously numberedf the [RuleY] section is not foundthe RuleY-1 is consideredo bethe

last ruleeven if Rule Y-+éxists

Each ruleconsists of conditions and actions. Conditions are used to describe a window that may
appear and actions describe what should be done if the conditions are met by a window.

Consider thdollowing example rule:

[Rule 1]

ClassName=bosa_sdm_Microsoft Word 9.0
WindowTextMicrosoft Word

Action=close

The first two lines are conditions and the third line is the action that should be taken if a
window meets those conditions.

4.3.4.1. Conditions

There ae three possible conditions #h can be specifiedClassNamgVNindowText and
Generic

ClassName This condition specifies the class name of the window must contain this string.
The class name is almost impossible to determine without special develogowst such as
Spy++, found in the Microsoft Visual Studio distribution. The class name of most dialogs is
"#32770. Remember, the class name only has to contain the string specified in the condition.

WindowText¢ This condition specifies that the wind&stext must contain this string. In most
windows the text of the window is the text othe title bar.

Genericg This condition specifies that a generic condition be set to true. Generic conditions are
set through the actiorisetbool'. This condition spefies the index of the values that must have
been set by a previous call to the actitsetbool'. Actions will be discussed in detaillre next
section. This condition is usually used to determine if another windaw previously opened

on the same document

4.3.4.2. Actions

If all of a rulés specified conditions are true, then the specified action(s) will be taKesse
are the available actionsutton, childinput, close command delay, input, log, logstatic
messagepostinput, setbool timeout, andsequenceHere is a description of each action:

button, TEXT This action locates a button on the window that is labeled with TEXT and
attempts to simulate a user pushing this button by sending WM_LBUTTONDOWN and
WM_LBUTTONUP at this butterscreen coordinates. Note: The text that appears inside a
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button is not recessarily the visual button text. Sometimes the actual button text may contain
an'&' character to designate that the next character is an accelerator.

childinput,XPOS,YPOS,CHARAGCJ Hfts action sends keyboard input to the child window
located at XPOS?OS relative to the upper left corner of the parent window.

close¢ Closes the window immediately.

command,WPARAM,LPARAQPosts a WM_COMMAND message to the window with these
parameters. Refer to the following fthe mostcommonWPARAM values

IDOK 0x00@M0001

IDCANCEL 0x00000002
IDABORT  0x00000003
IDRETRY  0x00000004
IDIGNORE 0x00000005
IDYES 0x00000006
IDNO 0x00000007
IDCLOSE  0x00000008
IDHELP 0x00000009

delay(ACTIONg This action creates a new thread that will perform ACTION after a delay of one
second. The delayed action can be nested inside a sequence call but not vice versa.

input, CHARACTERThis will simulate keyboard input. It suppotés-'Z, '0'-'9', "', '\" "', and the
special characterdT (tab) and~E (Enter). This action will send input to the window that has
focus. If the computer is locked, this action is useless. To send keyboard input to a particular
window, use thechildinputaction.

log(TEXTY This action logs messages to shared memory that will be writtestderr if an error
code is returned. This is used to explain why the render process failed.

logstaticg This action will log the text found on static child windows of this window. Ithedn
determine why the render process failed.

messageMESSAGBE/PARANMLPARAM, Posts a message to the window. Use Spy++ to
determine theWPARANand LPARAMRefer towinuser.hto get the actual number value of
messages. The following are the most commondbiMs messages:

WM_DESTROY 0x0002
WM_KEYDOWN 0x0100
WM_KEYUP 0x0101

WM_MENUCOMMAND  0x0126

postinput, CHARACTERT his will send keyboard input to the window that meets the specified
condition. This is usually used internally by other actions.
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setbool INDEXNDEX X Sets the values of an internal array to a Boolean vdNIBE>Xtan be
an integer from e255to set the index to true!INDEXs usedo set the index to false. This
action is used in conjunction witiné Genericondition to indicatevarious states between
different windows when rendering a document.

timeout, TIMEC Closes the window afteFIMEseconds.

sequencefACTIONACTION)(ACTIOKXIX; Performs actions in sequence from left to right.
ACTIONan be any action specified in tlgsction excepfor sequence

4.3.4.3. Processing

Rules have théollowing basic syntax, whereequals some positive integer:

[Rule X]

ClassName<class name of window this rule applies to>

WindowText=<text of the window this rule applies to>

Genericxindex of the generic booda condition this rule applies to>
Actior=<action to be taken if ClassName AND WindowText AND Gemericue>

When a window is activated, the script engine stavith rule #1s conditions. If the window
doesrit match these conditions, the script engigees on to the next rule and so on. When the
script engine finds a rule that matches, it performs the action specified then stops processing
rules for that window. If the script engine camatch the window with a rule, it ignores the
window.

If ClassNamappears wihout a correspondingVindowTextor Generig or Generic and
WindowTextappear without a correspondinglassNameetc., the missing condition(s) are
assumed to be true.

If Actionappears without at least oneondition, this action will be takenybdefault and rules
greater thanXwill not be processed.

If rule Xdoes not have an action, then rule numbéd is consideredo bethe last valid rule in
the chain.

If Actionis an action that the script engine doésrecognize (i.e. misspelling), théms action
is considered to be atgnoré. In other words, nothing happens and no more rules will be
processed.
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5. Backup and Restore Requirements

TechDoc, like most applications, does not direpdyform backup and restore operations.

Instead, it relies on an external application to backup and restore the code, support files, and
data that comprise the TechDoc application. This section describes the general guidelines that
should be used to ensutbat TechDoc has been properly backed up and restored.

TechDots backup requirements are relatively straightward. The code and support files
should be backed up on a regular basis along with the rest of the operating system and
applications. Most of ta code and support files reside under the directory tEe€lechDoc
The actual drive lettefD:)may vary based on a particular systsmetup. The rest of the
support files reside under the web seri@document root in thelm andtd subdirectories. For
example, if the web server document root i®\htdocs the subdirectories would be
DAhtdocsdmandD:\htdocstd.

The backup of TechDoc data is a little more involved. The application stores data in two
different ways. All recor@riented data is storeth a database (usually Microsoft SQL Server on
Microsoft Windows servers). The generations of all documents are stored as separate physical
files out in different directory trees (known as file areas in TechDoc terminology) on one or
more disk drives on #aserver. Typically, databases have their own backup requirements and
may even require different backup software than what is used for normal disk drive files. For
TechDots data to be properly backed up, the database backup and the file area backup(s)
shauld ideally be performed with no data changes occurring between the backups. If updates
do occur during the time the database and the file areas are backed up, the records in the
database backup may not accurately match the generation files in the figelaekup(s).

Restoration is inherently more complicated than the backup process. The most difficult task is
trying to restore data and/or files while maintaining consistency throughout the application
(and the system, for that matter).

Consistency betweesoftware and data is very important. As future versions of the TechDoc
software are released, it will be imperative to ensure that new code ian against older
incompatible data and vice versa.

As mentioned above, it is essential to keep the databaskthe file areas as consistent as
possible. To assist in this task, TechDoc has an administrator function"déiefy Integrity

which can perform a full internal database check, a database to file area(s) integrity check, and
a file area(s) to database integrity check to help ensure that all application data has been
returned to a consistent state. Refer to the reference seciiothis guide for more details on
"Verify Integrity .

5.1. Restoring Deleted Generations of Documents

Whenever a generation is deleted in TechDoc, a log file entry is written to the normal TechDoc
log. A generation can be deleted using the commands Delete Dattyidelete Generation,
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and Replace Document (when the overwrite option is usddhe log file entries will look
something like this:

***+x*x TechDoc Message at 01/01/2014 00:00:00 *****
Deleted file for Document 'TE$Z3', Native Gen 2.0 (8355,11672) darReplace Document
command: BDmFiles00000000011\11672.pdf

***+xx TechDoc Message at 01/01/20141:11:17 *****
Deleted encryptedd(123456789ABCDKEie for Document 'TESB6', Native Gen 1.0
(8509,12550) during Delete Generation commandE&Files00000000011\12550.jpg

Each deleted file log entry tells ytlve document number, generation number, document ID,
generation ID, command, and the full file pdtr the generation file that was deleted. If the
generation was encrypted because of the assigneduinent Category, the log entry also
specifies the decryption keglfown in the second example log fdatry aboveusingthe
examplehexadecimal valu8123456789ABCDEF

Based on the first log file entry listed above, you would instruct your backup apdmatestore
file EADmFile§000.0000011\11672.pdfto a new location using the most recent backup that
occurred before 01/01/2014 00:00:00. Once the file has been restored and given to the user,
the user could rename it if they wish,tose normal TechDamzommands to put the generation
back into TechDoetc

The second file islat trickier because the generation filwas encrypted. Firstjou would

instruct your backup operator to restore filADmFile$000. 000011\ 12550.jpgto a hew

location still onthe DM using the most recent backup that occurred before 01/01/2014
11:11:11.But now, the file must be decrypted. An admin must log onto the server (in Windows
not TechDoc) where the DM is running and use a Windows command line utility to decrypt the
file. Let's assume thélt2550.jpgwas restored to the folder @estored on the DM's server. You
would perform the following steps to decrypt the file:

1) Log into Windows on the server where the DM is running.
2) Open a command prompt.
3) Change directory to:Gestored

4) Enter the following command substituting the real values where necessary:

TechDocDecryptFile.exd23456789ABCDHER550.jpgD12550.jpg

5) Upon running the command, you will be prompted for a valid Admin username and
password for the DM before the commamdll attempt to decrypt the file.

0123456789ABCDHEdthe decryption key as shown in the log file enfr550.jpgs the
original generation file restored from the backupl12550.jpgs the new file name to write the
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decrypted version of the file to. Note that if the wrong decryption key is used, no error message
maybe displayed but the contents will still be scrambled.

Once the file has been decrypted and the decrypted version has been given to the user, the
user could rename it if they wish tase normal TechDoc commands to put the generation back
into TechDogetc
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6. Document Manager Admin Reference Section

This section contains a reference for all thémin level commands available on the Document
Manager.

6.1. Accessing Admin Commands

All Adminspecific commands can be accessed by clicking on Admin on the main menu bar. The
Admin link is only displayed for Users with the Admin privilege.

A user with the Adhin privilege has full administrative access to the system. An Admin
automatically has all other privileges and has full access to all data within the system.

Metric Organizations, Metric People, and Metric Types will only show up in the Create and
Show maus if Metrics are enabled. The MetricDocType System Property must be set to a valid
Doc Type abbreviation in order to enable Metrics.

Render operations are only available if rendering is currently enabled on the system. Rendering
is enabled while instalig or upgrading TechDoc by selecting one of the supported rendering

configurations. In addition, the sern#iased ConfigTechDoc utility can be used to enable or
disable rendering. The feature cannot be changed via the web interface.

6.2. Authenticators

Authenticators are used for validating usernames and passwords from other sources. They can
be used to specify an alternate authorization for TechDoc Users. They can also be used to
associate Read access to Documents for Remote Users that do not have an acdbent on
Document Manager.

6.2.1. Creating an Authenticator

Create Authenticator creates a new Authenticator in the Document Manager.
1 The user must have the Admin privilege.
1 The Authenticator name cannot be the same as any other Authenticator in the system.
1 Name andService are mandatory.

Navigation: [DocMgr > Admin > Create... > Authenticator]

Step 1:
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Notes:

f
f

6.2.2.

Enter the Authenticator name in the Name box. Authenticator name must be unique
within the same Document Manager. Name is a required field. The maximum length of
this field is 32 characters. Note: The AuthenticatorNameCharacters System Property
contains a list of all the valid characters allowed in an Authenticator's name.

Enter the Authenticator service name in the Service Name box by clicking the down
arrow and glecting it from the list. Service Name is a required field. You cannot leave
this field as Choose One.

Enter the Authenticator service data in the Service Data box if needed. Refer to the
information box displayed on the bottom of the data entry screendjpecifics about

what to enter into this field.

Enter the reason for creating the Authenticator in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.

Note: To save this Authenticator and create another oriek¢he box next to "Save this
Authenticator and Create Another". This will place a check in the box. If you do not want
to create another Authenticator, leave the box blank.

Click the Cancel button to cancel the command, or click the OK button to cteate t
Authenticator.

A new Authenticator record will be created.
A history record will be generated for creation of the Authenticator.

Modifying an Authenticator

Modify Authenticator modifies an Authenticator in the Document Manager.

f
f

The user must havthe Admin privilege.
Name and Service are mandatory.

Navigation: [DocMgr > Admin > Show... > Authenticators > Select Desired Authenticator > Side
Menu > Modify]

Step 1:

1.

If applicable, modify the Authenticator name in the Name baxthenticator name

must be unique within the same Document Manager. Name is a required field. The
maximum length of this field is 32 characters. Note: The AuthenticatorNameCharacters
System Property contains a list of all the valid characters allowed Audrenticator's
name.
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2. If applicable, modify the Authenticator service name in the Service Name box by clicking
the down arrow and selecting it from the list. Service Name is a required field. You
cannot leave this field as Choose One.

3. If applicable, modif the Authenticator service data in the Service Data box if needed.
Refer to the information box displayed on the bottom of the data entry screen for
specifics about what to enter into this field.

4. Enter the reason for modifying the Authenticator in the Beabox. Reason is a
required field. The maximum length of this field is 255 characters.

5. Click the Cancel button to cancel the command, or click the OK button to modify the
Authenticator.

Notes:

1 The Authenticator record will be modified.
T A history record W be generated for modifying the Authenticator.

6.2.3. Deleting an Authenticator

Delete Authenticator deletes an existing Authenticator in the Document Manager. Multiple
steps are required during the process in order to minimize the chances of an accidental
deletion.

The user must have the Admin privilege.

The specified Authenticator must not be assigned to any Users.

The specified Authenticator must not be in use by any Reviews or Review Teams.
The specified Authenticator must not be in use by any Remote Adsos.

=A =4 =4 =4

Navigation: [DocMgr > Admin > Show... > Authenticators > Select Desired Authenticator > Side
Menu > Delete]

Step 1:
The Authenticator to be deleted and the Authenticator attributes are displayed.
1. Click the Cancel button to cancel the command,lickdhe Next button to continue.
Step 2:
The Authenticator to be deleted and the Authenticator attributes are displayed.
1. Enter reason for deleting the Authenticator in the Reason box. This is a required field.
The maximum length of this field is 2Bbaracters.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to delete the Authenticator.
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Notes:

1 The Authenticator record will be deleted.
1 A history record will be generatedrfdeletion of the Authenticator.

6.2.4. Showing Authenticators

Show Authenticators displays a listing of all the Authenticators in the Document Manager.

All Authenticators

Navigation:[DocMgr > Admin > Show... > Authenticators]

=A =4 =4 =4

The user must have the Adnmivilege.

The Name, Service Name, and Service Data are displayed for each Authenticator.
The number of Authenticators is shown.

The Authenticators are listed in alphabetical order by the Name.

Click orn

]

to View a specific Authenticator.

7 Clickon"

o Showinfo for a specific Authenticator.

A Specific Authenticator

Navigation: [DocMgr > Admin > Show... > Authenticators > Select Desired Authenticator]

Authenticator Info displays the full details for a specific Authenticator.

Fiela Definition
Name
Name The name of this Authenticator.
: The type of authentication service that this Authenticator uses. For mol
Service . ] . ) . e .
information, see the discussion on the available authentication services
Name .
the Create Authenticatocommand.
Service The datahat is sent to the service for this Authenticator. For more
information, see the discussion on Service Data inGhmate
Data .
Authenticatorcommand.
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6.2.5. Determining User Attributes

Some Authenticators can return aars attributes to the Document Manager. If present, these
user attributes can be used for different purposes (e.g. membership in External Groups).
Unfortunately, an Admin can't directly see which attributes are being returned for a specific
user. The followying commands make it easy for an Admin to email a user (even one who may
not have a TechDoc account) and have them click a link that will provide the Admin with the
user attributes that an Authenticator will return for that user when they access the Dentim
Manager.

6.2.6. Requesting User Attributes

Request User Attributes allows an admin to send an email to an SMTP email and see which user
attributes that user has against the current authenticator. In order to complete the request, the
user must have an accouah the specified authenticator and they must click on the link in the
email when they are on a computer (or other device) that has network access to the Document
Manager and the Authenticator's service. They do not have to an account on TechDoc to
complete the request.

1 The current user must have the Admin privilege.
T The authenticator must support Single Sign to perform this request.

Navigation:[DocMgr > Admin > Show... > Authenticators > Select Desired Authenticator > Side
Menu > Request]

Step 1:

1. Enter an SMTP address in the To box. You can optionally use the To button, to add one
or more Users and/or Groups. SMTP addresses are specified by their SMTP address,
Users are specified by username, and Groups are specified by a plus sign followed by the
Group name. For example, if you were trying to enter a Group named myGroup you
would enter +myGroup. To specify more than one SMTP address, User, or Group,
separate each entry with a semicolon. For example, john.doe@example.com;
usernamel; +myGroup; usenmae2.
Optionally enter one or more SMTP addresses, Users, and/or Groups in the Cc box.
Optionally change the subject for the email in the Subject box.
4. Optionally change the body for this email. The toolbar above the body provides various
copy/paste, font, brmatting, and alignment functions.
5. Alink is not shown but it will automatically be added below the body of the email that
the user should click on to provide their user attributes back to you.
6. Click the Cancel button to cancel the command or click timel $etton to send the
email.

w N

Notes:
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T Email will be sent to those specified in the To and Cc fields.

T If one or more of the email recipients click on the link at the bottom of the email, they
will be authenticated against the current authenticator. If susfekand attributes are
returned to TechDoc, an email will be sent to you showing the user's available
attributes.

T The link in the email is only available for 7 days. After that, anyone using the link will
receive a message that the link has expired. If till need their attributes, you will
need to send them a new request for attributes.

6.2.7. Supplying User Attributes

Supply User Attributes allows a user (including users that don't have a TechDoc account) to
authenticate against an authentication service dhdn it automatically sends the user's

attributes back to the Admin that made the request. If everything is successful, the user will see
a message in their browser that their attributes have been emailed back.

In the event of problems, Supply User Attribs will attempt to tell the user what is wrong and
how to resolve it. If the user is stuck or has questions, they can reply to the original emalil
request or contact the Admin via other means for further assistance.

1 The user's browser must hametwork access to the document manager and the
authentication service. It may be necessary for the user to use VPN or go to another
device with network access before the URL will work.

1 The user must have an account on the authentication service and studbess
authenticate in order to complete the request.

T The link in the initial email is only available for 7 days. After that, anyone using the link
will receive a message that the link has expired. If the Admin still needs the user's
attributes, the Admin Wi need to send the user a new request for attributes.

6.3. Background Tasks

Background Tasks are automated TechDoc processes that perform various system functions in
the background without any user interaction. Each task can be stopped or disabled if desired.
For example, TechDoc allows IMAP and IMAPS access to Email clients. These tasks can be
disabled if you do not wish to provide this functionality. In addition, several of the tasks
communicate with remote systems and it may be desirable to temporarilpliisme of these

tasks if the associated remote system will be unavailable for maintenance, an upgrade, etc.

6.3.1. Manage Background Task

Navigation:[DocMgr > Admin > Miscellaneous > Background Tasks > Select Desired Background
Task]
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Manage Background Taakows you to start, stop, wake, disable and enable background tasks.
It is important to remember that a stopped task will start again if Tomcat or the server is
restarted; a disabled task will not.

6.3.2. Showing Background Tasks

Background Tasks displays a# 8ackground Tasks in the Document Manager.

All Background Tasks

Navigation:[DocMgr > Admin > Miscellaneous > Background Tasks]
1 User must have the Admin privilege.

Background Tasks are automated TechDoc processes that perform various system functions in
the background without any user interaction.

Encryption This task runs in the background periodically to check for generations that should
be encrypted or decrypted. In addition, the document manager awakens this task if there is a
change that requires Erge amount of documents to be encrypted or decrypted.

Imap- This task provides a standard IMAP service for users of Outlook or other email programs
that support IMAP. It allows users to store and retrieve email to and from TechDoc with all the
standardcapabilities (save as records, history, reporting, etc). The Imap Background Task
supports STARTTLS so that passwords and emails can be encrypted during transmission
between the client email software and TechDoc.

Imaps- This task provides a standard IM&Bervice (IMAP over SSL) for users of Outlook or
other email programs that support IMAPS. It allows users to store and retrieve email to and
from TechDoc with all the standard capabilities (save as records, history, reporting, etc). All
information is encypted during transmission between the client email software and TechDoc.

Mail - Email is not sent directly out to the mail gateway specified in the SmtpGateway System
Property. Instead, emails are saved into the database prior to being sent. This preweits

from being lost if the SMTP gateway is currently down or unreachable. After an emalil is saved
to the database, the Background Task is immediately sent a "wake" command so that it can
process the new email. In addition, the Mail Background Taskswak&very 2 minutes on its

own and checks the database for any emails that need to be sent out. If there are any, they are
processed by trying to send them to the SMTP gateway. If for some reason the email could not
be sent, then the retry count is increanted by one and the email record is retained in the
database to be processed the next time that the Mail Background Task wakes up. When the
email is successfully sent, it is deleted from the database. Any mail messages that are in the
database for more tan 4 days will be automatically purged.
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Maintenance- This task is performed once a day. This task deletes files left in the temporary
folder used for creating and replacing documents. Any files located in the temporary folders of
active file areas are defed if the date that they were last modified is more than a day older
than the current date that the task is running. Temporary folders for file areas are located in
the directory for that file area and are named "temp". This task also semadailenotification to
users whose passwords are going to expire in x number of days from the date of the
LastDailyMaintenance System Property. If the password notification is successful, the
LastDailyMaintenance System Property is updated with the current date.

Render- This task creates a PDF version of generations that need to be rendered. This includes
generations that have been released with the option "Render the generation to a watermarked
PDF" selected. It also includes generations that have been resubmitteenidering. When this

task starts, it sleeps for 1 minute and then runs every 2 minutes.

SmUpdater This task processes any documents, document categories, document types,
employers, keywords, or organization records that need to be sent t&t#ach Manager
specified in the Search Manager Hosts list. This task runs 1 minute after the Doc Manager
application is first run and then again at 4 minute intervals.

1 The State, Task Name, and Description are displayed for each Background Task.
The numbeiof Tasks is shown.
1 The Background Tasks are listed in alphabetical order by the Task Name.

=

T Click on to View a specific Background Task.
1 Click on=to Show Info for a specific Background Task.

A Specific Background Task

Navigation:[DocMgr > Admin > Mistlaneous > Background Tasks > Select Desired Background
Task]

Background Task Info displays the full details of a specific Background Task.

Field Name Definition

Name The name of this Background Task.

Description | The description of thiBackground Task.

The state of this Background Task.
Disabled Background Task is disabled and cannot be started until the
State task has been enabled again.

Running Background Task is currently running and actively performir
work.
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Sleeping Backgroud Task is currently sleeping.
Stopped- Background Task is stopped.

The current status of this Background Task. For example: sleeping,

Status . )
processing an item, etc.

The ability to stop and start Background Tasks is provided. For example, there may be a
temporary need to stop the submitting of documents to search managers if there is a problem
with the network. By stopping the Background Task, no further attempts will be made to send
documents to search managers, but documents can still be updated atetiad TechDoc.

Once the problem has been fixed, and the Background Task started, any pending documents
will be sent to the Search Managers. Alternatively, the Background Task that sends Updates to
the Search Managers can be temporarily stopped so thairdscin the corresponding table are

not "stalled".

The ability to wake up a Background Task if it is sleeping is provided. For example, there may be
a need to wake up a Background Task if an Admin is waiting for the task to run and there will be
a long wai before the system wakes the task up.

The ability to disable and enable a Background Task is provided. Disable prevents a task from
starting even if TechDoc or the server is rebooted. For example, if you did not want to provide
the normal IMAP service tasers, you could disable the IMAP Background Task and it will be
unavailable until an Admin enables and starts the IMAP Background Task again. Basically, use
Stop when you want to stop a task for a short period of time and use Disable for longer periods
of time even lasting over TechDoc and server reboots.

To start a Background Task, from the Task Menu click Start.

To stop a Background Task, from the Task Menu click Stop.

To wake a Background Task, from the Task Menu click Wake.

To disable 8ackground Task, from the Task Menu click Disable.

To enable a Background Task, from the Task Menu click Enable.
To return to All Background Tasks from the Task Menu, click Tasks.

=A =4 =4 -4 4 -4

6.4. Doc Categories

Each Document in TechDoc is assigned a Doc Category. Egergatsually refers to the

security classification of the Document (ITAR/EAR, Trade Secret, Privileged/Proprietary,
Commercial/Financial, Ne8ensitive, etc). TechDoc uses the Doc Category for multiple
purposes. An Admin can define whether a particulac Bategory can even be stored on the
Document Manager, and if it can be stored, whether to store it in its native format or in an
encrypted format. The Admin can also specify whether or not a Document of this category
should have its text sent to the se&rengine(s) upon release. Doc categories are also useful for
reporting/searching purposes to find groups of Documents by classifications.
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6.4.1. Creating a Doc Category

Create Doc Category creates a new Doc Category in the Document Manager. Each document is
assiged a Doc Category. This category usually refers to the security classification of the
document (ITAR/EAR, Trade Secret, Privileged/Proprietary, Commercial/Financial, Non
Sensitive, etc). TechDoc uses the Doc Category for multiple purposes. A TechDocatdmin

define whether a particular Doc Category can even be stored on the Document Manager, and if
it can be stored, whether to store it in its native format or in an encrypted format. The Admin

can also specify whether a document of this category shoukhould not have its text sent to

the search engine(s) upon release. Doc Categories are also useful for reporting/searching
purposes to find groups of documents by classifications.

1 The user must have the Admin privilege.

1 The Doc Category abbreviation canbetthe same as any other Doc Category in the
system.

T All fields are mandatory.

Navigation: [DocMgr > Admin > Create... > Doc Category]
Step 1:

1. Enter the Doc Category abbreviation in the Abbreviation box. Doc Category abbreviation
must be unique within ta same Document Manager. For example: NS would be the
abbreviation for the Doc Category N@&ensitive Information. Abbreviation is a required
field. The maximum length of this field is 16 characters. Note: The
DocCategoryAbbrevCharacters System Propentyados a list of all the valid characters
allowed in a Doc Category's abbreviation.

2. Enter the Doc Category name in the Name box. Doc Category name must be unigue
within the same Document Manager. The Doc Category hame is displayed in the Doc
Category dromlown list when creating or modifying a document. Name is a required
field. The maximum length of this field is 64 characters. Note: The
DocCategoryNameCharacters System Property contains a list of all the valid characters
allowed in a Doc Category's name.

3. In the Allow Stored Here box click the down arrow and select Yes (allow documents of
this Doc Category to be stored in this Document Manager) or No (do not allow
documents of this Doc Category to be stored in this Document Manager).

4. Inthe Allow Full Textox click the down arrow and select Yes (allow documents of this
Doc Category to be full text searchable) or No (do not allow documents of this Doc
Category to be full text searchable.

5. In the Store Encrypted box click the down arrow and selec{stee documents of this
Doc Category encrypted on this Document Manager) or No (store documents of this Doc
Category in their native format on this Document Manager).

6. Enter the read access in the Highest Read Access box by clicking the down arrow and
selecting it from the list. Any documents of this Doc Category will not permit their read
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access level to be higher than the value selected here because any entries higher than
this setting are removed from the Available Users box while associating access.

NEL Definition of Read Access
Access
None Documents available only to those Users directly associated t
the document or on a Group that is associated to the docume
Local Documents available to Users that have an account to the

DocumentManager.

Documents available to users as defined by a set of trusted IF
Campus address ranges that are considered to be part of the Campus
the specific Document Manager.

Documents available to users within the organization and

Community selected pamer IP addresses.

Global Documents available to anyone on the World Wide Web.

7. Enter the web search in the Highest Web Search box by clicking the down arrow and
selecting it from the list. Any documents of this Doc Category will not permit their web
search level to be higher than the value selected here.

Note: Reference System Prafies to modify Web Search drop down list.

Web

Search Definition

Document attributes are not sent to Search Manager(s).
No Document is not searchable from the Search Manager(s).
Document is searchable from the Document Manager.

Document issearchable via the web to anyone within the

oAl organization and partner IP addresses.

Document is available to anyone anywhere on the World Wide

Global Web.

8. Enter the reason for creating the Doc Category in the Reason box. Reason is a required
field. The maimum length of this field is 255 characters.

Note: To save this Doc Category and create another one, click the box next to "Save this
Doc Category and Create Another". This will place a check in the box. If you do not want
to create another Doc Categorgave the box blank.
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9. Click the Cancel button to cancel the command, or click the OK button to create the Doc
Category.

Notes:

T A new Doc Category record will be created.

T A history record will be generated for creation of the Doc Category.

T If anySearch Manager Hosts are defined, an update request is inserted into the Search
Manager Updates table for each host to notify them of the creation of the Doc Category.

6.4.2. Modifying a Doc Category

Modify Doc Category modifies an existing Doc Category in tearbent Manager. Each

document is assigned a Doc Category. This category usually refers to the security classification
of the document (ITAR/EAR, Trade Secret, Privileged/Proprietary, Commercial/Financial, Non
Sensitive, etc). TechDoc uses the Doc Cateigomultiple purposes. A TechDoc Admin can

define whether a particular Doc Category can even be stored on the Document Manager, and if
it can be stored, whether to store it in its native format or in an encrypted format. The Admin

can also specify whether not a document of this category should have its text sent to the

search engine(s) upon release. Doc Categories are also useful for reporting/searching purposes
to find groups of documents by classifications.

1 The user must have the Admin privilege.
1 The pecified Doc Category must exist.

Navigation:[DocMgr > Admin > Show... > Doc Categories > Select Desired Doc Category > Side
Menu > Modify]

Step 1:

1. If applicable, modify the Doc Category abbreviation in the Abbreviation box. Doc
Category abbreviation mtge unique within the same Document Manager. For
example: NS would be the abbreviation for the Doc Category$ésitive Information.
Abbreviation is a required field. The maximum length of this field is 16 characters. Note:
The DocCategoryAbbrevCharast&ystem Property setting contains a list of all the valid
characters allowed in a Doc Category's abbreviation.

2. If applicable, modify the Doc Category name in the Name box. Doc Category name must
be unique within the same Document Manager. The Doc Cayagame is displayed in
the Doc Category drop down list when creating or modifying a document. Name is a
required field. The maximum length of this field is 64 characters. Note: The
DocCategoryNameCharacters System Property contains a list of all thehaaktters
allowed in a Doc Category's name.
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3.

7.

If applicable, in the Allow Stored Here box click the down arrow and select Yes (allow
documents of this Doc Category to be stored in this Document Manager) or No (do not
allow documents of this Doc Categorytie stored in this Document Manager).

If applicable, in the Allow Full Text box click the down arrow and select Yes (allow
documents of this Doc Category to be full text searchable) or No (do not allow
documents of this Doc Category to be full text sear¢bab

If applicable, in the Store Encrypted box click the down arrow and select Yes (store
documents of this Doc Category encrypted on this Document Manager) or No (store
documents of this Doc Category in their native format on this Document Manager).

If apficable, modify the read access in the Highest Read Access box by clicking the
down arrow and selecting it from the list. Any documents of this Doc Category will not
permit their read access level to be higher than the value selected here because any
entries higher than this setting are removed from the Available Users box while
associating access.

e Definition of Read Access
Access
Documents available only to those users directly associated tg
None : .
the document or on a group that &éssociated to the document.
Local Documents available to users that have an account to the

Document Manager.

Documents available to users as defined by a set of trusted IR
Campus address ranges that are considered to be part of the Campus
the specific Document Manager.

Documents available to users within the organization and

oAl selected partners IP addresses.

Global Documents available to anyone on the World Wide Web.

If applicable, modify the web search in the Highest Web Search box by clicking the down
arrow and selecting it from the list. Any documents of this Doc Category will not permit
their web search level to be higher than the value selected here.

Note: Referace System Properties to modify Web Search drop down list.

Web

Search Definition

Document attributes are not sent to Search Manager(s).
No Document is not searchable from the Search Manager(s).
Document is searchable from the Document Manager.
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. Document is searchable via the web to anyone within the
Community -
organization and selected partners IP addresses.
Document is available to anyone anywhere on the World Widg
Global Web

8. Enter the reason for modifying the Doc Category in the Reason kasoR is a required
field. The maximum length of this field is 255 characters.

9. Click the Cancel button to cancel the command, or click the OK button to modify the
Doc Category.

Notes:

T The existing Doc Category record will be modified.

A historyrecord will be generated for modification of the Doc Category.

1 If the highest allowed read access is lowered, the following message may be displayed
on a confirmation page along with the original read access value and the new read
access value: This Doct€jory is associated to x documents that have a read access
level set higher than the new value. The affected documents will have their read access
lowered to the new value if you continue.

1 If the highest allowed web search is lowered, the following messagy be displayed
on a confirmation page along with the original web search value and the new web
search value: This Doc Category is associated to x documents that have a web search
level set higher than the new value. The affected documents will havewsd search
lowered to the new value if you continue.

T If the Allow Stored Here value is changed from Yes to No and there are documents of
the Doc Category, the following message is displayed: The current Doc Category is in use
by x documents and cannottie its Allow Stored Here value changed from Yes to No.

T If the Store Encrypted is changed from Yes to No, any documents affected will have their
stored files unencrypted. If the Store Encrypted is changed from No to Yes, any
documents affected will have #ir stored files encrypted.

T If any Search Manager Hosts are defined, an update request is inserted into the Search
Manager Updates table for each host to notify them of the modification of the Doc
Category.

=

6.4.3. Deleting a Doc Category

Delete Doc Category dekd an existing Doc Category in the Document Manager. Multiple steps
are required during the process in order to minimize the chances of an accidental deletion.

1 The user must have the Admin privilege.

1 The specified Doc Category must exist.
1 The specified Do€ategory must not be assigned to any documents.
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Navigation:[DocMgr > Admin > Show... > Doc Categories > Select Desired Doc Category > Side
Menu > Delete]

Step 1:
The Doc Category to be deleted and the Doc Category attributes are displayed.
1. Click the Carel button to cancel the command, or click the Next button to continue.
Step 2:
The Doc Category to be deleted and the Doc Category attributes are displayed.
1. Enter reason for deleting the Doc Category in the Reason box. This is a required field.
Themaximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to delete the Doc Category.
Notes:
1 The Doc Category record will be deleted.
T Ahistory record will be generated for deletion of the Doc Category.
T If any Search Manager Hosts are defined, a delete request is inserted into the Search
Manager Updates table for each host to notify them of the deletion of the Doc Category.

6.4.4. Showing Doc Categories

Show Doc Category displays a listing of all the document categories in the Document Manager.

All Doc Categories

Navigation: [DocMgr > Admin > Show... > Doc Categories]

The user must have the Admin privilege.

The Abbreviation and Name are displayedeach Doc Category.

The number of categories is shown.

The Doc Categories are listed in alphabetical order by the Abbreviation.
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Click on___to View a specific Doc Category.
1 Click on-to Show Info for a specific Doc Category.

A Specific Doc Category
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Nawvgation: [DocMgr > Admin > Show... > Doc Categories > Select Desired Doc Category]

Doc Category Info displays the full details for a specific Doc Category.

Field Name Definition

Abbreviation | The abbreviation for this Doc Category.

Name The name othis Doc Category.

Yes- Allow documents of this Doc Category to be stored in this
Allowed Document Manager.

Stored Here | No- Do not allow documents of this Doc Category to be stored in

this Document Manager.

Yes- Allowdocuments of this Doc Category to be full text searchat
Allow Full Text | No- Do not allow documents of this Doc Category to be full text
searchable.

Yes- Store the documents of this Doc Category encrypted on this
Store Document Manager.

Encrypted No - Store the docurants of this Doc Category in their native formg

on this Document Manager.

Any documents of this Doc Category will not permit their read acc
level to be higher than the value selected here because any entrig
higher than thissetting are removed from the Available Users box
while associating access.

None- Documents available only to those users directly associate
to the document or on a group that is associated to the document
Local Documents available to users that haase account to the
Document Manager.

Campus Documents available to users as defined by a set of trus
IP address ranges that are considered to be part of the Campus f
the specific Document Manager.

Community- Documents available to users within theganization
and selected partners IP addresses.

Global- Documents available to anyone on the World Wide Web.

Highest Read
Access

Any documents of this Doc Category will not permit their web sea
level to be higher than the value selected here.

Highest Web | Note: Re¢rence System Properties to modify Web Search drop dd
Search list.

No - Document attributes are not sent to Search Manager(s).
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Document is not searchable from the Search Manager(s). Docum
is searchable from the Document Manager.

Community- Document is seahable via the web to anyone within
the organization and selected partners IP addresses.

Global- Document is available to anyone anywhere on the World
Wide Web.

6.4.5. Doc Category Definitions

These are generally accepted Doc Category definitions. For agditrdormation, contact your
export control administrator.

Category Not Yet Assigned

1 Waiting for a category to be assigned.
T Any Document with this designation should be assigned one of the categories below as
soon as it can be determined.

Commercial/Financial

T Source evaluation information.

T Procurement sensitive information, such as vendor quotes (except vendor quotes as
part of an electronic auction), attribution information or results, negotiating positions.

1 Commercially licensed softwarestricted in accordance with the license or agreement
under which it was obtained.

1 Confidential financial data relating to contractors.

Export Administration Regulations (EAR)

"This document contains information whose dissemination to foreign persomsisotied by

Export Administration Regulations (EAR), 15 CFR780This document may not be placed on

a web site allowing uncontrolled access by the public. Transfer to foreign nationals in the U.S.

or abroad or making access to it possible from a wtbtbat allows access by the public

requires a license from the Bureau of Industry and Security, U.S. Department of Commerce; or
an exception under the EAR, 15 CFR Part 740. Violations of these regulations are punishable by
fine, imprisonment, or both."

International Traffic in Arms Regulations (ITAR)
"This document contains information whose dissemination to foreign persons is controlled by

International Traffic in Arms Regulations (ITAR), 22 CFR3R0Ohis document may not be
placed on a web site alldng uncontrolled access by the public. Transfer to foreign nationals in
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the U.S. or abroad or making access to it possible from a web site that allows access by the
public requires a license from the Office of Defense Trade Controls, U.S. Departmextepf St
or an exemption under the ITAR, 22 CFR Part 125.4, etc. Violations of these regulations are
punishable by fine, imprisonment, or both."

Non-Sensitive Information

"Documents that are widely used by the organization in the performing their jobs and
information that is public or could be made public. This category includes all provided
information for use by the community, organization only or organization and contractors that is
not otherwise categorized herein. It includes documents, which have alieaely made

publicly available through the Document Availability Authorization or DAA process or the
Defense Office of Freedom of Information and Security Review or DFOISR process. U.S. export
regulations; i.e., the EAR and ITAR, refer to this as "Publiaidbhata."

Privileged/Proprietary

T Information disclosing inventions and technical innovations, including software,
protected under 35 U.S.C. 205 and FOIA Exemption 3, unless release is approved by
Center Patent Counsel.

1 Trade secret information protectear prohibited from disclosure under the Trade

Secrets Act (18 U.S.C 1905) or FOIA Exemption 4.

Copyrighted materials unless approved for publication by the copyright owner.

Other information determined nomeleasable under FOIA.

Most developed software (Uass authorized)

Personal information prohibited from disclosure by the Privacy Act or FOIA Exemption 6.

This information includes, but is not limited to, Social Security numbers, home

telephone numbers, home addresses, and medical data.

T Investigative infomation.

=A =4 =4 =4

Trade Secrets

1 Technical innovations prior to release approval by patent counsel.
T Invention disclosures.

6.5. Doc Types

Each Document is assigned a Doc Type. This type usually refers to the functional use of the
Document (meeting minuteg@resentations, standard practices, etc.) rather than content type
Word, Excel, AutoCAD, etc.). TechDoc uses the Doc Type for multiple purposes. A TechDoc
Admin can define that a particular Doc Type requires certain Keywords to be entered during
creation ofthe Document, whether or not a Document of this type should be rendered or have
its text sent to the search engine(s) upon release. Doc Types are also useful for
reporting/searching purposes to find groups of functionally related Documents.
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6.5.1. Creating a Doc Type

Create Doc Type creates a new Doc Type in the Document Manager. A Doc Type is a name
assigned to a particular type of document. For example, Kennedy Documented Process (KDP),
Launch Site Support Plan (LSSP), Operation and Maintenance Instructidpsef©NDoc Types

are assigned to each document when the document is created.

Note: If you are going to have mandatory or optional Keywords associated to this Doc Type,
then you must first create those Keywords.

1 The user must have the Admin privilege.
Nawugation: [DocMgr > Admin > Create... > Doc Type]
Step 1:

1. Enter the Doc Type abbreviation in the Abbreviation box. Doc Type abbreviation must
be unique within the same Document Manager. For example: KDP would be the
abbreviation for the Doc Type KennedydDmented Process. Abbreviation is a required
field. The maximum length of this field is 16 characters. Note: The
DocTypeAbbrevCharacters System Property contains a list of all the valid characters
allowed in a Doc Type's abbreviation.

2. Enter the Doc Type mae in the Name box. Doc Type name must be unique within the
same Document Manager. The Doc Type name is displayed in the Doc Type drop down
list when creating or modifying a document. Name is a required field. The maximum
length of this field is 64 charaats. Note: The DocTypeNameCharacters System Property
contains a list of all the valid characters allowed in a Doc Type's name.

3. Optionally associate an RMA File Plan to the Doc Type by going to the RMA File Plan box,
clicking the down arrow and selecting RMA File Plan.

o If an RMA File Plan is chosen, an RMA Record Folder will be created for the Doc
Type and any documents created using this Doc Type will have records
automatically created for them.

4. Inthe Allow Render box, click the down arrow and selest(dllow Doc Type to be
rendered) or No (do not allow Doc Type to be rendered). Allowing a Doc Type to be
rendered will generate a PDF file.

5. In the Allow Full Text box, click the down arrow and select Yes (allow the Doc Type to be
full text searchable) oNo (do not allow Doc Type to be full text searchable. For example
if this Doc Type is an image, then it would not have any text to search).

6. Inthe Email Subject box, click the down arrow and select Doc Number or Title to
indicate which one should be showmthe subject line for emails about documents.

When the Doc Number is used, it will be surrounded by single quotes. When the Title is
used, it will be surrounded by double quotes. When Title is chosen and a document
does not have a title, the Doc Numbeill be used instead.
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7. If applicable, enter a text message in the Release Instructions box. This text is added to
the distribution email when a document of this type is released.

8. Enter the reason for creating the Doc Type in the Reason box. Reasaujisrad field.
The maximum length of this field is 255 characters.

9. Click the Cancel button to cancel the command, or click the Next button to continue.

Step 2:

Keywords are used to help refine the search criteria when searching for documents. For
example For the Doc Type Kennedy Documented Process (KDP) there are different types of
KDP's. There are KDP's related to Business Objectives and Agreements (BOAsyjaenter
processes, forms, etc. To refine the search results when searching for KDP's, yocreatd a

drop down Keyword and assign it the values of Business Objectives and Agreements (BOAS),
centerwide process, forms etc. Now when performing the search you can search for all KDP's
or select one of the Keyword values to narrow the search.

Keywods can be associated to a specific Doc Type, if required. Keywords can be optional
and/or required.

1. If Keywords do not need to be associated to this Doc Type, in the New Keyword box,
leave the option as Choose One.

or

2. To add optional Keywords, in the Né&eyword box, click on the down arrow and select
a Keyword from the list. Then click the Add button. Optional Keywords are displayed
when a document is being created or modified. User has the option to enter a value in
this field.

or

3. To add required Keywds, in the New Keyword box, click on the down arrow and select
a Keyword from the list. Click the box by "Required?". This will place a check in the box.
Then click the Add button. Required Keywords are displayed when a document is being
created or modifie. User will be required to enter a value in this field.

Note: Repeat above steps to add additional optional and/or required Keywords for this
Doc Type.

Note: To save this Doc Type and create another one, click the box next to "Save this Doc

Type and Crda Another". This will place a check in the box. If you do not want to
create another Doc Type, leave the box blank.
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4. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen or click the OK button to cretite Doc Type.

Notes:

T A new Doc Type record will be created.

1 If Keywords are entered on the Doc Type Keywords page, then a Doc Type Keyword
record will be created for each Keyword specified.

T A history record will be generated for creation of the Doc Type.

T If any Search Manager Hosts are defined, an update request is inserted into the Search
Manager Updates table for each host to notify them of the creation of the Doc Type.

6.5.2. Modifying a Doc Type

Modify Doc Type modifies an existing Doc Type irtbeument Manager. A Doc Type is a

name assigned to a particular type of document. For example: Kennedy Documented Process
(KDP), Launch Site Support Plan (LSSP), Operation and Maintenance Instructions (OMI), etc. Doc
Types are assigned to each document whiege document is created.

Note: If you are going to have mandatory or optional Keywords associated to this Doc Type,
then you must first create those Keywords.

1 The user must have the Admin privilege.

Navigation:[DocMgr > Admin > Show... > Doc TypesecSBEsired Doc Type > Side Menu >
Modify]

Step 1:

1. If applicable, modify the Doc Type abbreviation in the Abbreviation box. Doc Type
abbreviation must be unique within the same Document Manager. For example, KDP
would be the abbreviation for the Doc Tygennedy Documented Process.

Abbreviation is a required field. The maximum length of this field is 16 characters. Note:
The DocTypeAbbrevCharacters System Property contains a list of all the valid characters
allowed in a Doc Type's abbreviation.

2. If applicalbe, modify the Doc Type name in the Name box. Doc Type name must be
unique within the same Document Manager. The Doc Type name is displayed in the Doc
Type drop down list when creating or modifying a document. Name is a required field.
The maximum lengthfdhis field is 64 characters. Note: The DocTypeNameCharacters
System Property contains a list of all the valid characters allowed in a Doc Type's name.

3. If applicable, associate or disassociate an RMA File Plan to the Doc Type by going to the
RMA File Plahox, click the down arrow and select an RMA File Plan or the empty
choice.
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o Ifthe Doc Type is already associated to an RMA File Plan and the Doc Type's RMA
Record Folder has been frozen, the RMA File Plan cannot be changed until the
RMA Record Folder isfrozen.

o If RMA File Plan was empty but now an RMA File Plan is chosen, an RMA Record
Folder will be created for the Doc Type and any documents created using this
Doc Type will have records automatically created for them.

o If RMA File Plan has a value a@nid changed to another RMA File Plan, the Doc
Type's RMA Record Folder and any records in the folder will be modified to
match any new settings as dictated by the new RMA File Plan.

o If RMA File Plan has a value and it is changed to empty, the Doc Rip&'s
Record Folder and any records in the folder will be deleted.

4. If applicable, in the Allow Render box click the down arrow and select Yes (allow Doc
Type to be rendered) or No (do not allow Doc Type to be rendered). Allowing a Doc Type
to be rendered willgenerate a PDF file.

5. If applicable, in the Allow Full Text box click the down arrow and select Yes (allow the
Doc Type to be full text searchable) or No (do not allow Doc Type to be full text
searchable. For example if this Doc Type is an image, tmeult not have any text to
search).

6. If applicable, in the Email Subject box, click the down arrow and select Doc Number or
Title to indicate which one should be shown in the subject line for emails about
documents. When the Doc Number is used, it will be@unded by single quotes.

When the Title is used, it will be surrounded by double quotes. When Title is chosen and
a document does not have a title, the Doc Number will be used instead.

7. If applicable, add, modify, or remove the text message in the Releasructions box.

This text is added to the distribution email when a document of this type is released.

8. Enter reason for modifying the Doc Type in the Reason box. Reason is a required field.
The maximum length of this field is 255 characters.

9. Click theCancel button to cancel the command, or click the Next button to continue.

Step 2:

If applicable, modify the Doc Type Keywords. Keywords are used to help refine the search

criteria when searching for documents. For example, for the Doc Type Kennedy Ddbedme

Process (KDP) there are different types of KDP's. There are KDP's related to Business Objectives
and Agreements (BOASs), ceteide processes, forms, etc. To refine the search results when
searching for KDP's, you could create a drop down Keyworassign it the values of Business
Objectives and Agreements (BOAS), centate process, forms etc. Now when performing the
search you can search for all KDP's or select one of the Keyword values to narrow the search.

Keywords can be associated to a spedifoc Type, if required. Keywords can be optional
and/or required.

1. If Keywords do not need to be associated to this Doc Type, in the New Keyword box,
leave the option as Choose One.
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2.

6.5.3.

or

To add optional Keywords, in the New Keyword box, click on the down arrow and select
a Keyword from the list. Then click the Add butt@ptional Keywords are displayed

when a document is being created or modified. User has the option to enter a value in
this field.

or

To add required Keywords, in the New Keyword box, click on the down arrow and select
a Keyword from the list. Click the by "Required?". This will place a check in the box.
Then click the Add button. Required Keywords are displayed when a document is being
created or modified. User will be required to enter a value in this field.

Note: Repeat above steps to add additionptional and/or required Keywords for this
Doc Type.

Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen or click the OK button to modify the Doc Type.

The existing Doc Type record will be niidi.

A history record will be generated for modification of the Doc Type.

If any Search Manager Hosts are defined, an update request is inserted into the Search
Manager Updates table for each host to notify them of the modification of the Doc

Type.

Deleting a Doc Type

Delete Doc Type deletes an existing Doc Type in the Document Manager. Multiple steps are
required during the process in order to minimize the chances of an accidental deletion.

f
f

The user must have the Admin privilege.
The specified Doc Type stnot be assigned to any documents.

Navigation: [DocMgr > Admin > Show... > Doc Types > Select Desired Doc Type > Side Menu >
Delete]

Step 1

The Doc Type to be deleted and the Doc Type attributes are displayed.

1.

Click the Cancel button to cancel tbemmand, or click the Next button to continue.
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Step 2:
The Doc Type to be deleted and the Doc Type attributes are displayed.
1. Enter the reason for deleting the Doc Type in the Reason box. This is a required field.
The maximum length of this field is 255achcters.
2. Click the Cancel button to cancel the command, click the Previous button to return to

the previous screen, or click the OK button to delete the Doc Type.

Notes:

=

The Doc Type record will be deleted.

A history record will be generated for deletiofthe Doc Type.

If any Search Manager Hosts are defined, a delete request is inserted into the Search
Manager Updates table for each host to notify them of the deletion of the Doc Type.

1 If an RMA File Plan was associated to the Doc Type, the RMA Relderdféiothe Doc
Type will be deleted too.

= =4

6.5.4. Showing Doc Types

Show Doc Types displays a listing of all the document types in the Document Manager.

All Doc Types

Navigation: [DocMgr > Admin > Show... > Doc Types]|

1 The user must have the Admin privilege.

1 TheAbbreviation, Name, Allow Full Text, Allow Render, and Email Subject are displayed

for each document type.
1 The number of types is shown.
T The docqment types are listed in alphabetical order by the Abbreviation.

1 Clickon___lto View a specific documetype.
1 Click on_to Show Info for a specific document type.

A Specific Doc Type
Navigation:[DocMgr > Admin > Show... > Doc Types > Select Desired Doc Type]

Doc Type Info displays the full details for a specific document type.

Field Name Definition
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Abbreviation

The abbreviation for this document type.

Name

The name of this document type.

RMA File Plan

The RMA File Plan set on this document type if the automatic recg
feature is being used. If an RMA File Plan and RMA Record Set al
on thisdocument type, any documents created with this document
type will also automatically have an RMA Record created for them
well. The RMA Record will be created using the selected RMA Filg
Plan and placed in the selected RMA Record Set.

RMA Record
Set

TheRMA Record Set used by this document type if the automatic
records feature is being used. If an RMA File Plan and RMA Reco
are set on this document type, any documents created with this
document type will also automatically have an RMA Record ctdeatg
for them as well. The RMA Record will be created using the select
RMA File Plan and placed in the selected RMA Record Set.

Allow Full
Text

Yes- Allow the document type to be full text searchable.
No- Do not allow the document type to be full textaehable.

Allow Render

Yes- Allow document type to be rendered.
No- Do not allow the document type to be rendered.

Email Subject

Doc Number The Doc Number will be used in the subject line for
emails about documents of this type. The Doc Numkidrbe
surrounded by single quotes.

Title- The Title will be used in the subject line for emails about
documents of this type. The Title will be surrounded by double
quotes. For documents that do not have a title, the Doc Number w
be used instead.

Rdease
Instructions

If present, these instructions will be included in the distribution em
when a document of this type is released. It can be very useful as
way to remind end users of what they should do now that a new
version of this type of documerig available.

Note:
If Keywords have been assigned to this document type, the Doc Type Keywords are displayed.
A listing of all the Keywords assigned to this document type is displayed.

T The Keyword and Required/Optional are displayed.
1 The number oKeywords is shown.

54



Document Manager Admin Guide Reference

1 Click oo View a specific Keyword.

1 Click on=to Show Info for a specific Keyword.

6.6. Emall

TechDoc makes extensive use of email for Notification of changes to Documents, work that
needs to be performed, and alerts for issues that meyuire user intervention. In order to
prevent email loss, TechDoc implements a store and forward system that queues mail until it
can be forwarded on to the mail system. Admins can view and purge emails that are still
gueued in the system.

6.6.1. Email Users

Emal Users allows the Document Administrator to send email messages to different types of
users on the system. Email can be sent to the following User Types: Admin, All, Guest Only,
Group, Myself, Normal, Read Only, or Restricted.

The User Type Group provslthe Administrator the capability to send emails to regular
Groups, Employer System Groups, or Organization System Groups. To show the members of a
specific Group, select the Group and click the Show button.

The user must have the Admin privilege.

You musselect the type of users to send the email to.

If User Type is Group, you must select the Group to send the email to.

You must enter data in the Message Subject line of the email. The email subject line will
also include DM (to be consistent with otheaihmessages sent from the Document
Manager. For example, DM: (Whatever subject you enter).

T You must enter data in the Message Text of the email. The email message text will
include a variation of the following sentence: You are receiving this email beegaus
currently have a TechDoc user account on document manager DocMgrl.example.com.
Note: The wording of the sentence will vary depending on the document manager you
are currently logged in to and what user type you select.

=A =4 =4 =4

Navigation: [DocMgr > Admin > Mcellaneous > Email Users]

1. Enter type of user in the User Type box by clicking on the down arrow and selecting it
from the list. This is a required field. You cannot leave this field as Choose One.

User Type Definition

Admin Email will be sent taisers with the User Type Admin.
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All Email will be sent to All users on the system.
Guest P .
only Email will be sent to users with the User Type Guest Only.
Group Email will be sent to all members of the group.
Myself Email will be sent to your emaitidress. This option provides an

easy way to perform email testing.

Email will be sent to users with the User Type Normal. A normg
Normal user is any user with a user type other then Admin, Guest Only|
and Read Only.

Read Only | Email will be sent tasers with the User Type Read Only.

Restricted | Email will be sent to users with the User Type Restricted.

3. To send email to a regular Group, Employer System Group, or Organization System
Group, choose the Group in the Group box by clicking on the dosewand selecting
it from the list. To show members of a Group, click on a Group and click the Show
button. This is a required field if you selected Group as the User Type.

4. Enter the subject of the email in the Message Subject box. This is a requiced fiel
maximum length of this field is 128 characters.

5. Enter the text of the email message in the Message Text box. This is a required field. The
length of this field is unlimited.

6. Click the Cancel button to cancel the command or click the OK butteeni the email.

Notes:

T Email notification is sent out to the specified user type.

Admin- Admin users of the system will get the email.

All - All users of the system will get the email.

Guest Only Guest Only users of the system will get the email.

Grou - Email will be sent to all members of the Group.

Myself- You will get the email.

Normal- Users of the system that are neither Admin, Guest Only, nor Read Only
will get the email.

Read Only Read Only users of the system will get the email.

Restricted- Restricted users of the system will get the email.

O O O o o o

56



Document Manager Admin Guide Reference

6.6.2. Purge Mail Messages

Purge Mail Messages will physically purge the mail message from the database. Multiple steps
are required during the process in order to minimize the chance of an accidental deletion

1 The user must have the Admin privilege.

1 There must be mail messages in the queue.

1 If the date of the mail message to purge and the ID of the mail message to purge are
specified, the specific mail message must exist.

Navigation: [DocMgr > Admin > Malil >uRye Mail Messages]|
Step 1:

1. Enter the purge before date of the mail message(s) you want to purge in the Purge
Before box. Purge before is a required field. Enter the date as mm/dd/yyyy. Note: All
mail messages queued before the date entered inghege before field will be purged.
Mail messages queued with the same date entered in the purge before field will not be
purged.

2. Click the Cancel button to cancel the command, or click the Next button to continue.

Step 2:

1. Click the Cancel button to candbe command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 3:
1. Enter the reason for purging the mail message(s) in the Reason box. Reason is a required
field. The maximum length of this field is 2&8%aracters.
2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to purge the mail message(s).

Purge Mail Message

Purge mail message will physically purge this specific magagesrom the database. Multiple
steps are required during the process in order to minimize the chance of an accidental deletion.

The create date is the date that the message was created and stored in the database. The
Message ID is a way to uniquely idéneach message record in the table and is used
internally. The Retry Count is how many times it has been attempted to be sent by the mail
background task.

1 The user must have the Admin privilege.
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T There must be mail messages in the queue.
1 If the date of tle mail message to purge and the ID of the mail message to purge are
specified, the specific mail message must exist.

Navigation:[DocMgr > Admin > Mail > Show Queued Mail > Select Desired Mail Message > Side
Menu > Purge]

Step 1:
The mail messagattributes and the mail message itself will be displayed.

1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:

1. Enter the reason for purging the mail message in the Reason box. Reason is a required
field. Themaximum length of this field is 255 characters.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to purge the mail message.

Notes:

T If no input parameters are passed in, altoeds in the Mail Messages table that are
older than the date specified in the Purge Before box will be deleted.

T If the date and message ID are specified, the specific mail message will be deleted.

T A history record will be generated.

6.6.3. Show Queued Mail Messages

All Queued Mail Messages is used to show any messages that are currently in the queue (table)
to be sent. The create date is the date that the message was created and stored in the
database. The Message ID is a way to uniquely identify each messageirethe table and is

used internally. The Retry Count is how many times it has been attempted to be sent by the
mail background task.

Processing email in this way allows email to be processed even when the SMTP gateway is not
up or is extremely slow. Thallows anything that generates email (creating a document,
modifying a document, etc) to do so more efficiently and allow email to be processed in the
background thus not affecting the performance of the application for the end user.

Note: For more infanation on Mail seéviail Background Task Help.

All Queued Mail Messages
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Navigation: [DocMgr > Admin > Mail > Show Queued Mail]
1 The user must have the Admin privilege.
1 The Create Date, Message ID, and RetynCare displayed for each queued mail

message.
T The number of messages is shown.

1 Click on___to View Mail Message for a specific mail message.

1 Click on=to Show Info for a specific mail message.

T On the Mail side menu, click on Purge to purge mail messages. Note: For more
information on Purge seBurge Mail Messages Help.

A Specific Mail Message
Navigation: [DocMgr > Admin > Mail > Show Queued Mail 2c$&esired Mail Message]

Show Mail Message Info displays the attributes of the specific mail message and the mail
message itself.

The Create Date is the date that the message was created and stored in the database.

The Message ID is a way to uniquely tifgreach message record in the table and is used
internally.

The Retry Count is how many times it has been attempted to be sent by the mail background
task.

1 On the Mail side menu, click on Purge to purge mail messages. Note: For more
information on PurgeseePurge Mail Messages Help.

T On the Mail side menu, click on Show All to return to the All Queued Mail Messages
screen.

Note: For more information on Mail sééail Background Task Help.

6.7. Employers

Each User in the system is assigned an Employer. TechDoc automatically maintains a Group of
Users assigned to each Employer. This makes it easy to assign Access or email
Distribution/Notification to all the Users of a partiemlEmployer.
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6.7.1. Creating an Employer

Create Employer creates a new Employer in the Document Manager. An Employer is assigned
to each user when their user account is created.

When a new Employer is created, an Employer System Group is automatically gengrtied b
system. The System Employer Groups contains all the users that are assigned to that specific
Employer. This is a shared group and is available for anyone to use.

1 The user must have the Admin privilege.
Navigation:[DocMgr > Admin > Create..Employer]
Step 1:

1. Enter the abbreviation of the Employer in the Abbreviation box. The Employer
abbreviation must be unique within the same Document Manager. The abbreviation is
displayed as {EMP}xyz (where xyz is the abbreviation) when showing systqus.dgrbis
is a required field. The maximum length of this field is 16 characters. Note: The
EmpAbbrevCharacters System Property contains a list of all the valid characters allowed
in an Employer's abbreviation.

2. Enter the name of the Employer in the Name bdke Employer name must be unique
within the same Document Manager. The Employer name is displayed in the Employer
drop down list when creating or modifying a user account. This is a required field. The
maximum length of this field is 64 characters. Ndtee EmpNameCharacters System
Property contains a list of all the valid characters allowed in an Employer's name.

3. Enter the reason for creating the Employer in the Reason box. This is a required field.
The maximum length of this field is 255 characters.

Note: To save this Employer and create another one, click the box next to "Save this
Employer and Create Another". This will place a check in the box. If you do not want to
create another Employer, leave the box blank.

4. Click the Cancel button to cancel tbemmand, or click the OK button to create the
Employer.

Notes:
1 A new Employer record will be created.

T A history record will be generated for creation of the Employer.
1 A new system group will be created for the Employer.
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6.7.2. Modifying an Employer

Modify Employer modifies an existing Employer in the Document Manager. An Employer is
assigned to each user when their user account is created.

When a new Employer is created, an Employer System Groups is automatically generated by
the system. The System Emplognoups contains all the users that are assigned to that
specific Employer. This is a shared group and is available for anyone to use. This group is
automatically updated by the system when the Employer is modified.

1 The user must have the Admin privilege.

Navigation:[DocMgr > Admin > Show... > Employers > Select Desired Employer > Side Menu >
Modify]

Step 1:

1. If applicable, modify the abbreviation of the Employer in the Abbreviation box. The
Employer abbreviation must be unique within the sab@cument Manager. The
abbreviation is displayed as {EMP}xyz (where xyz is the abbreviation) when showing
system groups. This is a required field. The maximum length of this field is 16 characters.
Note: The EmpAbbrevCharacters System Property contaisisad &ll the valid
characters allowed in an Employer's abbreviation.

2. If applicable, modify the name of the Employer in the Name box. The Employer name
must be unique within the same Document Manager. The Employer name is displayed in
the Employer drop dow list when creating or modifying a user account. This is a
required field. The maximum length of this field is 64 characters. Note: The
EmpNameCharacters System Property contains a list of all the valid characters allowed
in an Employer's name.

3. Enter thereason for modifying the Employer in the Reason box. This is a required field.
The maximum length of this field is 255 characters.

4. Click the Cancel button to cancel the command, or click the OK button to modify the
Employer.

Notes:
1 The existing Employer cerd will be modified.
T A history record will be generated for modification of the Employer.
1 The system group for the Employer will be modified.

6.7.3. Deleting an Employer

Delete Employer deletes an existing Employer in the Document Manager. Multiple steps are
required during the process in order to minimize the chances of an accidental deletion.
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1 The user must have the Admin privilege.
T The specified Employer cannot be deleted if there are users assigned to it.

Navigation:[DocMgr > Admin > Show... > EmployerslecEBesired Employer > Side Menu >
Delete]

Step 1:
The Employer to be deleted and the Employer attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
The Employer to be deleted and the Eoy@r attributes are displayed.
Note:

If the Employer to be deleted has users assigned to it, you must select an Employer to move
those users to before this Employer can be deleted.

1. In the Employer box click on the down arrow and select an Employaote these
users to. You cannot leave this field as Choose One. Note: The Employer box will not be
displayed if there are no users currently assigned to this Employer.

2. Enter the reason for deleting the Employer in the Reason box. This is a required field.
The maximum length of this field is 255 characters.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to delete the Employer.

Notes:
1  The Employer record will be deleted.
T Any wsers assigned to the deleted Employer will be assigned to the Employer specified
to move users to.
T A history record will be generated for deletion of the Employer.
1 The system group will be deleted for the Employer. If any users were moved to a
different Enployer, the other Employer's system group is updated too.
6.7.4. Showing Employers

Show Employers displays a listing of all the Employers in the Document Manager.

All Employers
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Navigation: [DocMgr > Admin > Show... > Employers]

The user must have the Admin plage.

The Abbreviation and Employer Name are displayed for each Employer.
The number of Employers is shown.

The Employers are listed in alphabetical order by the Abbreviation.

=A =4 =4 =4

=

Click on___to View a specific Employer.
1 Click on-to Show Info for &pecific Employer.

A Specific Employer
Navigation:[DocMgr > Admin > Show... > Employers > Select Desired Employer]

Employer Info displays the full details for a specific Employer.

Field Name Definition

Abbreviation | The abbreviation for this Employel

Name The name of this Employer.

6.8. Etc Files

Etc Files are files stored outside of TechDoc that contain settings and information that control
and affect the operation of the application. While these files can be edited directly on the
system, TechDoc alls the files to be modified by an Admin so that changes can be made via
the web.

6.8.1. Replacing an Etc File

After the Etc File has been downloaded and updated, it is ready to be replaced in the Document
Manager.

For security purposes, only Admins can replaceHtes. All change events are written to the
log files.

1 The user must have the Admin privilege.
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Navigation:[DocMgr > Admin > Miscellaneous > Etc Files > Select Desired Etc File > Side Menu >
Replace]

Step 1:

1. Enter a reason for replacing the Etc Fi¢he Reason box. Reason is a required field.
The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command or click the Next button to continue.

Step 2:

1. At the File box, click on the Browse... button to locate theFHd&cto be stored in the
Document Manager.

Note: The File Upload box will be displayed.

2. In the File Upload box, select the drive/folder where the Etc File to be stored in the
Document Manager is located. To display all of the files in the folder, iRitbg of Type
box, click on the down arrow and select All Files (*.*). Click on the Etc File to be stored in
the Document Manager. This will automatically insert the filename in the File Name box.
Click the Open button.

3. Click the Cancel button to cancektbommand, click the Previous button to go back to
the previous screen, or click the OK button to replace the Etc File.

Notes:
1 The file will be replaced by a file specified by the Admin.

T An entry is placed in the log file that contains the name of theéaegd file and the
Admin's IP address.

6.8.2. Showing Etc Files

The Etc Files option allows an Admin to change an Etc File so that an Admin can change the
application data that is stored outside of the database.

For security purposes, only Admins can make chatmeg files. All change events are written
to the log files. No new files can be added, and existing files can be changed but not deleted.

On most computer systems, 'etc' is the common name for the directory where miscellaneous
files containsapplication settings and data are stored. If a computer person was looking for
settings outside of the database, 'etc' is the most likely directory they would look in.

So there would be no confusion about exactly which files were being edited, the seailtet
them Etc Files.
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The following files are the page files. They are the files that are most likely to be edited. They
are text files that consist of the following: the first line is the title to show on that specific page;
the second line is the heading show within the specific page; and the remaining lines are
displayed as is and may contain html tags. However, the tags should only be tags allowed
between the <body> and </body> tags because TechDoc outputs the <body> and </body> tags
itself.

Etc File Description of File

dmAbout.page | Text displayed in the body of the About screen.

dmFAQ.page | Text displayed in the body of the FAQ screen.

dmHome.page | Text displayed in the body of the Home screen.

dmLogin.page | Text displayed in the warning areatb& Log In screen

dmNews.page | Text displayed in the body of the News screen.

dmSupport.page | Text displayed in the body of the Support screen.

The following files are the settings files. These files should not need to be edited very often.
Theycontain various settings affecting TechDoc's operation.

Etc File Description of File

dm.ini Settings that are specific to the Document Manag

dmrender.ini | Settings that are specific to the Render process.

mimetypes.ini | Settings that arespecific to mime type handling.

td.ini Settings that are general to TechDoc as a whole.

The following files are the database schema definition files. These files should almost never
need to be edited. They contain information about the layout of the Dgict¥atabase.

Etc File Description of File

XML file containing the actual schema definition of the DocMgr

dmSchema.xml database.

schema.dtd DTD file that defines what the structure of the XML file should be.

All Etc Files
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Navigation: [DocMgr >Admin > Miscellaneous > Etc Files]

1 The user must have the Admin privilege.
The Etc Files are listed in alphabetical order.
1 The number of files is shown.

=

1 Clickon___Ito View a specific Etc File.
1 Click on_to Download a specific Etc File.

A Specific EtEile
Navigation:[DocMgr > Admin > Miscellaneous > Etc Files > Select Desired Etc File]

The full details for a specific Etc File are displayed.

Field Definition
Name
Name The name of this Etc File.
The full physical path in theerver's file system that this Etc File points
Full Path to
Exists Indicates if this Etc File exists.

Length The length of this Etc File.

Modified Indicates the date and time this Etc File was modified.

Readable | Indicates if this Etc File can be read.

Writable Indicates if this Etc File is writable.

1 From the Etc File side menu, click on the Download link to download the Etc File.
1 From the Etc File side menu, click on the Replace link to replace the Etc File.
1 From the Etc File side menu, click on the Eites link to display a list of all the Etc files.

6.9. External App Credentials

External App Credentials are used by external applications to gain access to specific TechDoc
APIs (Application Programming Interfaces) and services. They cannot be Usgdhto the
Document Manager.
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6.9.1. Creating an External App Credential

Create External App Credential creates a new External App Credential. The credentials are used
by external applications to gain access to specific TechDoc APIs (Application Programming
Interfaces) and services. Currently, they are only used by SMTP clients attempting to send email
to Mail Receivers associated to Folders on the Document Manager.

1 To create an External App Credential, you must have the Admin privilege.
1 The Credential Identifieczannot be the same as any other Credential's Identifier in the
system.

Navigation:[DocMgr > Admin > Create... > External App Credential]
Step 1:

1. Enter the identifier for this credential in the Credential Identifier box. A Credential
Identifier must be nique within the same Document Manager. This is a required field.
The maximum length of the field is 64 characters. Note: The
ExternalAppldentifierCharacters System Property setting is a list of all the valid
characters allowed in an identifier.

2. Enter thesecret for this credential in the Credential Secret box. The box is initialized
with a randomly generated secret but it can be manually changed or a new secret can
be generated using the Generate New Secret button located to the right of the box. This
is arequired field. The maximum length is 128 characters. The secret can only contain
visible ASCII characters (ASCII decimal rand2@3 Note: The
ExternalAppSecretMinLength System Property setting defines the minimum length of a
secret.

3. Check on or ofthe allowed usages of this credential in the Allowed Usage box. Users
can only use a credential for the specifically allowed purposes.

4. Select whether this credential is disabled or not. It is enabled by default. Users can still
associate the credential tan API or service if it is disabled but any attempted
challenges to the credential will fail.

5. Optionally enter a date and time in the Blocked Until field. Normally, this field can be
left blank. The system automatically sets this field if too many faitedlenge attempts
occur to temporarily disable the credential for a period of time. If a date and time are
entered, the credential cannot be used until after that date/time has passed.

6. Optionally enter a date and time in the Expiration Date field. If @ daid time are
entered, the credential can no longer be used after that date/time has passed.

7. Optionally enter comments in the Comments box. The maximum length of this field is
128 characters. Only Admins can see the comments.

8. Enter a reason for creatingpé External App Credential in the Reason box. Reason is a
required field. The maximum length of this field is 255 characters.

9. Click the Cancel button to cancel the command, or click the OK button to create the
External App Credential.
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Notes:

1 A new Externalpp Credential record will be created.
1 A history record will be generated for creation of the External App Credential.

6.9.2. Modifying an External App Credential

Modify External App Credential modifies an existing External App Credentialreleantials

are used by external applications to gain access to specific TechDoc APIs (Application
Programming Interfaces) and services. Currently, they are only used by SMTP clients attempting
to send email to Mail Receivers associated to Folders on tleement Manager.

1 To modify an External App Credential, you must have the Admin privilege.

Navigation:[DocMgr > Admin > Show... > External App Credentials > Select Desired External
App Credential > Side Menu > Modify]

Step 1:

1. If applicable, modify the iddifier for this credential in the Credential Identifier box. A
Credential Identifier must be unique within the same Document Manager. This is a
required field. The maximum length of the field is 64 characters. Note: The
ExternalAppldentifierCharacters $m® Property setting is a list of all the valid
characters allowed in an identifier.

2. If applicable, modify the secret for this credential in the Credential Secret box. It can be
manually changed or a new secret can be generated using the Generate New Secre
button located to the right of the box. This is a required field. The maximum length is
128 characters. The secret can only contain visible ASCII characters (ASCII decimal range
33-126). Note: The ExternalAppSecretMinLength System Property setting siéime
minimum length of a secret.

3. If applicable, modify the check boxes for the allowed usages of this credential in the
Allowed Usage box. Users can only use a credential for the specifically allowed
purposes.

4. If applicable, modify whether this credentia disabled or not. Users can still associate
the credential to an API or service if it is disabled but any attempted challenges to the
credential will fail.

5. If applicable, modify the date and time in the Blocked Until field. Normally, this field can
be left blank. The system automatically sets this field if too many failed challenge
attempts occur to temporarily disable the credential for a period of time. If a date and
time are entered, the credential cannot be used until after that date/time has passed

6. If applicable, modify the date and time in the Expiration Date field. If a date and time
are entered, the credential can no longer be used after that date/time has passed.

7. If applicable, modify the comments in the Comments box. The maximum length of this
field is 128 characters. Only Admins can see the comments.
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8. Enter a reason for modifying the External App Credential in the Reason box. Reason is a
required field. The maximum length of this field is 255 characters.

9. Click the Cancel button to cancel thewmand, or click the OK button to modify the
External App Credential.

Notes:

1 The existing External App Credential record will be modified.
T A history record will be generated for modification of the External App Credential.

6.9.3. Deleting an External App Credentia |

Delete External App Credential deletes an existing external app credential. Multiple steps are
required during the process in order to minimize the chances of an accidental deletion.

1 To delete an External App Credential, you must have the Adniitege.

Navigation:[DocMgr > Admin > Show... > External App Credentials > Select Desired External
App Credential > Side Menu > Delete]

Step 1:
The External App Credential to be deleted is displayed.
1. Click the Cancel button to cancel the command akdine Next button to continue.
Step 2:
The External App Credential to be deleted is displayed.
1. Enter the reason for deleting the External App Credential in the Reason box. Reason is a
required field. The maximum length of this field is 255 characters.
2. Cick the Previous button to go back to the previous screen, click the Cancel button to
cancel the command, or click the OK button to delete the External App Credential.
Notes:
1 The External App Credential record will be deleted.
1 The External App CredentiailMbe removed from any mail receivers that they are

associated to.
1 A history record will be generated for deletion of the External App Credential.
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6.9.4. Showing External App Credentials

Show External App Credential displays a listing of all the External AggnGads in the

Document Manager.

Navigation: [DocMgr > Admin > Show... > External App Credentials]

All External App Credentials

il

Credential Identifier, Available, Disabled, Failed Attempts, Blocked Until, Expiration
Date, and Last Used adésplayed for each External App Credential.

The number of External App Credentials is shown.

The External App Credentials are listed in alphabetical order by their Credential

Identifier.‘w

Click oo View a specific External App Credential.

Click on—

o Show Info for a specific External App Credential.

Use the scroll bar to scroll through the list.

A Specific External App Credential

External App Credential Info displays the full details for a specific External App Credential.

T The current user must be ardAin to see the restricted portions of the External App
Credential's information (Credential Secret and Comments).

Credgntlal The unique identifier for this External App Credential.
Identifier
Credential The secret used for challengagainst this External App Credential.
Secret You must click the link to reveal the secret, which is hidden by defa
The purposes this External App Credential can be used for. Once &
Allowed . . e
Admin has created an External App Credential, users can atsiign
Usage o
only for the specifically allowed purposes.
Indicates if the External App Credential's account is disabled.
Disabled No - Credential is not disabled.
Yes- Credential has been disabled.
Failed The number of failed attempts to use thisdential since the last time
Attempts a successful challenge for this External App Credential was comple

70



Document Manager Admin Guide Reference

Indicates when this External App Credential can be used again. If it
empty or the date/time has already passed, then this External App
Credential can be used for challenges if it passes all other eligibility
conditions.

Blocked Until

Create Date | Indicates when this External App Credential was created.

Indicates when this External App Credential expires. If there is a
date/time specifed, this External App Credential cannot be used for
challenges after that date/time.

Expiration
Date

The date and time this External App Credential was used last for a
Last Used | successful challenge. This will be blank if the External App Credent
has never been succgfsilly challenged.

Optional comments that an Admin can make about this External A

SRR Credential.

6.10. File Areas

File Areas are used to store the physical files for each Generation of a Document. When a new
Generation of a Document is addedttee system, TechDoc looks for the most "available” File
Area to place the physical file in. As storage needs grow, additional File Areas can be created at
any time. Each File Area can be set to a certain reserved space limit so that TechDoc will no
longeradd files to an area once the free space on that area hits the limit. This allows a TechDoc
File Area to coexist with other applications on the same disk or partition.

6.10.1. Creating a File Area

Create File Area creates a new File Area and possidyes a new physical directory on the
server.

1 The user must have the Admin privilege.

File Areas are used to specify where the physical generation files are stored. There must be at
least one active File Area in the system with sufficient free spaceler for any new

documents to be put in. The File Area and drive space should be checked frequently to ensure
that there is ample free disk space to be storing files. The File Area path must be on a valid
device for the local computer. On a Windows sertis will be designated by a drive letter
followed by the folders. On Linux, this could be any valid mounted device.

The active field is used to specify whether or not files can be saved into the File Area. If active is
set to No, then no new files can lsaved to the File Area, although there can be existing files
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residing in the File Area. The reserved space is used to specify how much free space should be
maintained on the drive for a specific File Area. For example, if a File Area is located on a disk
that only has 100 MB of free space and that File Area's reserved space is set to 110 MB, then no
generations would be able to be saved to that particular File Area. The available space is the
actual free space on the drive that the File Area's path pdomtsinus the reserved space. For
example, if a File Area is located on a disk that has 2.8 Gigabytes of free space and that File
Area’s reserved space is 1 Gigabyte, then the available space displayed will only be 1.8
Gigabytes.

If somebody is creating aew document or replacing a document and there is not an active File
Area with enough free space to accommodate the size of the document, then an error message
is displayed in the person's browser and a log message is written stating that there is not
enoud free space on the system. In addition, an alemail is sent to the System

Administrators and to the user who executed the command.

The actual directory structure is further broken down within each File Area in order to optimize
the speed of accessirige physical files. The speed of file access operations on files is greatly
reduced if the number of files in a folder is excessive. For this reason, there will never be more
than 1000 documents in each of the folders for a File Area. The File Areadtldsure is

broken down in the following manner: The billions subdirectories, then the millions
subdirectories, and finally the thousands subdirectories with the actual files residing at the
lowest level. The actual file name is derived from the genen&itD and extension. Then,
according to the generation ID, it is stored into the appropriate folder. Each folder fill will have
a maximum of 1000 files or sdblders in it. Examples with FilePath being the path for a specific
File Area:

Generation ID | Extension File Name and Location
1013 .doc FilePath000\0000001\1013.doc
2013 .doc FilePath000\000.0022013.doc
10013 .doc FilePath0000001010110013.doc
1000013 .doc FilePath000\001\000:1000013.doc
1001013 .doc FilePath000.001\001\1001013.doc

In addition to these billions, millions and thousands folders in the tree, there will also reside a
temporary folder at the root level of the File Area path for each File Area in the system. When
documents are beingreated in the system, during the upload process they are temporary
stored in the temp folder and when the upload is complete they are moved into their correct
place in the in the File Area path tree. The Maintenance Background task will check this folder
and delete any files older than one day for uploads that have not successfully completed.
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Navigation: [DocMgr > Admin > Create... > File Area]

Step 1:

1. Enter the path in the Path box. The area path is the physical path in the server's file
system that thisarea points to. This is a required field. The maximum length of this field
is 128 characters.

2. In the Is Active box, click on the down arrow and select No if the area is not allowed to
receive new files, or select Yes if the area is allowed to receivdilesw

3. Enter the reserved space in the Reserved Space (MB) box. This is the minimum number
of megabytes that should be left free on this area at all times. Allowed values are O or
greater.

4. Enter the reason for creating the File Area in the Reason boxisTaigquired field. The
maximum length of this field is 255 characters.

Note: To save this File Area and create another one, click the box next to "Save this File
Area and Create Another". This will place a check in the box. If you do not want to
createanother File Area, leave the box blank.

5. Click the Cancel button to cancel the command, or click the OK button to create the File
Area.

Notes:
17 A new File Area record will be created.

T The physical directory will be created on the server if it doesemat.
T A history record will be generated for creation of the File Area.

6.10.2. Modifying a File Area

Modify File Area modifies an existing File Area on the server.
1 The user must have the Admin privilege.

File Areas are used to specify where the physical gemerdites are stored. There must be at
least one active File Area in the system with sufficient free space in order for any new
documents to be put in. The File Area and drive space should be checked frequently to ensure
that there is ample free disk spat®be storing files. The File Area path must be on a valid
device for the local computer. On a Windows server, this will be designated by a drive letter
followed by the folders. On Linux, this could be any valid mounted device.

The active field is used &pecify whether or not files can be saved into the File Area. If active is
set to No, then no new files can be saved to the File Area, although there can be existing files
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residing in the File Area. The reserved space is used to specify how much frestspadebe
maintained on the drive for a specific File Area. For example, if a File Area is located on a disk
that only has 100 MB of free space and that File Area's reserved space is set to 110 MB, then no
generations would be able to be saved to thattpariar File Area. The available space is the

actual free space on the drive that the File Area's path points to minus the reserved space. For
example, if a File Area is located on a disk that has 2.8 Gigabytes of free space and that File
Area’s reservedpace is 1 Gigabyte, then the available space displayed will only be 1.8
Gigabytes.

If somebody is creating a new document or replacing a document and there is not an active File
Area with enough free space to accommodate the size of the document, them@meessage

is displayed in the person's browser and a log message is written stating that there is not
enough free space on the system. In addition, an alertadl is sent to the System

Administrators and to the user who executed the command.

The actuabirectory structure is further broken down within each File Area in order to optimize
the speed of accessing the physical files. The speed of file access operations on files is greatly
reduced if the number of files in a folder is excessive. For thi®redsere will never be more

than 1000 documents in each of the folders for a File Area. The File Area folder structure is
broken down in the following manner: The billions subdirectories, then the millions
subdirectories, and finally the thousands subdiagies with the actual files residing at the

lowest level. The actual file name is derived from the generation's ID and extension. Then,
according to the generation ID, it is stored into the appropriate folder. Each folder fill will have
a maximum of 100dles or subfolders in it. Examples with FilePath being the path for a specific
File Area:

Generation ID | Extension File Name and Location
1013 .doc FilePath000\0000001\1013.doc
2013 .doc FilePath000\000.0022013.doc
10013 .doc FilePath0000001010110013.doc
1000013 .doc FilePath000\001\000:1000013.doc
1001013 .doc FilePath000.001\001\1001013.doc

In addition to these billions, millions and thousands folders in the tree, there will also reside a
temporary folder at theoot level of the File Area path for each File Area in the system. When
documents are being created in the system, during the upload process they are temporary
stored in the temp folder and when the upload is complete they are moved into their correct
place in the in the File Area path tree. The Maintenance Background task will check this folder
and delete any files older than one day for uploads that have not successfully completed.
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Navigation:[DocMgr > Admin > Show... > File Areas > Select Desirecegite 8ide Menu >
Modify]

Step 1:

1. If applicable, modify the path in the Path box. The area path is the physical path in the
server's file system that this area points to. This is a required field. The maximum length
of this field is 128 characters.

2. If apdicable, in the Is Active box, click on the down arrow and select No if the area is not
allowed to receive new files, or select Yes if the area is allowed to receive new files.

3. If applicable, modify the reserved space in the Reserved Space (MB) bos.tfiis i
minimum number of megabytes that should be left free on this area at all times.

Allowed values are O or greater.

4. Enter the reason for modifying the File Area in the Reason box. This is a required field.
The maximum length of this field is 255 chaeast

5. Click the Cancel button to cancel the command, or click the OK button to modify the File
Area.

Notes:
T The existing File Area record will be modified.
1 The physical directory will be created on the server if it does not exist.
1 A history record will bgenerated for modification of the File Area.

6.10.3. Deleting a File Area

Delete File Area deletes an existing File Area on the server. Multiple steps are required during
the process in order to minimize the chances of an accidental deletion.

1 The user must have €hAdmin privilege.
1 The specified File Area must not be set to active.
1 The specified File Area must not be assigned to any documents.

Navigation:[DocMgr > Admin > Show... > File Areas > Select Desired File Area > Side Menu >
Delete]

Step 1:
The File Areto be deleted and the File Area attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.

Step 2:
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The File Area to be deleted and the File Area attributes are displayed.

1.

2.

Enter the reason for deleting éhFile Area in the Reason box. This is a required field. The
maximum length of this field is 255 characters.

Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to delete the Aika.

Notes:

il
il

The File Area record will be deleted.
A history record will be generated for deletion of the File Area.

6.10.4. Showing File Areas

Show File Areas displays a listing of all the File Areas on the server.

All File Areas

Navigation: [DocMgr >Admin > Show... > File Areas]

1

il

The user must have the Admin privilege.

The Status, Available space that TechDoc can use, Reserved space that TechDoc will not
go below on the partition, Partition total size where the File Area resides, and File Area
Path aredisplayed for each File Area.

The number of areas is shown.

Click on to View a specific File Area.
Click on-to Show Info for a specific File Area.

A Specific File Area

Navigation:[DocMgr > Admin > Show... > File Areas > Select Desired File Area]

FileArea Type Info displays the full details for a specific File Area.

Field Name Definition

Area Path | The full path to File Area.

Yes- File Area is active (new files can be added if space permits).

A No - File Area is not active (no new files daadded).
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This is the currently available space for the File Area that TechDoc ci
use to add new files. The Available space is calculated by taking the
Available | current total free space of the partition where the File Area resides ar

Space subtractingthe "Reserved Space” from it. TechDoc always determine
where to add a new file by looking for the active File Area with the mg
Available Space at that time.

The reserved space for File Area. This is the amount of free space ol
partition where the File Area resides that TechDoc will not use for
storing new files. See "Available Space" for more information.

Reserved
Space

Partition This is the current amount of free space for the partition where the Fi
Free Space| Area resides. See "Available Sgdaoe more information.

This is the total space allocated for the partition where the File Area
resides. TechDoc does not use this value for any calculations. It is si
provided for informational purposes.

Partition
Total Space

6.11. General Information

TechDoc has several places that display various pieces of information to assist or inform users.
Etc Files are used to control what information is displayed to the user. The Etc Files are initially
installed with generic information.

Admin's ae free to edit the content of the Etc Files to suit their needs. Subsequent updates to
TechDoc will not overwrite these files. Here is a list of the Etc Files that can be edited:

Etc File Description

dmAbout.page | Text displayed in the body of thAout screen.

dmFAQ.page | Text displayed in the body of the FAQ screen.

dmHome.page | Text displayed in the body of the Home screen.

dmLogin.page | Text displayed in the warning area of the Log In scre

dmNews.page | Text displayed in the body of tiéews screen.

dmSupport.page| Text displayed in the body of the Support screen.
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6.11.1. About

The About page displays generic information about the system and some of the more
important features that it has.

6.11.2. Contact Us

The Contact Us page providesormation on contacting us. If you are having trouble, you

should always attempt to contact your local help desk or TechDoc Administrator first. They are
most likely to know your local configuration and guidelines for managing Documents and
Records.

6.11.3. Display Page

Display Page is used to display a generic help page. Page files can be created in TechDoc's 'etc
directory and then displayed with this command.

6.11.4. Home Page

The Home page is the default page that most people should be sent to wheacdessing the
system. The page should contain information that tells visitors what the intended purpose of
the system is and potentially inform them about any restrictions that may apply for using the
system.

6.11.5. News

The News page is used to display importaeivs pertaining to this system. The news might
include information about upcoming outages, recent or upcoming upgrades, etc.

6.11.6. Support

The Support page identifies whom to contact for support. Normally, users should always
attempt to contact their local heldesk or TechDoc Administrator first. They are most likely to
know the local configuration and guidelines for managing Documents and Records.

6.12. Keywords

Keywords are usetdefined attributes that can be assigned to a Document. A Document Type

can specify whit Keywords are automatically displayed during the creation or modification of a
Document. A Document Type can also specify which Keywords are optional or required.
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6.12.1. Creating a Keyword

Create Keyword creates a new Keyword and possibly some Keyword V#hgeKefyword is a
drop down. Keywords can be created as a free form field or a drop down list. Once the Keyword
has been created, you can assign it to a specific document type if required.

Keywords are used to help refine the search criteria when sear¢birdpcuments. For

example: For the doc type Kennedy Documented Process (KDP) there are different types of
KDP's. There are KDP's related to Business Objectives and Agreements (BOAsyjaenter
processes, forms, etc. To refine the search results wherckem for KDP's, you could create a
drop down Keyword and assign it the values of Business Objectives and Agreements (BOAS),
centerwide process, forms etc. Now when performing the search you can search for all KDP's
or select one of the Keyword Valuesrtarrow the search.

1 The user must have the Admin privilege.
Note:

A Keyword name and a Doc Type name can be the same. For example, if you have a doc type of
KDP, you can create a drop down Keyword named KDP. The values for the Keyword would be
the differernt types of KDP's (BOAs, forms, etc.).

Examples of free form field Keyword names could be expiration date, comments, etc.

Navigation:[DocMgr > Admin > Create... > Keyword]

Step 1:

1. Enter the name of the Keyword in the Name box. Keyword name must be uwithie
the same Document Manager. The Keyword name is displayed in the New Keyword drop
down list, and if it is an optional and/or required Keyword, it will also be displayed
above the New Keyword box, when creating or modifying a document. This is eecequi
field. The maximum length of this field is 32 characters. Note: The KeywordCharacters
System Property contains a list of all the valid characters allowed in a Keyword name.

2. Enter the description of the Keyword in the Description box. The maximum lefgth
this field is 128 characters.

3. Enter the input type of the Keyword in the Input Type box by clicking on the down arrow
and selecting it from the list. You cannot leave this field as Choose One. (The type of
user input allowed for this Keyword.)

Input Type Definition

Drop Down | Creates a drop down list of Valid Keywords Valu
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Free Form | Creates an empty box to enter Keyword value in

4. Enter the data type of the Keyword in the Data Type box by clicking on the down arrow
and selecting it from the list. You cannot leave this field as Choose One.

Data Type Definition

String Value of Keyword entered as text.

Date Value of Keyword mudte entered as mm/dd/yyyy.

Number | Value of Keyword must contain a number.

URL Value of Keyword entered as URL.

5. Choose whether or not this should be a private Keyword by clicking the down arrow of
the Private box and selecting either Yes or No. Keywdralsare private function the
same as Keywords that are not except, private Keywords will never be sent to a Search
Manager.

6. Enter the reason for creating the Keyword in the Reason box. This is a required field. The
maximum length of this field is 255 characters.

Note: To save this Keyword and create another one, click the box next to "Save this
Keyword and Create Another". Bhwill place a check in the box. If you do not want to
create another Keyword, leave the box blank.

7. Click the Cancel button to cancel the command, or click the OK button to create the
Keyword.

Step 2:

If the input type for the Keyword is drop down, you shereate the Keyword Valid Values for
the drop down list.

1. Enter the Valid Keyword Value in the New Valid Keyword Value box. The maximum
length of a Valid Keyword Value is 2000 characters. Note: How you enter the Valid
Keyword Value, depends on the dat@éyselected from previous page. Use the table
below as a guide for entering Valid Keyword Values.

Note:
When adding and/or modifying Keyword values, if punctuation is added as part of the

value name; for example ATLAS?, ATLAS? by itself will not bead#aritcbm the search
engine. The search engine is only interested in words so it ignores all punctuation (?*!:;,
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etc) when it indexes documents. If you search for ATLAS on the search engine, all
documents with a Keyword value of ATLAS, including ATLAIS® veturned. Also
remember that the question mark (?) and the asterisk (*) are wildcard characters when
performing searches in the search engine. Searching for ATLAS? actually means search
for a 6 letter word that begins with 'ATLAS' and the sixth oftaracan be any single

letter or number.

Data Type How to Enter New Valid Keyword Value

String Value of Keyword entered as text.

Date Value of Keyword must be entered as mm/dd/yyy

Number | Value of Keyword must contain a number.

URL Value ofKeyword entered as URL.

2. Click the Add button to add the Valid Keyword Value.

Note: Repeat above steps to add additional Valid Keyword Values. Click the Remove
button to remove the Keyword value.

Note: To save this Keyword and create another atiek the box next to "Save this
Keyword and Create Another". This will place a check in the box. If you do not want to
create another Keyword, leave the box blank.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to create the Keyword.

Notes:

T A new Keyword record will be created.

T If the input type of the Keyword is Drop Down, then a Keyword Valid Value record will
be created for each valid value entered on the Keyword Valideggage.

T A history record will be generated for creation of the Keyword.

1 If any Search Manager Hosts are defined, an update request is inserted into the Search
Manager Updates table for each host to notify them of the creation of the Keyword.

6.12.2. Modifying a Keyword

Modify Keyword modifies an existing Keyword in the Document Manager. Keywords are used to
refine the search criteria of a document. Keywords can be displayed as a free form or drop
down box.

1 The user must have the Admin privilege.
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Note:

A Keyworchame and a doc type name can be the same. For example, if you have a doc type of
KDP, you can create a drop down Keyword named KDP. The values for the Keyword would be
the different types of KDP's (BOAs, forms, etc.).

Examples of free form field Keywordmas could be expiration date, comments, etc.

Navigation:[DocMgr > Admin > Show... > Keywords > Select Desired Keyword > Side Menu >
Modify]

Step 1:

1. If applicable, modify the name of the Keyword in the Name box. Keyword name must be
unique within the sam@®ocument Manager. The Keyword name is displayed in the New
Keyword drop down list, and if it is an optional and/or required Keyword, it will also be
displayed above the New Keyword box, when creating or modifying a document. This is
a required field. Thenaximum length of this field is 32 characters. Note: The
KeywordCharacters System Property contains a list of all the valid characters allowed in
a Keyword name.

2. If applicable, modify the description of the Keyword in the Description box. The
maximum length of this field is 128 characters.

3. If applicable, modify the input type of the Keyword in the Input Type box by clicking on
the down arrow and selecting it from the list. (The type of user input allowed for this
Keyword.)

Input Type Definition

Drop Down | Creates a drop down list of valid Keywords.

Free Form | Creates an empty box to enter Keyword value

4. If applicable, modify the data type of the Keyword in the Data Type box by clicking on
the down arrow and selecting it from the list.

Data Type Definition

String Value of Keyword entered as text.

Date Value of Keyword must be entered msn/dd/yyyy.

Number | Value of Keyword must contain a number.

URL Value of Keyword entered as URL.
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Enter the reason for modifying the Keyword in the Reason box. This is a required field.
The maximum length of this field is 255 characters.

Click theCancel button to cancel the command, or click the OK button to create the
Keyword.

Step 2:

If the input type for the Keyword is drop down, you must create/modify the Keyword Valid
Values for the drop down list.

1.

If applicable, create/modify the Valid Keyrdovalue in the New Valid Keyword Value

box. The maximum length of a Valid Keyword Value is 2000 characters. Note: How you
enter the Valid Keyword Value, depends on the data type selected from previous page.
Use the table below as a guide for entering ¥&eyword Values.

Note:

When adding and/or modifying Keyword values, if punctuation is added as part of the
value name; for example ATLAS?, ATLAS? by itself will not be searchable from the search
engine. The search engine is only interested in wordsigadtres all punctuation (?*!:;,

etc) when it indexes documents. If you search for ATLAS on the search engine, all
documents with a Keyword value of ATLAS, including ATLAS?, will be returned. Also
remember that the question mark (?) and the asterisk (8 aildcard characters when
performing searches in the search engine. Searching for ATLAS? actually means search
for a 6 letter word that begins with 'ATLAS' and the sixth character can be any single

letter or number.

Data Type How to Enter New Valid KeywdrValue

String Value of Keyword entered as text.

Date Value of Keyword must be entered as mm/dd/yyy

Number | Value of Keyword must contain a number.

URL Value of Keyword entered as URL.

Click the Add button to add the Valid Keyword Value.

Note: Repeat above steps to add additional Valid Keyword Values. Click the Remove
button to remove the Keyword value.

Click the Cancel button to cancel the command, click the Previous button to return t
the previous screen, or click the OK button to modify the Keyword.
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Step 3:

Warning: Changing the Input Type field from a Drop Down to a Free Form field for this Keyword
will result in all the current Valid Values associated with this Keyword to be lost.

Input Type Definition

Drop Down | Creates a drop down list of Valid Keywords Valu

Free Form | Creates an empty box to enter Keyword value in

Are you really sure you want to change this Keyword type from drop down to free form and
lose ALL of th¥alid Values associated with this Keyword?

1. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to modify the Keyword.

Notes:

1 The existing Keyword record will be modified.

Ahistory record will be generated for modification of the Keyword.

T If any Search Manager Hosts are defined, an update request is inserted into the Search
Manager Updates table for each host to notify them of the creation of the Keyword.

]

6.12.3. Deleting a Keyword

Delete Keyword deletes an existing Keyword. Multiple steps are required during the process in
order to minimize the chances of an accidental deletion.

1 The user must have the Admin privilege.
T The specified Keyword must not be assigned to any documents gspf RMA file
plans.

Navigation:[DocMgr > Admin > Show... > Keywords > Select Desired Keyword > Side Menu >
Delete]

Step 1:
The Keyword to be deleted and the Keyword attributes are displayed.
1. Click the Cancel button to cancel the command, or click\iget button to continue.

Step 2:
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The Keyword to be deleted and the Keyword attributes are displayed.
Note:

If the Keyword to be deleted is in use by a document type, and you delete the Keyword, it will
be removed from the document type.

1. Enter the reasoffior deleting the Keyword in the Reason box. This is a required field. The
maximum length of this field is 255 characters.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button &late the Keyword.

Notes:

]

The Keyword record will be deleted.

If the Keyword's input type is Drop Down, then any Valid Values assigned to the
Keyword will also be deleted.

The Keyword will be removed from any document types that it is assigned to.
Ahistory record will be generated for deletion of the Keyword.

If any Search Manager Hosts are defined, a delete request is inserted into the Search
Manager Updates table for each host to notify them of the deletion of the Keyword.

]
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6.12.4. Showing Keywords

Show Kewords displays a listing of all the Keywords in the Document Manager.

All Keywords

Navigation: [DocMgr > Admin > Show... > Keywords]

The user must have the Admin privilege.

The Name, Description, Input Type and Data Type are displayed for each Keyword.
The number of Keywords is shown.

Keywords are listed in alphabetical order by Name.

= =4 =4 =4

==

Click on___to View a specific Keyword.
1 Click on-to Show Info for a specific Keyword.

A Specific Keyword

Navigation:[DocMgr > Admin > Show... > Keywords > SBlesited Keyword]
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Keyword Info displays the full details for a specific Keyword.

Field Name Definition

Name The name of this Keyword.

Description | The description of this Keyword.

The type of user input allowed for this Keyword.
Input Type | Drop Down Drop down list of Valid Keywords Values.
Free Form Enter Keyword value as free form text.

String- Value of Keyword entered as text.

Date- Value of Keyword must be entered as mm/dd/yyyy.
Number- Value of Keyword must contain a number.

URL- Value of Keyword entered as URL.

Data Type

Yes- The Keyword is a private Keyword. Private Keywords function th
same as Keywords that are not private except that they never get sel
any Search Managers.

No- The Keyword is not private and functionsremsmal.

Private

Note:
If input type is Drop Down, the Valid Keyword Values are displayed.
6.12.5. Exporting the Valid Values of a Keyword

Export valid Keyword Values gives the ability to export the valid values of a keyword to a file.
This file can then be used fother purposes outside of TechDoc or can be imported into
another keyword or another keyword on another TechDoc Document Manager instance. Often
times Keywords can contain hundreds or thousands of values and it can be quite time
consuming syncing up the hévalues of keywords between TechDoc Document Managers
manually. By using export and import, a keyword in one instance can be synchronized to
another in just seconds.

1 The user must have the Admin privilege.

Navigation:[DocMgr > Admin > Show... > Keywsr8elect Desired Keyword > Side Menu >
Export]

Step 1:

1. Currently, valid keyword values can only be exported to a CSV file.

86



Document Manager Admin Guide Reference

2. Select whether or not to include headings in the file by clicking on the down arrow and
selecting Yes or No from the list. It's iorfant to note, the CSV file must contain
headings if it will be imported into TechDoc.

3. Click the Previous button to go back to the previous screen, or click the OK button to
perform the export.

Step 2:

A message will be displayed while TechDoc beginsrgéng the export file. After the file has
been generated, the download should begin automatically.

Note: Keywords with just a few valid values should begin downloading in just a few seconds,
keywords with a large number of valid values may take a hitiénger.

6.12.6. Importing the Valid Values of a Keyword

Import Valid Keyword Values gives the ability to import the valid values of a keyword from a
file. Often times Keywords can contain hundreds or thousands of valid keyword values and it
can be quite time ansuming syncing up the valid values of keywords between TechDoc
Document Managers manually. By using export and import, a keyword in one instance can be
synchronized to another in just seconds.

1 The user must have the Admin privilege.
1 The Keyword cannot alude the same valid value more than once.

Navigation:[DocMgr > Admin > Show... > Keyword > Select Desired Keyword > Side Menu >
Import]

Step 1:
1. Currently, valid keyword values can only be imported from a CSV file that includes
headers.

2. Atthe File box click on the Browse... button to locate the CSV file to import from.

Note: The File Upload box will be displayed.

3. Select the operation type by clicking the down arrow and selecting an operation from
the list. The operations are as foks:
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Merae This option will keep all of the existing valid keyword values and g

9 all of the new valid keyword values that are imported from the file

Replace This option removes all of the current valid keyword values and a
P all of the new valid keywarvalues that are imported from the file.

4. Enter a reason for importing the valid keyword values in the Reason box. Reason is a
required field. The maximum length of this field is 255 characters.
5. Click the Cancel button to cancel the command, or thiekNext button to continue.

Step 2:

A message will be displayed stating the number of valid keyword values that will be imported as
well as the number of entries that must be skipped because they are invalid. If an entry is
invalid, the message will inade the line number of the invalid entry and the reason it is invalid.

1. Click the Previous button to go back to the previous screen, click the Cancel button to
cancel the command, or click the OK button to perform the import.

Notes:

1 The existing valid keywd values will be updated.
1 A history record will be generated for importation of valid keyword values.

6.12.7. Automatic Extraction of Keywords from Documents

TechDoc contains a mechanism that is used during the Create Document and Replace
Documentcommands that can inspect Documents for Keywords that can be automatically
extracted and associated with the Document. Currently, AutoCAD is the only type of Document
that TechDoc supports for automatic Keyword extraction.

6.12.7.1. Keyword Extraction from AutoCAD D rawings

AutoCAD files can contain usgefined metadata called attributes that act much the same way
that TechDoc Keywords do. You can use these attributes to populate the title blocks of
AutoCAD drawings.

TechDoc can extract the attributes from an AutoGidand convert them to Keywords on a

Document. This is done when an AutoCAD drawing is uploaded during a Create Document or
Replace Document operation.
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6.12.7.1.1. Keyword Aliases

For any attributes that need to be extracted, it is necessary to either have a Ketyhnatrhas
the exact same name as the attribute or map a specific Keyword to the attribute. You map a
specific Keyword to the attribute by creating a Keyword Alias for the attribute.

For example, an AutoCAD attribute that contains the project engineengereuld be called
'PROJECT_ENG'. You may want this attribute to be mapped to a Keyword called
'ProjectEngineer'. To do this, perform the following steps:

1. You must first create the 'ProjectEngineer' Keyword.

2. Then go to Admin, select Mime Types, select'ifmage/vnd.dwg' Mime Type, and on

the Mime Type side menu, click Modify. If the Mime Type doesn't exist it will be

necessary to create it.

If applicable, modify Mime Type attributes, enter a Reason, and click the Next button.

In the New Keyword Alias badlick on the down arrow and select the 'ProjectEngineer’

Keyword from the list.

5. Enter PROJECT_ENG in the text field on the right and click the Add button. You have
successfully created a new Keyword Alias.

B w

You can create more Keyword Aliases by repeatiegabove steps. If you have an AutoCAD
attribute that is a Date, URL, or Number, it is possible to map it to a Keyword. Just make sure
that when you create the Keyword in step 1, you select the appropriate data type. The
advantage of using the correct ddige is that it makes it easier to search.

Some examples of Keyword Aliases are:

Name AutoCAD Attribute Name

Authority AUTHORITY

Electrical Design Engineer ELEC_DESIGN_ENG_LE

Electrical Design Engineer Datey ELEC_DATE

Mechanical Desigingineer MECH_DESIGN_ENG_LE

Mechanical Design Engineer Datf MECH_DATE

Design and Analysis Chief DESIGN_ANA_CHIEF

Design and Analysis Chief Date] DAC_DATE

Safety SAFETY

Safety Date SAFETY_DATE
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Test Director TEST_DIRECTOR
Test Director Date TEST_DIR_DATE
Project Engineer PROJECT_ENG
Project Engineer Date PROJECT_ENG_DATE

Checked by CHECKED_BY
Checked Date DATE
Sheet 1 OF
SSC Revision Number REV
Issued By ISSUED_BY
Issued Date ISSUED_DATE
Drawn By DRAWN_BY
Drawn Date DRAWN_DATE

6.12.7.1.2. AutoCAD Keyword Extraction Process

When a document is created or replaced with an AutoCAD drawing, TechDoc will attempt to
extract any attributes from the uploaded file and place the attributes into Keywords. This is
completely hidden from th user. It works like this:

1.

2.

ok

When an AutoCAD file is uploaded during a Create Document or Replace Document, the
attributes are extracted automatically.

TechDoc tries to find a Keyword Alias that has been created for this attribute under the
AutoCAD Mimd&ype (image/vnd.dwg).

If TechDoc can't find a Keyword Alias for this attribute, it will look for a Keyword with

the exact same name as the attribute.

If TechDoc can't find any of the above it will log the attribute to the TechDoc log file.

If TechDoc is db to match the attribute with a Keyword, it assigns the attribute's value

to the Keyword and attaches the Keyword to the document.

If the matching Keyword has a data type of Date or Number, TechDoc attempts to parse
the attribute value as a Date or Numbéf it is unable to parse the value it will not add

the Keyword to the document and log this to the TechDoc log file.

During a replace document it is possible to extract Keywords that conflict with existing
document Keywords. If this happens the usalf be presented with the following screen:
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The first column contains the Keyword name the second column contains the old value and the
third column contains the Keyword's new value. There is a check box at the beginning of each
row. If you want the old alue to be kept then unselect the checkbox. Otherwise, leave the
checkbox selected.

If TechDoc finds an attribute that it can't convert into a Keyword for any reason, then it will log
this to the TechDoc application log. You can view this log by goingndanALog Files.

6.13. Logging In and Logging Out

TechDoc provides several capabilities related to logging in and out. On a system that supports
Single Sigi©®n, the Switch User option is available. This allows a User to specifically pick which
User to log in agather than having the system automatically log them into their primary
TechDoc account.

6.13.1. Log In

Log In logs a User in and redirects the User to their default Folder in the Explorer.

If a User is remotely authenticated and they enter the wrong passwoiglpibssible for them
to disable their account on the remote authentication server. If this happens, the User must
contact the help desk for the remote authentication server to get their accessabled.

1 If the User is already logged in, they are simphjirected to their default Folder.
1 If the User is not logged in:

o The AllowLogInFrom System Property and User's current IP address are
examined to determine if the User is attempting to log in from a valid IP address.
If not, the log in fails.

o If the sysem has Single Sigbn (SSO) enabled and the User currently has a valid
SSO session that is tied to their TechDoc account, the User will automatically be
logged into that TechDoc account and redirected to their default Folder.

o The DefaultAuthenticator SysteProperty determines if the User is
automatically sent to the Single Sign (SSO) in an attempt to establish a valid
SSO session to log the User in by.

o The User will be prompted to use SSO and/or enter their username and
password, depending on system tiegs and whether a valid SSO session could
be used to automatically log the User in first.

If the username belongs to a guest account, the log in fails.
If the SystemAuvailable System Property is set to No and the account is a non
Admin account, the lo fails.

o Ifthe User's current IP address is a restricted IP address and the account is not a
restricted User account, the log in fails.

If the User account is expired, the log in fails.
If the User account is disabled, the log in fails.
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o If the User is loally authenticated, the password is encrypted and checked
against the one stored in TechDoc. If the User is remotely authenticated, the
username and password are sent to the remote authentication service for
validation. If the password validation failg feither type of authentication, the
log in fails.

o If the User is locally authenticated and their TechDoc password is expired, the
User is prompted to enter a new password. The new password must meet the
password restriction System Properties.

Navigation: [DocMgr > Log In]
If TechDoc has Single Sign (SSO) enabled and you wish to use it:

1. Click the Log In button for the SSO service that you wish to log in with.
2. After you are redirected to the SSO service, perform the steps that it requires to
complete thelog in process.

OR

If TechDoc has ne8ingle Sigi®ns enabled and you have a 880 username and password
that you wish to use:

1. Enter your username in the Username box.
2. Enter your password in the Password box. The password is displayed as "****xx**",
3. Clik the Cancel button to cancel the command, or click the OK button to log in.

Notes:

1 If you have a username and password that is for use on an SSO server, you cannot enter
them into the username and password boxes on the TechDoc log in screen. Instead, you
must click the Log In button and enter the information on the SSO server.

1 Passwords are case sensitive.

1 Click the Support link for support on this system.

Expired Password

If your password has expired, you must change your password before you wailbived to log
into the Document Manager.

1. Enter your old password in the Old Password box. The password is displayed as

Wkkkkkkkik!

2. Enter your new password in the New Password box. The password is displayed as
mrekkkkt  Note: The password must be at leas8 characters long. The password must
contain at least 3 of the 4 different types of characters. The four types of characters are
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uppercase letter, lowercase letter, digit, and special character. (Passwords must adhere
to the settings in System Properties password requirements)

3. Reenter your new password in the Verify Password box. The password is displayed as
ek The new password and the verify password must match.

4. Click the Cancel button to cancel the command, or click the OK button to clgange
password and log in.

Notes:

1 Passwords are case sensitive.
T Click the Support link for support on this system.

Log In Error Messages

T This User account has been disabled because the password has been expired for more
than xx days. Click on 'Forgot y@assword?' to reset your password.

T This User account has been disabled due to the password being expired. Click on 'Forgot
your password?' to reset your password.

T This User account has been disabled due to too many failed login attempts. Click on

'Forgotyour password?' to reset your password.

This User account has expired.

This User account has been disabled.

This User account is a guest account and cannot be used for log in purposes.

An invalid username and/or password were entered.

o Password is case sdtive.

o Verify that Username and/or Password were entered correctly.

o The password must be at least 8 characters long. (Password must adhere to the
settings in System Properties for password requirements)

o The password must contain at least 3 of thdilerent types of characters. The
four types of characters are uppercase letter, lowercase letter, digit, and special
character. (Password must adhere to the settings in System Properties for
password requirements)

o After 3 failed login attempts, your acgot will be disabled. The PasswordBreakin
System Property determines the actual number of failed attempts that are
allowed.

=A =4 =4 =4

Click the Support link for support on this system.
Note:

T Once logged in, the User is redirected to their default Folder in the Explo

Once logged in, the number of unsuccessful logins will be reset to zero.

1 If a new password was requested and accepted, the password expiration date is reset
based on the PasswordLifeTime System Property.

=
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1 If the log in fails, the number of unsuccessagins on the account will be incremented.
If the number of unsuccessful attempts is greater than the PasswordBreakln System
Property and the User is locally authenticated, the User will be Password disabled. If the
User is remotely authenticated, the rate system is responsible for disabling the User
or taking whatever action is appropriate for that service.

T If there are repeated log in failures, alerts are sent to the owner of the account and the
Users in the Alert Group to notify them in case an attackhe system might be under
way. The alerts are sent after the PasswordBreaklin System Property number of failures.
After the first alert on an account, alerts are sent out every the PasswordBreakin System
Property * 2 number of failures. For examplethié PasswordBreakin System Property is
set to 3, alerts would be sent after failed attempt number 3, 6, 12, 18, 24, 30...

1 A history record will be generated for the log in whether successful or not.

T A message will be generated in the TechDoc log for thénlevhether successful or not.

6.13.2. Log Out

Log Out logs you out of the Document Manager.
Navigation:[DocMgr > Log Out]

If you are currently logged in through an SSO (SingleCGBiyiserver, you may be asked if you
wish to log out of SSO too. If so, click Nhe button to just log out of the Document Manager.
Otherwise, click the Yes button to log out of the Document Manager and the SSO server.

For additional security, you should always close your browser window after logging out of any
web-based application.

6.13.3. Switch User

Switch User logs a User in and redirects the User to their default Folder in the Explorer. Unlike
Log In, Switch User never attempts to automatically log a User in. This gives you the chance to
specify exactly which TechDoc account that youhwaislog into.

If a User is remotely authenticated and they enter the wrong password, it is possible for them
to disable their account on the remote authentication server. If this happens, the User must
contact the help desk for the remote authenticatioarger to get their access #enabled.

1 If the User is already logged in, they are simply redirected to their default Folder.
1 If the User is not logged in:
o The AllowLogInFrom System Property and User's current IP address are
examined to determine if th&Jser is attempting to log in from a valid IP address.
If not, the log in fails.
o The User will be prompted to use SSO and/or enter their username and
password, depending on system settings.
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If the username belongs to a guest account, the log in fails.
If the SystemAvailable System Property is set to No and the account is a non
Admin account, the log in fails.

o If the User's current IP address is a restricted IP address and the account is not a
restricted User account, the log in fails.
If the User account isxpired, the log in fails.
If the User account is disabled, the log in fails.
If the User is locally authenticated, the password is encrypted and checked
against the one stored in TechDoc. If the User is remotely authenticated, the
username and passwordeasent to the remote authentication service for
validation. If the password validation fails for either type of authentication, the
log in fails.

o If the User is locally authenticated and their TechDoc password is expired, the
User is prompted to enter a mepassword. The new password must meet the
password restriction System Properties.

Navigation:[DocMgr > Switch User]
If TechDoc has Single Sign (SSO) enabled and you wish to use it:
1. Click the Log In button for the SSO service that you wish to loghn wi
2. After you are redirected to the SSO service, perform the steps that it requires to
complete the log in process.

OR

If TechDoc has ne8ingle Sigi©ns enabled and you have a R880 username and password
that you wish to use:

1. Enter your username in thesername box.
2. Enter your password in the Password box. The password is displayed as "*****x**"
3. Click the Cancel button to cancel the command, or click the OK button to log in.

Notes:
T If you have a username and password that is for use on ars&S€r, you cannot enter
them into the username and password boxes on the TechDoc log in screen. Instead, you
must click the Log In button and enter the information on the SSO server.
1 Passwords are case sensitive.
1 Click the Support link for support on tlagstem.

Expired Password
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If your

password has expired, you must change your password before you will be allowed to log

into the Document Manager.

1.

2.

Notes:

f
f

Enter your old password in the Old Password box. The password is displayed as
"********".

Enter your new paswvord in the New Password box. The password is displayed as
ek Note: The password must be at least 8 characters long. The password must
contain at least 3 of the 4 different types of characters. The four types of characters are
uppercase letter,dwercase letter, digit, and special character. (Passwords must adhere
to the settings in System Properties for password requirements)

Reenter your new password in the Verify Password box. The password is displayed as
ek The new password and the \erify password must match.

Click the Cancel button to cancel the command, or click the OK button to change your
password and log in.

Passwords are case sensitive.
Click the Support link for support on this system.

Switch User Error Messages

1

=A =4 =4 =4

This Usr account has been disabled because the password has been expired for more
than xx days. Click on 'Forgot your password?' to reset your password.

This User account has been disabled due to the password being expired. Click on 'Forgot
your password?' to reet your password.

This User account has been disabled due to too many failed login attempts. Click on
'Forgot your password?' to reset your password.

This User account has expired.

This User account has been disabled.

This User account is a guestcount and cannot be used for log in purposes.

An invalid username and/or password were entered.

o Password is case sensitive.

o Verify that Username and/or Password were entered correctly.

o The password must be at least 8 characters long. (Password musedohhe
settings in System Properties for password requirements)

o The password must contain at least 3 of the 4 different types of characters. The
four types of characters are uppercase letter, lowercase letter, digit, and special
character. (Password muadhere to the settings in System Properties for
password requirements)

o After 3 failed login attempts, your account will be disabled. The PasswordBreakin
System Property determines the actual number of failed attempts that are
allowed.
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Click the Supporink for support on this system.
Note:

T Once logged in, the User is redirected to their default Folder in the Explorer.

Once logged in, the number of unsuccessful logins will be reset to zero.

T If a new password was requested and accepted, the password @mpidate is reset
based on the PasswordLifeTime System Property.

1 If the log in fails, the number of unsuccessful logins on the account will be incremented.
If the number of unsuccessful attempts is greater than the PasswordBreakln System
Property and thdJser is locally authenticated, the User will be Password disabled. If the
User is remotely authenticated, the remote system is responsible for disabling the User
or taking whatever action is appropriate for that service.

1 If there are repeated log in failas, alerts are sent to the owner of the account and the
users on the alert group to notify them in case an attack on the system might be under
way. The alerts are sent after the PasswordBreakin System Property number of failures.
After the first alert on a account, alerts are sent out every PasswordBreakln System
Property * 2 number of failures. For example, if the PasswordBreakln System Property is
set to 3, alerts would be sent after failed attempt number 3, 6, 12, 18, 24, 30...

1 A history record will bgenerated for the log in whether successful or not.

T A message will be generated in the TechDoc log for the log in whether successful or not.

=

6.13.4. Fast Switch

Fast Switch allows a logged in user to quickly switch from one TechDoc account to another. In
order touse fast switching, the current user must be logged into a TechDoc account that is
remotely authenticated and there must be more than one TechDoc account on the server that
maps to the same remotely authenticated user. If these conditions are not metighemust

log out and log back in with different credentials to switch users.

Once a user successfully fast switches to another TechDoc user, the system remembers the new
TechDoc user as the preferred TechDoc user to use with the current user creddiftisls

particularly helpful in Single Sigpn environments. If a user waits too long to perform a

command, the user's TechDoc session could time out. On clicking a button to perform the
command, the user could be silently single signed back on. If Teclhdoot remember the

last user that was used, the command could accidentally be performed using the wrong

TechDoc user account.

6.13.5. Forgot Password
Have you ever forgotten your password and do not know who to call to have it reset? With

ForgotPassword, you can reset your own password without having to make any phone calls
requesting to have it reset.
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If a TechDoc User account is assigned to a remote Authenticator, the Forgot Password feature
will not be available. In this case, the User mustaythe remote authentication server to reset
their password.

A valid username and the correct answer to the security question is all you need. If properly
entered, the system will generate a new random password and email it to the email address
stored inthe system for the specified User. One email is sent to the User stating that their
account has been reset and a second separate email is sent with the new password. Once you
receive the emails, you will be able to log in and change your password.

A validusername must be given.

The correct answer to the security question must be given.

The disable flag on the User account cannot be set to Yes.

The User account cannot be a Guest Only account.

The User account cannot be expired.

The AllowForgotPassword Systéroperty must be set to Yes.

The User cannot be assigned to a remote Authenticator. The Forgot Password feature is
not available and the User will need to go to the remote authentication server to reset
their password.

=A =4 =4 =4 4 -4 A

Navigation:[DocMgr > Log In or Swh User > Forgot your password]
Step 1:

1. Enter your username in the Username box.

2. Enter your security answer in the Security Answer box. This is a required field. The
maximum length of this field is 32 characters. The security answer is not case sensitive

3. Click the Cancel button to cancel the command, or click the OK button to reset
password.

If you have forgotten your username and/or security answer or receive one of the following
error messages, contact your local help desk or Document AdministratocoRtact
information, click the Support link.

T The correct answer to the security question must be given.

1 The specified username can only be reset by contacting the document administrator for
this system.

1 The Forgot Password feature is not allowed on tser because the account has
expired.

1 The Forgot Password feature is not allowed on this User because the account has been
disabled.

1 The Forgot Password feature is not allowed on this User because the account is a guest
account.
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Step 2:

A newpassword has been generated and sent to the email address for this specific User. Once
you receive the email, follow the directions to access this system. If you need further
assistance, contact your local help desk or Document Administrator. For camfaechation,

click the Support link.

Notes:

1 The User's password is set to a randomly generated password according to the System
Property settings for passwords.

1 The User's disabled flag is set to No.

1 The User's login failure count is set to zero.

T One emaiis sent to the User stating that their account has been reset and a second
separate email is sent with the new password.

1 A history record will be generated for modification of User.

6.14. Metric Organizations

Metric Organizations are associated to Documents HratMetrics. They differ from regular
organizations in that Metric Organizations can be hierarchical and are based on how
performance is measured. Metric Organizations tend to mirror the exact physical organization
of your structure whereas regular orgaations tend to loosely match your structure because
they tend to be based on groups of users that come together to create documentation. It is not
uncommon for a regular Organization to be comprised of multiple Users from different physical
organizations.

6.14.1. Creating a Metric Organization

Metric Organizations are associated to documents that are Metrics. They differ from regular
organizations in that Metric Organizations can be hierarchical and are based on how
performance is measured. Metric Organizationsdd¢o mirror the exact physical organization

of your structure whereas regular organizations tend to loosely match your structure because
they tend to be based on groups of users that come together to create documentation. It is not
uncommon for a regulamrganization to be comprised of multiple users from different physical
organizations.

A Metric is simply a Document that the creator/maintainer has designated as a Metric. A
Document becomes a Metric by choosing the Doc Type that the Doc Admin has desigeat
the Metric Doc Type. When this is done, an additional screen will appear during the Create
Document and Modify Document commands to gather additional information needed to
process Metrics.
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The Metric Organization (AA, CC, IT, etc.) will also be addbeé Org dropdown list or the
organization division (FA, I'FB, I'TC, etc.) will be added to the Division drdpwn list on the
Metric Dashboard.

1 The user must have the Admin privilege.
1 The Metric Organization abbreviation cannot be the same as dmr ddetric
Organization in the system.
T If the Metric Organization abbreviation contains a daghiis considered to be a child
Metric Organization.
o The parent is determined by the Metric Organization that appears before the
first dash in thisMetric Organization's abbreviation.
o The parent Metric Organization must already exist.

Navigation:[DocMgr > Admin > Create... > Metric Organization]
Step 1:

1. Enter the abbreviation of the Metric Organization in the Abbreviation field. The Metric

Organizaibn abbreviations must be unique within the same Document Manager. This is

a required field. The maximum length of this field is 16 characters. Note: The

MetricOrgAbbrevCharacters System Property contains a list of all the valid characters

allowed in a Metic Organization abbreviation.
2. Enter the name of the Metric Organization in the Name field. Metric Organization

names do not have to be unique within the same Document Manager. This is a required

field. The maximum length of this field is 64 charactergeiNdhe
MetricOrgNameCharacters System Property contains a list of all the valid characters
allowed in a Metric Organization name.

3. Enter the reason for creating the Metric Organization in the Reason field. This is a
required field. The maximum length ofighfield is 255 characters.

Note: To save this Metric Organization and create another one, click the box next to

"Save this Metric Organization and Create Another". This will place a check in the box. If

you do not want to create another Metric Organizatj leave the box blank.

4. Click the Cancel button to cancel the command, or click the OK button to create the
Metric Organization.

Notes:

T A new Metric Organization record will be created.
1 A history record will be generated for creation of the Metdioganization.
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6.14.2. Modifying a Metric Organization

Metric Organizations are associated to documents that are Metrics. They differ from regular
organizations in that Metric Organizations can be hierarchical and are based on how
performance is measured. Metric @anizations tend to mirror the exact physical organization

of your structure whereas regular organizations tend to loosely match your structure because
they tend to be based on groups of users that come together to create documentation. It is not
uncommonfor a regular organization to be comprised of multiple users from different physical
organizations.

A Metric is simply a Document that the creator/maintainer has designated as a Metric. A
Document becomes a Metric by choosing the Doc Type that the DomAdmsidesignated as
the Metric Doc Type. When this is done, an additional screen will appear during the Create
Document and Modify Document commands to gather additional information needed to
process Metrics.

The modified Metric Organization (AA, CC, 1d@.) svill also be added to the Org drajmwn list
or the organization division (A, I'FB, ITC, etc.) will be added to the Division drdpwn list on
the Metric Dashboard.

When you modify a parent organization abbreviation and if the parent has chitthimations

the abbreviation for the child organizations will automatically be modified. For example, If you
have the following Metric Organizations IT-ATIFB and ITC. If you modify the abbreviation

from IT to ITT the child organizations would autoioally be modified to ITA, ITTB, and ITT

C.

1 The user must have the Admin privilege.
1 The specified Metric Organization must exist.
1 If the Metric Organization abbreviation is changed:
o The abbreviation cannot be changed to the same value aaliheeviation of
another existing Metric Organization.
o If the Metric Organization is a parent, the abbreviation cannot be changed so
that it will become the child of another Metric Organization.
o If the Metric Organization is a child, the abbreviation carfs®thanged so that
it will become a parent Metric Organization.

Navigation:[DocMgr > Admin > Show... > Metric Organizations > Select Desired Metric
Organization > Side Menu > Modify]

Step 1:
1. If applicable, modify the abbreviation of the Metric Organiaatin the Abbreviation

field. The Metric Organization abbreviations must be unique within the same Document
Manager. This is a required field. The maximum length of this field is 16 characters.
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Note: The MetricOrgAbbrevCharacters System Property congdliss of all the valid
characters allowed in a Metric Organization abbreviation.

2. If applicable, modify the name of the Metric Organization in the Name field. Metric
Organization names do not have to be unique within the same Document Manager. This
is a reuired field. The maximum length of this field is 64 characters. Note: The
MetricOrgNameCharacters System Property contains a list of all the valid characters
allowed in a Metric Organization name.

3. Enter the reason for modifying the Metric Organizationhia Reason field. This is a
required field. The maximum length of this field is 255 characters.

4. Click the Cancel button to cancel the command, or click the OK button to modify the
Metric Organization.

Notes:
T The existing Metric Organization record will inedified.
1 If the Metric Organization is a parent and the abbreviation is changed, the abbreviations

of all the children will also be modified to reflect the change.
T A history record will be generated for modification of the Metric Organization.

6.14.3. Deleting a Metric Organization

Delete Metric Organization deletes an existing Metric Organization. Multiple steps are required
during the process in order to minimize the chances of an accidental deletion.

1 The user must have the Admin privileges.

1 Thespecified Metric Organization must not have any child Metric Organizations under
it.

1 The specified Metric Organization must not be associated to any documents.

Navigation:[DocMgr > Admin > Show... > Metric Organizations > Select Desired Metric
Organizatim > Side Menu > Delete]

Step 1:
The Metric Organization to be deleted and the Metric Organization attributes are displayed.
1. Click the Cancel button to cancel the command or click the Next button to continue.
Step 2:
The Metric Organization to be deleteahd the Metric Organization attributes are displayed.
1. Enter the reason for deleting Metric Organization in the Reason field. Reason is a

required field. The maximum length of this field is 255 characters.
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2. Click the Previous button to go back to the prew@gereen, click the Cancel button to
cancel the command, or click the OK button to delete the Metric Organization.

Notes:

T The Metric Organization record will be deleted.
T A history record will be generated for deletion of the Metric Organization.

6.14.4. Showing Metric Organizations

Show Metric Organizations displays a listing of all Metric Organizations in the Document
Manager. Metric Organizations are listed on the Metric Organization-daypn list on the

Create Document and Modify Document screens when creatingodifying a Key

Performance Indicator (KPI) Metric. Metric Organizations (AA, CC, IT etc.) are also displayed on
the Metric Dashboard in the Org draiown list and if the organization has a divisiorAlTFB

etc.) it is displayed in the Division dropwn list.

All Metric Organizations

Navigation: [DocMgr > Admin > Show... > Metric Organizations]

1 The Abbreviation and Name are displayed for each Metric Organization.
The number of Metric Organizations is shown.
1 The Metric Organizations are listedafphabetical order by the Abbreviation.

]

1 Clickon___Ito View a specific Metric Organization.
1 Click on-to Show Info for a specific Metric Organization.

T Use the scroll bar to scroll through the list.
A Specific Metric Organization

Navigation:[DocMgr > Admirr Show... > Metric Organizations > Select Desired Metric
Organization]

Metric Organization Info displays the full details for a specific Metric Organization.

Field Name Definition

The parent organization for this Metr@@rganization. Click on the link
to display the organization and all the divisions for that specific
organization. Note: This field will not be displayed if the Organizatio
does not have any Divisions.

Parent Org
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Abbreviation | The abbreviation for this Metri©rganization.

Name The name of this Metric Organization.

Metric Organization Info and Child Organizations

Navigation:[DocMgr > Admin > Show... > Metric Organizations > Select Desired Metric
Organization that has Child Organizations]

Metric Organization Info displays the full details for a specific Metric Organization and all of its
child organizations.

Field Name Definition

Abbreviation | The abbreviation for this Metric Organizatiof

Name The name of this Metric Organization.

ChildOrganizations displays a listing of all the divisions of the organization.

1 The Abbreviation and Name are displayed for each child organization.
T The childwqrganizations are listed in alphabetical order by the Abbreviation.

1 Click on___to View a specific Metti Organization.
1 Click on__to Show Info for a specific Metric Organization.

6.15. Metric People

Metric People are people that can be associated to Documents that are Metrics in two ways,
Metric Point of Contact or Metric Responsible Official. When a MB&ison is assigned to a
Metric as a Metric Point of Contact, it signifies that he/she is the general contact for assistance
and questions about the Metric. When a Metric Person is assigned to a Metric as a Metric
Responsible Official, it signifies that BB is the one with the ultimately responsible for the
Metric and is usually a manager with authority over the activity that is being measured by the
Metric.
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6.15.1. Creating a Metric Person

Metric People are people that can be associated to Documents that araddat two ways,

Metric Point of Contact or Metric Responsible Official. When a Metric Person is assigned to a
Metric as a Metric Point of Contact, it signifies that he/she is the general contact for assistance
and questions about the Metric. When a MetiPerson is assigned to a Metric as a Metric
Responsible Official, it signifies that he/she is the one with the ultimately responsible for the
Metric and is usually a manager with authority over the activity that is being measured by the
Metric.

A Metric 5 simply a Document that the creator/maintainer has designated as a Metric. A
Document becomes a Metric by choosing the Doc Type that the Doc Admin has designated as
the Metric Doc Type. When this is done, an additional screen will appear during the Create
Document and Modify Document commands to gather additional information needed to
process Metrics.

The Admin can select whether or not to allow the Metric Person to receive emails about late
Metrics and/or other Metrierelated events. The Reminder notidddtric Due Soon) and the

"PDF doesn't have enough pages" warning are the two emails that currently fall into the Other
Emails category.

Receive Late Emails

First, check the MetricReminderLateDays System Property. If it is set to zero, no late notices will
be sent out. Otherwise, once a day when the maintenance task runs, it examines each Metric in
the system as follows:

Get the latest active Generation for the current Metric. Has a late notice already been sent for
this gen? If so, skip this Metric.

Otherwise, we calculate the late date by taking the due date and adding the number of days
specified by the MetricReminderLateDays System Property to it. If today is after the late date,
we send an email.

The email is sent to everyone on the notification listtfee Document and it is sent to the

Metric POC for the Document if the Metric POC has his or her Receive Late Emails column set to
Yes. The email is also sent to the Metric Resp. Official for the Document if the Metric Resp.
Official has his or her Receikate Emails column set to Yes.

Keep in mind that if the Metric POC or the Metric Resp. Official happens to have an account in

TechDoc and they were added to the notification list for the Document, they will receive the
late notice regardless of his or hReceive Late Emails column setting.
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Note: The other thing to remember is that the Maintenance task only runs once a day. If a
Metric has just become late, it may take another day for the Maintenance task to run again, see
that it's late, and send the enlai

The Subject of a late email is: "Metric is late".
Receive Other Emails

The Reminder notice (Metric Due Soon) and the "PDF doesn't have enough pages" warning are
the two emails that currently fall into the Other Emails category.

The Reminder Notice (MatrDue Soon)

First, check the MetricReminderDueDays System Property. If it's set to zero, no reminders will
be sent out. Otherwise, once a day when the maintenance task runs, it examines each Metric in
the system as follows:

Get the latest active Generatidor the current Metric. Has a reminder already been sent for
this gen? If so, skip this Metric. If not, is this Metric late? If so, see receive late email above,
because we do not want to send the Due Soon message if we're getting ready to send them a
late message. (The only reason this should happen is if the system has been shut down for a
long time or someone changes the date on the latest Metric Generation so it is now suddenly
"due" and "late" at the same time.)

Now we calculate the reminder date kaking the due date and subtracting the number of days
specified by the MetricReminderDueDays System Property from it. If today is after the
reminder date, we send an email.

The email is sent to everyone on the notification list for the Document andéristo the

Metric POC for the Document if the Metric POC has his or her Receive Other Emails column set
to Yes. The email is also sent to the Metric Resp. Official for the Document if the Metric Resp.
Official has his or her Receive Other Emails colurhtosées.

Keep in mind that if the Metric POC or the Metric Resp. Official happens to have an account in
TechDoc and they were added to the notification list for the Document, they will receive the
reminder email regardless of his or her Receive Other Eroailumn setting.

The Subject of a late email is: "Metric is due soon".

"PDF doesn't have enough pages"

This is the minimum number of pages a Metric should have. If the Metric falls below the

minimum, the Metric Person will be notified by email that thenay not be enough pages in
the Metric.
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First, check the MetricMinimumPageCount System Property. If it's set to zero, no email will be
sent out.

The email is sent to everyone on the notification list for the Document and it is sent to the
Metric POC for th Document if the Metric POC has his or her Receive Other Emails column set
to Yes. The email is also sent to the Metric Resp. Official for the Document if the Metric Resp.
Official has his or her Receive Other Emails column set to Yes.

Keep in mindhat if the Metric POC or the Metric Resp. Official happens to have an account in
TechDoc and they were added to the notification list for the Document, they will receive this
email regardless of his or her Receive Other Emails column setting.

The subjecbf the email is: "Metric Generation may not have enough pages".
How to calculate the due date of a Metric

Locate the active Metric Generation with the latest Metric date. Take that date and add the
appropriate number of days based on the Metric frequenay. Monthly- add 1 month to the

date, Quarterly add 3 months to the date, etc.) Next, add the reporting lag days to the date.
Finally, if the new date falls on a weekend adjust it to Monday. For example, if we have a
Monthly Metric with a reporting laglays settings of 15 and the latest active Generation Metric
date is 09/29/2004, we add one month to the date which makes the date 10/29/2004. Next, we
add 15 days to that which makes the date 11/13/2004. Now we check and 11/13/2004 is a
Saturday so the da is adjusted to 11/15/2004. Therefore, the due date of the next Generation
for this Metric would be 11/15/2004.

1 The user must have the Admin privilege.
1 The Metric Person's full name cannot be the same as any other Metric Person's full
name in the system.

Navigation:[DocMgr > Admin > Create... > Metric Person|]
Step 1:

1. Enter the Metric Person's last name in the Last Name field. This is a required field. The
maximum length of this field is 32 characters.

2. Enter the Metric Person's first name in the Firsnidafield. This is a required field. The
maximum length of this field is 32 characters.

3. Enter the Metric Person's middle initial in the Middle Initial field. The maximum length
of this field is 1 character.

4. Enter the Metric Person's SMTP email addressenB&inail Address field. This is a
required field. The maximum length of this field is 128 characters. The SMTP email
address must be a valid email format.
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5. In the Receive Late Emails field click the down arrow and select Yes (allow this Metric
Person to recee emails about late Metrics) or No (do not allow this Metric Person to
receive emails about late Metrics).

6. In the Receive Other Emails field click the down arrow and select Yes (allow this Metric
Person to receive emails about other Metridated event3 or No (do not allow this
Metric Person to receive emails about other Metredated events). Note: The Reminder
notice (Metric Due Soon) and the "PDF doesn't have enough pages" warning are the two
emails that currently fall into the "Other Emails” catego

7. Enter the reason for creating the Metric Person in the Reason field. Reason is a required
field. The maximum length of this field is 255 characters.

Note: To save this Metric Person and create another one, click the box next to "Save this
Metric Persm and Create Another". This will place a check in the box. If you do not want
to create another Metric Person, leave the box blank.

8. Click the Cancel button to cancel the command, or click the OK button to create this
Metric Person.

Notes:

T A new Metric Peson record will be created.
T A history record will be generated for creation of the Metric Person.

6.15.2. Modifying a Metric Person

Metric People are people that can be associated to Documents that are Metrics in two ways,
Metric Point of Contact or MetriResponsible Official. When a Metric Person is assigned to a
Metric as a Metric Point of Contact, it signifies that he/she is the general contact for assistance
and questions about the Metric. When a Metric Person is assigned to a Metric as a Metric
Responible Official, it signifies that he/she is the one with the ultimately responsible for the
Metric and is usually a manager with authority over the activity that is being measured by the
Metric.

A Metric is simply a Document that the creator/maintainer dasignated as a Metric. A
Document becomes a Metric by choosing the Doc Type that the Doc Admin has designated as
the Metric Doc Type. When this is done, an additional screen will appear during the Create
Document and Modify Document commands to gatheritiddal information needed to

process Metrics.

If the Metric Person's name that is being modified is associated as a Metric Resp. Official and/or
Metric POC, then that name will also be modified on all associated Metrics.

The Admin can select whether ortrto allow the Metric Person to receive emails about late
Metrics and/or other Metrierelated events. The Reminder notice (Metric Due Soon) and the
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"PDF doesn't have enough pages" warning are the two emails that currently fall into the Other
Emails categor.

Receive Late Emails

First, check the MetricReminderLateDays System Property. If it is set to zero, no late notices will
be sent out. Otherwise, once a day when the maintenance task runs, it examines each Metric in
the system as follows:

Get the latest ative Generation for the current Metric. Has a late notice already been sent for
this gen? If so, skip this Metric.

Otherwise, we calculate the late date by taking the due date and adding the number of days
specified by the MetricReminderLateDays Systeapéty to it. If today is after the late date,
we send an email.

The email is sent to everyone on the notification list for the Document and it is sent to the

Metric POC for the Document if the Metric POC has his or her Receive Late Emails column set to
Yes. The email is also sent to the Metric Resp. Official for the Document if the Metric Resp.
Official has his or her Receive Late Emails column set to Yes.

Keep in mind that if the Metric POC or the Metric Resp. Official happens to have an account in
TechDe and they were added to the notification list for the Document, they will receive the

late notice regardless of his or her Receive Late Emails column setting.

Note: The other thing to remember is that the Maintenance task only runs once a day. If a
Metric has just become late, it may take another day for the Maintenance task to run again, see
that it's late, and send the email.

The Subject of a late email is: "Metric is late".

Receive Other Emails

The Reminder notice (Metric Due Soon) and the "PDF doeawd enough pages” warning are
the two emails that currently fall into the Other Emails category.

The Reminder Notice (Metric Due Soon)
First, check the MetricReminderDueDays System Property. If it's set to zero, no reminders will
be sent out. Otherwise,rce a day when the maintenance task runs, it examines each Metric in

the system as follows:

Get the latest active Generation for the current Metric. Has a reminder already been sent for
this gen? If so, skip this Metric. If not, is this Metric late? I6ee,receive late email above,
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because we do not want to send the Due Soon message if we're getting ready to send them a
late message. (The only reason this should happen is if the system has been shut down for a
long time or someone changes the date oe thtest Metric Generation so it is now suddenly
"due" and "late" at the same time.)

Now we calculate the reminder date by taking the due date and subtracting the number of days
specified by the MetricReminderDueDays System Property from it. If todaidtes
reminder date, we send an email.

The email is sent to everyone on the notification list for the Document and it is sent to the

Metric POC for the Document if the Metric POC has his or her Receive Other Emails column set
to Yes. The email is alsanséo the Metric Resp. Official for the Document if the Metric Resp.
Official has his or her Receive Other Emails column set to Yes.

Keep in mind that if the Metric POC or the Metric Resp. Official happens to have an account in
TechDoc and they were addéalthe notification list for the Document, they will receive the
reminder email regardless of his or her Receive Other Emails column setting.

The Subject of a late email is: "Metric is due soon".

"PDF doesn't have enough pages"

This is the minimum numbeif pages a Metric should have. If the Metric falls below the
minimum, the Metric Person will be notified by email that there may not be enough pages in

the Metric.

First, check the MetricMinimumPageCount System Property. If it's set to zero, no emad will b
sent out.

The email is sent to everyone on the notification list for the Document and it is sent to the

Metric POC for the Document if the Metric POC has his or her Receive Other Emails column set
to Yes. The email is also sent to the Metric R&4ficial for the Document if the Metric Resp.
Official has his or her Receive Other Emails column set to Yes.

Keep in mind that if the Metric POC or the Metric Resp. Official happens to have an account in
TechDoc and they were added to the notification file the Document, they will receive this

email regardless of his or her Receive Other Emails column setting.

The subject of the email is: "Metric Generation may not have enough pages".

How to calculate the due date of a Metric

Locate the active Metric Geration with the latest Metric date. Take that date and add the
appropriate number of days based on the Metric frequency (i.e. MontAtdd 1 month to the
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date, Quarterly add 3 months to the date, etc.) Next, add the reporting lag days to the date.
Firally, if the new date falls on a weekend adjust it to Monday. For example, if we have a
Monthly Metric with a reporting lag days settings of 15 and the latest active Generation Metric
date is 09/29/2004, we add one month to the date which makes the dat291P004. Next, we

add 15 days to that which makes the date 11/13/2004. Now we check and 11/13/2004 is a
Saturday so the date is adjusted to 11/15/2004. Therefore, the due date of the next Generation
for this Metric would be 11/15/2004.

1 The user must havihe Admin privilege.
1 The Metric Person's full name cannot be the same as any other Metric Person's full
name in the system.

Navigation:[DocMgr > Admin > Show... > Metric People > Select Desired Metric Person > Side
Menu > Modify]

Step 1:

1. If applicable, mdify the Metric Person's last name in the Last Name field. This is a
required field. The maximum length of this field is 32 characters.

2. If applicable, modify the Metric Person's first name in the First Name field. This is a
required field. The maximum Ilgth of this field is 32 characters.

3. If applicable, modify the Metric Person's middle initial in the Middle Initial field. The
maximum length of this field is 1 character.

4. If applicable, modify the Metric Person's SMTP email address in the Email Addcess fie
This is a required field. The maximum length of this field is 128 characters. The SMTP
email address must be a valid email format.

5. If applicable, in the Receive Late Emails field click the down arrow and select Yes (allow
this Metric Person to receivemails about late Metrics) or No (do not allow this Metric
Person to receive emails about late Metrics).

6. If applicable, in the Receive Other Emails field click the down arrow and select Yes (allow
this Metric Person to receive emails about other Metetated events) or No (do not
allow this Metric Person to receive emails about other Metdlated events). Note: The
Reminder notice (Metric Due Soon) and the "PDF doesn't have enough pages" warning
are the two emails that currently fall into the "Other Eilsacategory.

7. Enter the reason for modifying the Metric Person in the Reason field. Reason is a
required field. The maximum length of this field is 255 characters.

8. Click the Cancel button to cancel the command, or click the OK button to modify this
Metric Person.

Notes:

1 The existing Metric Person record will be modified.
1 A history record will be generated for modification of the Metric Person.
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6.15.3. Deleting a Metric Person

Delete Metric Person deletes a Metric Person's name from the Metric Ré8pial and Metric
POC droglown lists on the create and modify document screens when creating or modifying a
Key Performance Indicator (KPI) Metric. Multiple steps are required during the process in order
to minimize the chances of an accidental deletion
1 The user must have the Admin privileges.
1 The specified Metric Person must not be associated to any documents as a Metric Point
of Contact.
1 The specified Metric Person must not be associated to any documents as a Metric
Responsible Official.

Navigation:[DocMgr > Admin > Show... > Metric People > Select Desired Metric Person > Side
Menu > Delete]

Step 1:
The Metric Person to be deleted and the Metric Person attributes are displayed.
T If applicable, click the Email Address link to send email to the MedrgoR.
1. Click the Cancel button to cancel the command or click the Next button to continue.
Step 2:
The Metric Person to be deleted and the Metric Person attributes are displayed.
1 If applicable, click the Email Address link to send email to the MetrioRers
1. Enter the reason for deleting Metric Person in the Reason field. Reason is a required
field. The maximum length of this field is 255 characters.
2. Click the Previous button to go back to the previous screen, click the Cancel button to
cancel the commandyr click the OK button to delete the Metric Person.

Notes:

1 The Metric Person record will be deleted.
1 A history record will be generated for deletion of the Metric Person.
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6.15.4. Showing Metric People

Show Metric People displays a listing of all Mgbeople in this Document Manager. These
people are listed on the Metric Resp. Official and Metric POC-dogyn lists on the create and
modify document screens when creating or modifying a Key Performance Indicator (KPI) metric.

All Metric People

Navigation:[DocMgr > Admin > Show... > Metric People]

1 The Full Name and Email Address are displayed for each Metric Person.
1 The number of Metric people is shown.
1 The Metric people are listed in alphabetical order by their Full Name.

1 Clickon___to View a sgcific Metric Person.
1 Click on_to Show Info for a specific Metric Person.

T Use the scroll bar to scroll through the list.
A Specific Metric Person
Navigation:[DocMgr > Admin > Show... > Metric People > Select Desired Metric Person]

Metric Person Info diplays the full details for a specific Metric Person.

Field Name Definition

Full Name The full name of this Metric Person.

Email The SMTP email address of this Metric Person. Click on link to sen
Address email to this Metric Person.

Yes- Allow this Metric Person to receive emails about late metrics.

MR Lele No - Do not allow this Metric Person to receive emails about late

Emails .
metrics.
Yes- Allow this Metric Person to receive emails about other metric
related events.

. No - Do not allow this Metric Person to receive emails about other
Receive )
; metric-related events.
Other Emails

Note: The Reminder notice (metric due soon) and the "PDF doesn't
have enough pages" warning are the two emails that currently fall ir
the "Other Emails" category.
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6.16. Metric Types

Metric Types are used to identify and filter Metrics by groups. For example, if management has
a set of Metrics that are used to measure performance on something called Business Office
Agreements (BOA's); a Metric Type of BOA couldréated and assigned to all Metrics that are
BOA's. Once that is done, it is possible to go to the Metric Dashboard, choose BOA from the
Filter dropdown, and see only Metrics that are for BOA's. More than one Metric Type can be
associated to a single Metrilf no Metric Types are associated to a Metric, the Metric is
automatically considered to be a systatafine Metric Type Other.

6.16.1. Creating a Metric Type

A Metric Type is used to identify and filter Metrics as a group. For example, if management has
a set d Metrics that are used to measure performance on something called Business Office
Agreements (BOA's); a Metric Type of BOA could be created and assigned to all Metrics that are
BOA's. Once that is done, it is possible to go to the Metric Dashboard, cB@sdérom the

Filter dropdown, and see only Metrics that are for BOA's. More than one Metric Type can be
associated to a single Metric. If no Metric Types are associated to a Metric, the Metric is
automatically considered to be a systatafine Metric Typef "Other".

A Metric is simply a document that the creator/maintainer has designated as a Metric. A
document becomes a Metric by choosing the Doc Type that the Doc Admin has designated as
the Metric Doc Type. When this is done, an additional screen witapduring the Create
Document and Modify Document commands to gather additional information needed to
process Metrics.

1 The user must have the Admin privilege.

1 The Metric Type name cannot be the same as any other Metric type in the system.

1 The Metric Type@ame cannot be one of the following 3 reserved values used by the
system: Unfiltered, Other and My Favorites

Navigation:[DocMgr > Admin > Create... > Metric Type]
Step 1:
1. Enter the Metric Type's name in the Name field. This is a required field. Thenoraxi
length of this field is 32 characters. The name entered cannot be a reserved-name
"Unfiltered”, "Other", "My Favorites".

2. Enter the Metric Type's description in the Description field. The maximum length of this
field is 128 characters.
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3. Inthe User Seable Type field click the down arrow and select Yes (allowAxmin
user to specify that their Metric is a Metric of this type) or No (do not allow-Admin
user to specify that their Metric is a Metric of this type). Note: If User Settable Type is
setto No, only the Admin can set it. You cannot leave this field as Choose One.

4. Enter the reason for creating the Metric Type in the Reason field. Reason is a required
field. The maximum length of this field is 255 characters.

Note: To save this Metric Typad create another one, click the box next to "Save this
Metric Type and Create Another". This will place a check in the box. If you do not want
to create another Metric Type, leave the box blank.

5. Click the Cancel button to cancel the command, or clickiKebutton to create this
Metric Type.

Notes:

T A new Metric Type record will be created.
T A history record will be generated for creation of the Metric Type.

6.16.2. Modifying a Metric Type

Modify Metric Type modifies an existing Metric Type in the docunmesmager. The three
properties of a Metric Type that can be modified are the Name, the Description and the User
Settable Type field.

A Metric Type is used to identify and filter Metrics as a group. For example, if management has
a set of Metrics that are &gl to measure performance on something called Business Office
Agreements (BOA's); a Metric Type of BOA could be created and assigned to all Metrics that are
BOA's. Once that is done, it is possible to go to the Metric Dashboard, choose BOA from the
Filterdropdown, and see only Metrics that are for BOA's. More than one Metric Type can be
associated to a single Metric. If no Metric Types are associated to a Metric, the Metric is
automatically considered to be a systatafine Metric Type of "Other".

A Metricis simply a document that the creator/maintainer has designated as a Metric. A
document becomes a Metric by choosing the Doc Type that the Doc Admin has designated as
the Metric Doc Type. When this is done, an additional screen will appear during the Creat
Document and Modify Document commands to gather additional information needed to
process Metrics.

1 The user must have Admin privilege.
1 The specified Metric Type must exist.
1 If the Metric Type name is changed:
o The Metric Type name cannot be changed to $saee value as the name of
another existing Metric Type.
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o The Metric Type name cannot be changed to one of the following 3 reserved
values used by the system: Unfiltered, Other and My Favorites

Navigation:[DocMgr > Admin > Show... > Metric Types > Seé=stddl Metric Type > Side
Menu > Modify]

Step 1:

1. If applicable, modify the Metric Type's name in the Name field. This is a required field.
The maximum length of this field is 32 characters. The name entered cannot be a
reserved name "Unfiltered"”, "Othef’, "My Favorites".

2. If applicable, modify the Metric Type's description in the Description field. The
maximum length of this field is 128 characters.

3. If applicable, in the User Settable Type field click the down arrow and select Yes (allow
non-Admin user tospecify that their Metric is a Metric of this type) or No (do not allow
non-Admin user to specify that their Metric is a Metric of this type). Note: If User
Settable Type is set to No, only the Admin can set it.

4. Enter the reason for modifying the Metrigde in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.

5. Click the Cancel button to cancel the command, or click the OK button to modify this
Metric Type.

Notes:

1 The existing Metric Type record will beodified.
T A history record will be generated for modification of the Metric Type.

6.16.3. Deleting a Metric Type

Delete Metric Type deletes an existing Metric Type. The Metric Type will be removed from all
documents it was associated to and from the Filters didopvn list on the Metric Dashboard.
Multiple steps are required during the process in order to minimize the chances of an
accidental deletion.

1 The user must have the Admin privileges.
1 The specified Metric Type must exist.
1 If the specified Metric Type is assated to any documents, a warning will be displayed.

Navigation:[DocMgr > Admin > Show... > Metric Types > Select Desired Metric Type > Side
Menu > Delete]

Step 1:

The Metric Type to be deleted and the Metric Type attributes are displayed.
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1. Click the Cazel button to cancel the command or click the Next button to continue.
Step 2:
The Metric Type to be deleted and the Metric Type attributes are displayed.

Note: A Warning message will be displayed when deleting a Metric Type if there are Metrics
filtered by that type.

1. Enter the reason for deleting the Metric Type in the Reason field. Reason is a required
field. The maximum length of this field is 255 characters.

2. Click the Previous button to go back to the previous screen, click the Cancel button to
cancelthe command, or click the OK button to delete the Metric Type.

Notes:

1 The Metric Type record will be deleted.

1 All document associations to the Metric Type will be deleted.

1 A history record will be generated for deletion of the Metric Type.

6.16.4. Showing Metric Types

Show Metric Types displays a listing of all Metric Types in the Document Manager. Metric Types
are also displayed on the Metric Dashboard in the Filters -dimpn list.

All Metric Types

Navigation: [DocMgr > Admin > Show... > Metric Types]

1 The Name and Description are displayed for each Metric Type.
The number of Metric Types is shown.
1 The Metric Types are listed in alphabetical order by the Name.

=

1 Clicko :
1 Clickon

o View a specific Metric Type.
0 Show Info for a specific Metric Type.

A Secific Metric Type
Navigation:[DocMgr > Admin > Show... > Metric Types > Select Desired Metric Type]

Metric Type Info displays the full details for a specific Metric Type.
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Field Name Definition

Name The name of this Metric Type.

Description Thedescription of this Metric Type.

Yes- allow nonrAdmin user to specify that their Metric is a Metric
of this type

No - do not allow norAdmin user to specify that their Metric is a
Metric of this type.

Note: If User Settable Type is $etNo, only the Admin can set it.

User Settable
Type

6.16.5. Filter Metric Type

Filter Metric Type displays a list of all the Metrics in the Document Manager. If you had selected
the Metric Type BOA, all the Metrics in the Document Manager that have a filter type of BOA

would

have a check in the box next to the Metric number. This feature allows the Admin to add

or remove a specific Metric Type filter to multiple documents at one time.

il

Notes:

The user must have the Admin privilege.

Check or uncheck all Metrics that belong to tkiistric Type.

Enter the reason for filtering Metric for this Metric Type in the Reason field. Reason is a
required field. The maximum length of this field is 255 characters.

Click the Cancel button to cancel the command, or click the OK button to filger thi
Metric Type.

There are now two "types" of history records for each Filter command. There is a history
record written for the Metric Type. Then there are the new history records that are
written for the documents. You can see this by going to AdesSearch, History and in

the Action dropdown select "Filtered by Metric Type". If you look at the history record
written for the Metric Type, the Metric Type is the target. If you look at the history
records for the documents, the document is the target.

If you look at the history record written for the document it displays the date and time
the filter by Metric Type was modified; the username that modified the Metric Type
filter; the Action "Filtered by Metric Type" and under Details, you can seeltaefbr

the Metric Type that was added or removed.
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6.17. Mime Types

Mime Types specify information about the content types of native documents that will be
checked into TechDoc (Word, Excel, AutoCAD, etc). The officiategistered Mime Types
should be useavhenever possible to ensure the greatest interoperability between TechDoc
and other web applications.

6.17.1. Creating a Mime Type

Create Mime Type creates a new Mime Type in the Document Manager.
1 The user must have the Admin privilege.

Mime Types are used to spgcwhat application opens a file according to its content type.
When creating or modifying Mime Types, the graphic file is specified here so that the
appropriate graphic is displayed for a particular generation. The Mime Type of a generation is
determinedby its file extension in the Document Manager.

Navigation:[DocMgr > Admin > Create... > Mime Type]

Step 1:

1. Enter the Mime Type's name in the Name box. The name of this Mime Type must be
unique within the same Document Manager. Name is a requiedd. The maximum
length of this field is 255 characters. Note: The MimeTypeCharacters System Property
contains a list of all the valid characters allowed in a Mime Type name.

2. Enter the icon file for the Mime Type in the Icon File box. The icon filefigsaitie icon
to show beside a generation to visually identify the type of file this generation is or
leave blank if there is not a special icon for this Mime Type. The icon file should contain
the path information for locating the image under the web ssrvoot. For example, all
TechDoc stock Mime icons are located under the /dm/mimeicons path. The stock audio
icon would be specified as /dm/mimeicons/audio.gif. If any part of the icon file path or
name is incorrect, a broken image will be displayed byvsey when TechDoc tries to
display it. The maximum length of this field is 255 characters.

3. In the Allow Render box, click the down arrow and select Yes (allow the Mime Type to
be rendered) or select No (do not allow the Mime Type to be rendered).

4. Inthe Alow Full Text box, click the down arrow and select Yes (allow full text search of
this Mime Type) or select No (do not allow the full text search of this Mime Type. For
example if this Mime Type is an image, then it would not have any text to search).

5. Ente the reason for creating the Mime Type in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.
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Note: To save this Mime Type and create another one, click the box next to "Save this
Mime Type and Create AnotheiThis will place a check in the box. If you do not want to
create another Mime Type, leave the box blank.

6. Click the Cancel button to cancel the command, or click the Next button to continue.
Create Mime Type Keyword Aliases
This feature was developed spigcally for the capability to pull data from the title block of an
AutoCAD drawing. To learn more about creating AutoCAD Keyword Aliasesere Keyword

Aliases are not limited to AutoCAD files only; tlkeuld also be used for Word or other Mime
Types.

This feature will extract attributes from a file and convert these attributes to Keywords on a
Document. This is done when a file is uploaded during a Create Document or Replace
Document command.

For any attibutes that need to be extracted, it is necessary to either have a Keyword that has
the exact same name as the attribute or map a specific Keyword to the attribute. You map a
specific Keyword to the attribute by creating a Keyword Alias for the attribute.

Any Keyword requiring an Alias must already exist. Otherwise, it will not appear on the New
Keyword Alias drop down list.

Note: If you do not need to create a Keyword Alias, click the OK button to create the Mime
Type.

1. In the New Keyword Alias box, clmk the down arrow and select the Keyword you
want to create the Keyword Alias for.

2. In the text field to the right of the Keyword, enter the Keyword Alias.

3. Click the Add button to add the Keyword Alias. To remove a Keyword Alias, after it has
been added, atk the Remove button.

You can create more Keyword Aliases by repeating the above steps. If you have an
attribute that is a Date, URL, or Number it is possible to map these to Keywords. Just
make sure that when you create the Keyword you select the apjatgpdata type. The
advantage of using the correct data type is that it makes it easier to search.

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to create the Mime Type.

Notes:

1 A new Mime Type record will be created.
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T A history record will be generated for creation of the Mime Type.
6.17.2. Modifying a Mime Type

Modify Mime Type modifies a Mime Type in the Document Manager.
1 The user must have the Admin privilege.

Mime Types areised to specify what application opens a file according to its cortigrd.

When creating or modifying Mime Types, the graphic file is specified here so that the
appropriate graphic is displayed for a particular generation. The Mime Type of a genesation i
determined by its file extension in the Document Manager.

Navigation:[DocMgr > Admin > Show... > Mime Types > Select Desired Mime Type > Side Menu
> Modify]

Step 1:

1. If applicable, modify the Mime Type's name in the Name box. The name of this Mime
Typemust be unique within the same Document Manager. Name is a required field. The
maximum length of this field is 255 characters. Note: The MimeTypeCharacters System
Property contains a list of all the valid characters allowed in a Mime Type name.

2. If applicalbe, modify the icon file for the Mime Type in the Icon File box. The icon file is
the icon to show beside a generation to visually identify the type of file this generation
is or leave blank if there is not a special icon for this Mime Type. The icehdikd
contain the path information for locating the image under the web server root. For
example, all TechDoc stock Mime icons are located under the /dm/mimeicons path. The
stock audio icon would be specified as /dm/mimeicons/audio.gif. If any part attre
file path or name is incorrect, a broken image will be displayed by browser when
TechDoc tries to display it. The maximum length of this field is 255 characters.

3. If applicable, modify the Allow Render box, by clicking the down arrow and select Yes
(allow the Mime Type to be rendered) or select No (do not allow the Mime Type to be
rendered).

4. If applicable, modify the Allow Full Text box by clicking the down arrow and select Yes
(allow full text search of this Mime Type) or select No (do not allowuhéext search
of this Mime Type. For example if this Mime Type were an image, then it would not
have any text to search).

5. Enter the reason for modifying the Mime Type in the Reason box. Reason is a required
field. The maximum length of this field is 2&&%aracters.

6. Click the Cancel button to cancel the command, or click the Next button to continue.

Modify Mime Type Keyword Aliases
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This feature was developed specifically for the capability to pull data from the title block of an
AutoCAD drawing. To leamore about creating AutoCAD Keyword Aliasésk here Keyword
Aliases are not limited to AutoCAD files only; they could also be used for Word or other Mime
Types.

This feature will extract attributes from a file dwwonvert these attributes to Keywords on a
Document. This is done when a file is uploaded during a Create Document or Replace
Document command.

For any attributes that need to be extracted, it is necessary to either have a Keyword that has
the exact sam@ame as the attribute or map a specific Keyword to the attribute. You map a
specific Keyword to the attribute by creating a Keyword Alias for the attribute.

Any Keyword requiring an Alias must already exist. Otherwise, it will not appear on the New
KeywordAlias drop down list.

Note: If you do not need to modify a Keyword Alias, click the OK button to modify the Mime
Type.

1. In the New Keyword Alias box, click on the down arrow and select the Keyword you
want to create the Keyword Alias for.

2. In the text fieldto the right of the Keyword, enter the Keyword Alias.

3. Click the Add button to add the Keyword Alias. To remove a Keyword Alias, after it has
been added, click the Remove button.

You can create and/or modify more Keyword Aliases by repeatinglibee steps. If

you have an attribute that is a Date, URL, or Number it is possible to map these to
Keywords. Just make sure that when you create the Keyword you select the appropriate
data type. The advantage of using the correct data type is that it maleasier to

search.

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to modify the Mime Type.

Notes:

1 The existing Mime Type record will be modified.
1 A history record will & generated for modification of the Mime Type.

6.17.3. Deleting a Mime Type

Delete Mime Type deletes an existing Mime Type. Multiple steps are required during the
process in order to minimize the chances of an accidental deletion.
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T The user must have the Admin plage.
T The specified Mime Type must not be assigned to any Documents.

Navigation:[DocMgr > Admin > Show... > Mime Types > Select Desired Mime Type > Side Menu
> Delete]

Step 1:
The Mime Type to be deleted and the Mime Type attributes are displayed.
1. Clickthe Cancel button to cancel the command, or click the Next button to continue.
Step 2:
The Mime Type to be deleted and the Mime Type attributes are displayed.
1. Enter the reason for deleting the Mime Type in the Reason box. Reason is a required
field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK button to delete the Mime Type.

Notes:

T  The Mime Type record will be deést.
T A history record will be generated for deletion of the Mime Type.

6.17.4. Showing Mime Types

Show Mime Types displays a listing of all the Mime Types in the Document Manager.

All Mime Types

Navigation: [DocMgr > Admin > Show... > Mime Types]

The user must havthe Admin privilege.

The Mime Type Icon, Mime Type Name, and Icon File are displayed for each Mime Type.
The number of Mime Types is shown.

The Mime Types are listed in alphabetical order by the Mime Type Name.

Click on the icon to View a specific Mimg&.

Click on-to Show Info for a specific Mime Type.

=A =4 =4 -4 A 4

A Specific Mime Type
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Navigation:[DocMgr > Admin > Show... > Mime Types > Select Desired Mime Type]

Mime Type Info displays the full details for a specific Mime Type.

Field Name Definition

Name The name of this Mime Type.

The name of the icon file to show beside a generation to visually idef
Icon File the type of file this generation is. Will be blank if there isn't a special
icon for this Mime Type.

Allow Full | Yes- Allow fulltext search of this Mime Type.
Text No- Do not allow full text search of this Mime Type.
Allow Yes- Allow this Mime Type to be rendered.

Render No- Do not allow this Mime Type to be rendered.

Keyword If this Mime Type has Keyword Aliases, the Kegvamd Alias are
Aliases displayed at the bottom of the screen.

6.18. Network Addresses

A Network Address is used to classify a single IP address or a range of IP addresses as
Community, Campus, or Restricted. This allows Remote Users to access Tamtdddiog to
their IP address and its classification.

6.18.1. Creating a Network Address

Create Network Address creates a new Network Address in the Document Manager. A Network
Address is used to classify a single IP address or a range of IP addresses as Co@anupuity,

or Restricted. This allows remote users to access TechDoc according to their IP address and its
classification.

Network Addresses are used to specify login access for users. The IP address, prefix bits,
address type, and the AllowLoginFrom Systnmperty all determine who can log into the
Document Manager from where. Note: Localhost (127.x.x.x and ::1) and restricted addresses
can log in regardless of what value the AllowLoginFrom property is set to.

A Network Address can be an individual IP addifor a specific machine or it can be a range of
IP addresses. The IP is entered in dotted decimal notation. For example, 128.124.124.64 is a
valid IPv4 address. If no prefix bits value was entered, its prefix bits value would default to 32.
Entering a pefix bits value less than 32 for IPv4 or less than 128 for IPv6 specifies a range of IP
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addresses. For example, 128.124.124.0 with a prefix bits value of 24 signifies that any machine
with an IP address beginning with 128.12.124 is included in this nktgroup of IP addresses.

If the AllowLoginFrom System Property is set to Global, then it does not matter what is in the
Network Addresses table, because anybody can log in from anywhere. If it is set to Campus,
then only users whose IP address matches @viNikk Address record with an address type of
Campus will be allowed to log in. If it is set to Community, then only users whose IP address
matches a Network Address record with an address type of Campus OR Community will be
allowed to log in.

Network Grous

TechDoc provides for five network groups (Global, Community, Campus, Local, and Restricted).
When a remote user requests a resource on the Document Manager, the user is evaluated by
the security system to determine which network group they fall in. Tisé four network

groups are organized such that each inner network group is considered to be a logical subset of
the outer network groups. In other words, if the requesting user is in the Community network
group, he/she is also considered to be in thel@alnetwork group. If the requesting user is in

the Campus network group, he/she is also considered to be in the Community and Global
network groups. Finally, if the requesting user is in the Local network group, he/she is also
considered to be in the Carap, Community, and Global network groups. The Restricted

network group is handled differently. The Restricted network group is considered to be in the
Global network group but the Restricted network group is not in any other network group and

no other network group is ever considered to be a part of the Restricted network group.

Global Network Group

As the name implies, the Global network group consists of anyone on the Internet who is
provided web browser access to a Document Manager. Generally, this Wewdyone in the
world with the exclusion of users originating from known hacker sites or techno&sgsicted
countries. Because a Global user is not required to have a username and password to be a
member of this network group, only read access cagtaated to the Global network group.
Read access is granted to the Global network group by associating access to a document and
adding "*Global users" to the selected users column.

Community Network Group

The Community network group is defined by a setroaddress ranges that are considered to

be part of the logical Community for a specific Document Manager. The Community network
group on most Document Managers will primarily contain all organization and selected partner
IP addresses. The Admin determindsich IP address ranges are within the Community by
creating a Network Address with an address type of Community. Because a Community user is
not required to have a username and password to be a member of this network group, only
read access can be gradtto the Community network group. Read access is granted to the

125



Document Manager Admin Guide Reference

Community network group by associating access to a document and adding "*Community
users" to the selected users column.

Campus Network Group

The Campus network group is defined by a set afdidfess ranges that are considered to be

part of the logical Campus for a specific Document Manager. Generally, the Campus network
group will only contain the IP address ranges of locations where users are allowed to log in
from. If a user requests resows from a Campus address without providing a username and
password to the Document Manager, only read access can be granted. Read access is granted
to the Campus network group by associating access to a document and adding "*Campus users
to the selected sers column.

Local Network Group

The Local network group is defined as any user who has successfully logged in with a valid
username and password from a computer located within the Campus network group. Once the
user has logged in, the user is promotednfra Campus user to a Local user. As soon as the

user logs out, they are demoted back to a Campus user. Only Local users are permitted to make
modifications to objects within the Document Manager. Local users can only modify an object
that they own or an ofect to which they have been granted access to by the owner of that

object. Read access is granted to the Local network group by associating access to a
document/folder and adding "*Local users" to the selected users column.

To give any other access besdead access to a user, the user or a user group that the user is
on must be associated to the document or folder with the specified access settings.

Note that there is a AllowLoginFrom System Property that can be changed to alter which
network group uses can come from to log in. However, it is highly recommended that logins be
restricted to Campus. The fewer IP addresses that can log into your server the more secure it
will be.

Restricted Network Group

The Restricted network group is defined by a sdfohddress ranges which are considered to

be partially trusted for a specific Document Manager. The Admin determines which IP address
ranges are restricted by creating a Network Address with an address type of Restricted. A user
coming from a restricted attess may fetch a document if the document is Global or the user
enters the correct username and password of a restricted user account that has been
specifically associated to the document for read access.

A user coming from a restricted address is alsopied to log in but they may only log into a

restricted user account. Once logged in, the user stays in the Restricted network group rather
than being promoted to the Local network group. This means that even though they have
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logged in, they still canna@iccess items just because they are Local read, Campus read, or
Community read. The user may only access documents that are Global, that they own or that
they have been specifically associated to for access. Furthermore, the user may only access
folders that they own or that they have been specifically associated to for access.

The overall effect of the Restricted network group and restricted users is to permit individual
users from partially trusted networks to gain access to TechDoc in a limited anadlésshtr

fashion. By ignoring Local read, Campus read, and Community read, Restricted addresses and
users may only view resources specifically designated for them to see while permitting the
majority of documents in TechDoc to still be available to anyonma fitee organization and it's
selected partners.

1 The user must have the Admin privilege.
T The Network IP Address cannot be the same as any other Network IP Address in the
system.

Navigation: [DocMgr > Admin > Create... > Network Address]
Step 1:

1. Enter thelP Address in the IP Address box. The address can be a valid IPv4 or IPv6
address.

2. Enter the prefix bits value in the Prefix Bits box. This value specifies the leading number
of bits in the IP address that are significant when checking to see if anottesssd
matches this Network Address.

3. Enter the address type in the Address Type box by clicking on the down arrow and
selecting it from the list. You cannot leave this field as Choose One.

Address Type Definition

Campus Campus Network Address.

Community | Community Network Address

Restricted Restricted Network Address.

4. Enter the comments in the Comments box. Optional comments that an Admin can make
about this record. The maximum length of this field is 128 characters.

5. Enter the reason for creatg the Network Address in the Reason box. This is a required
field. The maximum length of this field is 255 characters.

Note: To save this Network Address and create another one, click the box next to "Save

this Network Address and Create Another”. il place a check in the box. If you do
not want to create another Network Address, leave the box blank.
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6. Click the Cancel button to cancel the command, or click the OK button to create the
Network Address.

Notes:

T A new Network Address record will beeated.

If a prefix bits value was not supplied, a default prefix bits value is used. The default is
calculated by examining the bytes of the IP address after it has been converted to binary
form. The number of trailing bytes with a value of zero (TZ&)usted. For IPv4, the

default prefix bits value is 3XTZB *8). For IPv6, the default prefix bits value is-128

(TZB *8). For example:

|l

O O O O O

If IP is n.n.n.n, a prefix bits value of 32 is used.

If IP is n.n.n.0, a prefix bits value of 24 is used.

If IP isn.n.0.0, a prefix bits value of 16 is used.

If IP is n.0.0.0, a prefix bits value of 8 is used.

If IP is hhhh:hhhh:hhhh:hhhh:hhhh:hhhh:hhhh:hhhh, a prefix bits value of 128 is
used.

If IP is hhhh:hhhh:hhhh:hhhh:hhhh:hhhh:hhhh:hhQO, a prefix bits valu@fid
used.

If IP is hhhh:hhhh:hhhh:hhhh:hhhh:hhhh:hhhh:0000, a prefix bits value of 112 is
used.

If IP is hhhh:hhhh:hhhh:hhhh:hhhh:hhhh:hh00:0000, a prefix bits value of 104 is
used.

If IP is hh00:0000:0000:0000:0000:0000:0000:0000, a prefix bite vélBiis
used.

* |f you are still having difficulty determining the prefix bits value, consult with your
Network Administrator and ask him/her for the IP address in CIDR format. The CIDR
format looks like "A/N", where "A" is the IP address and the "NtWahg the slash (/")
will be the prefix bits value to use.

1 A history record will be generated for creation of the Network Address.

6.18.2. Modifying a Network Address

Modify Network Address modifies an existing Network Address in the Document Manager. A
Network Address is used to classify a single IP address or a range of IP addresses as Community,
Campus, or Restricted. This allows remote users to access TechDoc according to their IP address
and its classification.

Network Addresses are used to specify logireasdor users. The IP address, prefix bits,
address type, and the AllowLoginFrom System Property all determine who can log into the
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Document Manager from where. Note: Localhost (127.x.x.x and ::1) and restricted addresses
can log in regardless of what valthe AllowLoginFrom property is set to.

A Network Address can be an individual IP address for a specific machine or it can be a range of
IP addresses. The IP is entered in dotted decimal notation. For example, 128.124.124.64 is a
valid IPv4 address. If mefix bits value was entered, its prefix bits value would default to 32.
Entering a prefix bits value less than 32 for IPv4 or less than 128 for IPv6 specifies a range of IP
addresses. For example, 128.124.124.0 with a prefix bits value of 24 sigmafiesy machine

with an IP address beginning with 128.12.124 is included in this network group of IP addresses.

If the AllowLoginFrom System Property is set to Global, then it does not matter what is in the
Network Addresses table, because anybodylognn from anywhere. If it is set to Campus,

then only users whose IP address matches a Network Address record with an address type of
Campus will be allowed to log in. If it is set to Community, then only users whose IP address
matches a Network Addresscord with an address type of Campus OR Community will be
allowed to log in.

Network Groups

TechDoc provides for five network groups (Global, Community, Campus, Local, and Restricted).
When a remote user requests a resource on the Document Manager, #rasugvaluated by

the security system to determine which network group they fall in. The first four network

groups are organized such that each inner network group is considered to be a logical subset of
the outer network groups. In other words, if thequeesting user is in the Community network
group, he/she is also considered to be in the Global network group. If the requesting user is in
the Campus network group, he/she is also considered to be in the Community and Global
network groups. Finally, if theequesting user is in the Local network group, he/she is also
considered to be in the Campus, Community, and Global network groups. The Restricted
network group is handled differently. The Restricted network group is considered to be in the
Global networlgroup but the Restricted network group is not in any other network group and

no other network group is ever considered to be a part of the Restricted network group.

Global Network Group

As the name implies, the Global network group consists of anyonbemternet who is

provided web browser access to a Document Manager. Generally, this would be anyone in the
world with the exclusion of users originating from known hacker sites or techno&sgsicted
countries. Because a Global user is not requireldaee a username and password to be a
member of this network group, only read access can be granted to the Global network group.
Read access is granted to the Global network group by associating access to a document and
adding "*Global users" to the seledeaisers column.

Community Network Group
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The Community network group is defined by a set of IP address ranges that are considered to
be part of the logical Community for a specific Document Manager. The Community network
group on most Document Managers vatimarily contain all organization and selected partners

IP addresses. The Admin determines which IP address ranges are within the Community by
creating a Network Address with an address type of Community. Because a Community user is
not required to havea username and password to be a member of this network group, only

read access can be granted to the Community network group. Read access is granted to the
Community network group by associating access to a document and adding "*Community
users" to the sedcted users column.

Campus Network Group

The Campus network group is defined by a set of IP address ranges that are considered to be
part of the logical Campus for a specific Document Manager. Generally, the Campus network
group will only contain the IP ddess ranges of locations where users are allowed to log in

from. If a user requests resources from a Campus address without providing a username and
password to the Document Manager, only read access can be granted. Read access is granted
to the Campus navork group by associating access to a document and adding "*Campus users"
to the selected users column.

Local Network Group

The Local network group is defined as any user who has successfully logged in with a valid
username and password from a computecdbted within the Campus network group. Once the

user has logged in, the user is promoted from a Campus user to a Local user. As soon as the
user logs out, they are demoted back to a Campus user. Only Local users are permitted to make
modifications to objets within the Document Manager. Local users can only modify an object
that they own or an object to which they have been granted access to by the owner of that
object. Read access is granted to the Local network group by associating access to a
document/fader and adding "*Local users" to the selected users column.

To give any other access besides read access to a user, the user or a user group that the user is
on must be associated to the document or folder with the specified access settings.

Note that there is a AllowLoglnFrom System Property that can be changed to alter which
network group users can come from to log in. However, it is highly recommended that logins be
restricted to Campus. The fewer IP addresses that can log into your server the mame isecu

will be.

Restricted Network Group
The Restricted network group is defined by a set of IP address ranges which are considered to

be partially trusted for a specific Document Manager. The Admin determines which IP address
ranges are restricted by craag a Network Address with an address type of Restricted. A user
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coming from a restricted address may fetch a document if the document is Global or the user
enters the correct username and password of a restricted user account that has been
specifically asociated to the document for read access.

A user coming from a restricted address is also permitted to log in but they may only log into a
restricted user account. Once logged in, the user stays in the Restricted network group rather
than being promoted tdhe Local network group. This means that even though they have
logged in, they still cannot access items just because they are Local read, Campus read, or
Community read. The user may only access documents that are Global, that they own or that
they havebeen specifically associated to for access. Furthermore, the user may only access
folders that they own or that they have been specifically associated to for access.

The overall effect of the Restricted network group and restricted users is to permitdadiv

users from partially trusted networks to gain access to TechDoc in a limited and controlled
fashion. By ignoring Local read, Campus read, and Community read, Restricted addresses and
users may only view resources specifically designated for themetavhile permitting the

majority of documents in TechDoc to still be available to anyone from the organization and
selected partners IP addresses.

1 The user must have the Admin privilege.
1 The Network IP Address cannot be the same as any other Network tBs&dd the
system.

Navigation:[DocMgr > Admin > Show... > Network Addresses > Select Desired Network Address
> Side Menu > Modify]

Step 1:

1. If applicable, modify the IP Address in the IP Address box. The address can be a valid
IPv4 or IPv6 address.

2. If applicable, modify the prefix bits value in the Prefix Bits box. This value specifies the
leading number of bits in the IP address that are significant when checking to see if
another address matches this Network Address.

3. If applicable, modify the address type in the Address Type box by clicking on the down
arrow and selecting it from the list.

Address Type Definition

Campus Campus Network Address.

Community | Community Network Address

Restricted Restricted\etwork Address.
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4. If applicable, modify the comments in the Comments box. Optional comments that an
Admin can make about this record. The maximum length of this field is 128 characters.

5. Enter the reason for modifying the Network Address in the ReasanThis is a
required field. The maximum length of this field is 255 characters.

6. Click the Cancel button to cancel the command, or click the OK button to modify the
Network Address.

Notes:
1 The existing Network Address record will be modified.
T If the IPaddress is modified, then a history record is generated for deletion of the
Network Address and creation of a new Network Address. Otherwise, a history record
will be generated for modification of the Network Address.

6.18.3. Deleting a Network Address

Delete Netvork Address deletes an existing Network Address in the Document Manager.
Multiple steps are required during the process in order to minimize the chances of an
accidental deletion.

1 The user must have the Admin privilege.

Navigation: [DocMgr > Admin > Show= Network Addresses > Select Desired Network Address
> Side Menu > Delete]

Step 1:
The Network Address to be deleted and the Network Address attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Sep 2:
The Network Address to be deleted and the Network Address attributes are displayed.
1. Enter the reason for deleting the Network Address in the Reason box. This is a required
field. The maximum length of this field is 255 characters.
2. Click the Cancélutton to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to delete the Network Address.

Notes:

T The Network Address record will be deleted.
T A history record will be generated for deletion of the Netwa@ddress.
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6.18.4. Showing Network Addresses

Show all Network Addresses displays a listing of all the Network Addresses in the Document
Manager.

All Network Addresses

Navigation:[DocMgr > Admin > Show... > Network Addresses]
1 The user must have Admprivilege.
T The IP Address, Prefix Bits, and Comments are displayed for each Network Address.

1 The number of addresses is shown.
1 The Network Addresses are displayed in numerical order by the IP address.

1 Clickon___ito View the specific Network Address.
1 Click m|-to Show Info for the specific Network Address.

Campus Network Addresses
Navigation:[DocMgr > Admin > Show... > Network Addresses > Side Menu > Campus]

Show campus Network Addresses displays a listing of all the campus Network Addresses in the
Documen Manager.

1 The user must have the Admin privilege.
1 The IP Address, Prefix Bits, and Comments are displayed for each Network Address.

The number of addresses is shown.
1 The Network Addresses are displayed in numerical order by the IP address.

==

1 Click on___to View the specific Network Address.
1 Click on-to Show Info for the specific Network Address.

Community Network Addresses
Navigation:[DocMgr > Admin > Show... > Network Addresses > Side Menu > Community]

Show community Network Addresses displayistang of all the community Network Addresses
in the Document Manager.

1 The user must have the Admin privilege.
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T The IP Address, Prefix Bits, and Comments are displayed for each Network Address.
1 The number of addresses is shown.
T The Netw“qu Addresses aresglayed in numerical order by the IP address.

1 Click on___lto View the specific Network Address.
1 Click on_to Show Info for the specific Network Address.

Restricted Network Addresses
Navigation:[DocMgr > Admin > Show... > Network Addresses > Side Mestrict&d]

Show restricted Network Addresses displays a listing of all the restricted Network Addresses in
the Document Manager.

1 The user must have the Admin privilege.
T The IP Address, Prefix Bits, and Comments are displayed for each Network Address.

The nunber of addresses is shown.
T The Netw‘qu Addresses are displayed in numerical order by the IP address.

]

o View the specific Network Address.

1 Click on=to Show Info for the specific Network Address.

A Specific Network Address
Navigation: [DocMgr > Admin > Show... > Network Addresses > Select Desired Network Address]

Network Address Info displays the full details for a specific Network Address.

Field Name Definition

IP Address | IP address for this record.

Thenumber of leading bits in the IP address that are significant wher

ARSI comparing another address to see if it matches this record.

The address type for this record.
Address Campus Campus Network Address

Type Community- Community Network Address
Restricted Restricted Network Address

Comments | Optional comments that an Admin can make about this record.
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6.19. Organizations

Each User in the system is assigned an Organization. TechDoc automatically maintains a Group
of Users assigned to eafrganization. This makes it easy to assign Access or email
Distribution/Notification to all the Users of a particular Organization. If the UsersByOrg System
Property is set to Yes, then a Cabinet for each Organization is automatically maintained.

6.19.1. Creating an Organization

Create Organization creates a new Organization in the Document Manager.
1 The user must have the Admin privilege.

If the system is set up to use home folders for users by Organization, changes made to an
Organization's abbreviation can affexdbinets.

1 If a cabinet does not exist for this new Organization, it will be created.
1 If a cabinet already exists with the same name as this new Organization, the cabinet will
not be modified.

When a new Organization is created, a System Organization Grawpomatically generated
by the system. The System Organization Group contains all the users that are assigned to that
specific Organization. This is a shared group and is available for anyone to use.

Navigation: [DocMgr > Admin > Create... > Organizali

Step 1:

1. Enter the abbreviation of the Organization in the Abbreviation box. Organization
abbreviations must be unique within the same Document Manager. The abbreviation is
displayed as {ORG}xyz (where xyz is the abbreviation) when showing systes Jitugp
is a required field. The maximum length of this field is 16 characters. Note: The
OrgAbbrevCharacters System Property contains a list of all the valid characters allowed
in an Organization's abbreviation.

2. Enter the name of the Organization in thame box. Organization names must be
unique within the same Document Manager. The Organization name is displayed in the
Organization drop down list when creating or modifying cabinets, documents, folders,
groups, and users. This is a required field. Theimamx length of this field is 64
characters. Note: The OrgNameCharacters System Property contains a list of all the valid
characters allowed in an Organization's name.
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3. Enter the reason for creating the Organization in the Reason box. This is a requded fiel
The maximum length of this field is 255 characters.
4. Click the Cancel button to cancel the command, or click the Next button to continue.

Step 2:

If the system is set up to use home folders for users by Organization, changes made to an
Organization's dtreviation can affect cabinets.

T If a cabinet does not exist for this new Organization, it will be created.
1 If a cabinet already exists with the same name as this new Organization, the cabinet will
not be modified.

1. To save this Organization and creat®ther one, click the box next to "Save this
Organization and Create Another". This will place a check in the box. If you do not want
to create another Organization, leave the box blank.

2. Click the Cancel button to cancel the command, click the Previdtsnbio return to
the previous screen, or click the OK button to create the Organization.

Notes:

T A new Organization record will be created.

A history record will be generated for creation of the Organization.

1 If any Search Manager Hosts are defined, aratpdequest is inserted into the Search
Manager Updates table for each host to notify them of the creation of the Organization.

T A new system group will be created for the Organization.

1 If the system property UsersByOrg is set to "Yes", then a cabinetosatically
created with the name set to the Organization's abbreviation and the description set to
the Organization's name if the cabinet does not already exist.

=

6.19.2. Modifying an Organization
Modify Organization modifies an existing Organization in the Doouid@nager.
1 The user must have the Admin privilege.

If the system is set up to use home folders for users by Organization, changes made to an
Organization's abbreviation can affect cabinets.

1 If a cabinet does not exist for the Organization being modiitedill be created.

1 If a cabinet exists for the Organization being modified, the name of the existing cabinet
will be changed. For example: modifying Organization abbreviation 'xyz' to ‘abc’, and the
cabinet 'xyz' already exist, so the existing cabinet 'wyll have its name changed to
‘abc'.
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When a new Organization is created, a System Organization Group is automatically generated
by the system. The System Organization Group contains all the users that are assigned to that
specific Organization. Thisashared group and is available for anyone to use. The system
group for the Organization will be modified.

Navigation:[DocMgr > Admin > Show... > Organizations > Select Desired Organization > Side
Menu > Modify]

Step 1:

1. If applicable, modify thabbreviation of the Organization in the Abbreviation box.
Organization abbreviations must be unique within the same Document Manager. The
abbreviation is displayed as {ORG}xyz (where xyz is the abbreviation) when showing
system groups. This is a requireeld. The maximum length of this field is 16 characters.
Note: The OrgAbbrevCharacters System Property contains a list of all the valid
characters allowed in an Organization's abbreviation.

2. If applicable, modify the name of the Organization in the Name Bwganization names
must be unique within the same Document Manager. The Organization hame is
displayed in the Organization drop down list when creating or modifying cabinets,
documents, folders, groups, and users. This is a required field. The maximgtm de
this field is 64 characters. Note: The OrgNameCharacters System Property contains a list
of all the valid characters allowed in an Organization's name.

3. Enter the reason for modifying the Organization in the Reason box. This is a required
field. Themaximum length of this field is 255 characters.

4. Click the Cancel button to cancel the command, or click the Next button to continue.

Step 2:

If the system is set up to use home folders for users by Organization, changes made to an
Organization's abbrevin can affect cabinets.

1 If a cabinet does not exist for the Organization being modified, it will be created.

1 If a cabinet exists for the Organization being modified, the name of the existing cabinet
will be changed. For example: modifying Organizatidoretation 'xyz' to 'abc’, and the
cabinet 'xyz' already exist, so the existing cabinet 'xyz' will have its name changed to
‘abc'.

1. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OKttiom to modify the Organization.

Notes:

T The existing Organization record will be modified.
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T A history record will be generated for modification of the Organization.

T If any Search Manager Hosts are defined, an update request is inserted into the Search
Manager Updates table for each host to notify them of the modification of the
Organization.

1 The system group for the Organization will be modified.

1 If the UsersByOrg System Property is set to "Yes", then a cabinet is automatically
updated with the name set tde Organization's abbreviation and the description set to
the Organization's name.

6.19.3. Deleting an Organization

Delete Organization deletes an existing Organization in the Document Manager. Multiple steps
are required during the process in order to minimize tthances of an accidental deletion.

1 The user must have the Admin privilege.
1 The specified Organization cannot be deleted if there are cabinets, documents, folders,
groups, or users assigned to it.

Navigation: [DocMgr > Admin > Show..Organizations > Select Desired Organization > Side
Menu > Delete]

Step 1:

The Organization to be deleted and the Organization attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
The Orgaization to be deleted and the Organization attributes are displayed.
Note:

If the Organization to be deleted has cabinets, documents, folders, groups, or users assigned to
it, you must select an Organization to replace the Organization being deleted.

1. In the Organization box click on the down arrow and select an Organization to replace
the Organization being deleted. You cannot leave this field as Choose One. Note: The
Organization box will not be displayed if there are no cabinets, documents, folders,
groups, or users currently assigned to this Organization.

2. Enter the reason for deleting the Organization in the Reason box. This is a required field.
The maximum length of this field is 255 characters.

3. Click the Cancel button to cancel the command, click tiegiBus button to return to
the previous screen, or click the OK button to delete the Organization.
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Notes:

1 The Organization record will be deleted.

1 Any cabinets, documents, folders, groups, or users assigned to the deleted Organization
will be assigned tthe Organization replacing the Organization being deleted.

1 A history record will be generated for deletion of the Organization.

1 If any Search Manager Hosts are defined, a delete request is inserted into the Search
Manager Updates table for each hostriotify them of the deletion of the Organization.

1 The system group will be deleted for the Organization. If any users were moved to a
different Organization, the other Organization's system group is updated too.

6.19.4. Showing Organizations

Show Organizations digys a listing of all the Organizations in the Document Manager.

All Organizations

Navigation:[DocMgr > Admin > Show... > Organizations]

The user must have the Admin privilege.

The Abbreviation and Organization Name are displayed for @aghnization.
The number of Organizations is shown.

The Organizations are listed in alphabetical order by the Abbreviation.

=A =4 =4 =4

=

Click on___to View a specific Organization.
1 Click on-_to Show Info for a specific Organization.

A Specific Organization
Navigation: [DocMgr > Admin > Show... > Organizations > Select Desired Organization]

Organization Info displays the full details for a specific Organization.

Field Name Definition

Abbreviation | The abbreviation for this Organizatior

Name The name of thi©rganization.
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6.20. Render Requests

TechDoc supports the automated rendering of released Documents into watermarked PDF files.
Whenever a Document is released and the User wishes a watermarked PDF version to be
created, a Render Request is generated.

Note thatnot all Render requests can be completed. Native documents can be password
protected, encrypted, or versiemcompatible with TechDoc's current render system. This can
cause Render Requests to fail or stall. To deal with this issue, TechDoc providek severa
commands for monitoring and managing Render Requests.

6.20.1. Email Render Information

Email Render Information gathers information about rendering and emails it to the user. In
order to gather the information, it is necessary to wake up the Render VM andfaski&
information.
An information request is queued like a normal render request. If there are render requests
already in the queue, the information request has to wait for its turn to be processed. Since this
can take a while, the information is emalléo the user once the request has been completed.
1 The user must have the Admin privilege.
1 Rendering must be enabled on the system.
T Only one user at a time can request render information.
Navigation: [DocMgr > Admin > Render > Email Rema@rmation]
Step 1:

1. Click the Cancel button to cancel the command or click the OK button to have the
render information emailed to you.

Notes:
T No history is recorded because this command does not change any data.

6.20.2. Purging All Stalled Render Requests

PurgeStalled Render Requests will physically remove any Render Request records with a retry
count value ofl. Records with a retry count ef are considered "Stalled Render Requests".

1 The user must have the Admin privilege.

There are two actions that subnm@enerations for rendering:
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1 Release Document
1 Resubmit Rendition

When either of these commands is issued, a record is added to the Render Request table for a
specific Generation of a Document. The Render Request table is a "holding place" for
Generations thaneed to be rendered by the Render Task. If, for technical reasons, the
rendering process needs to be stopped, records can continue to be added to the Render
Request table through normal Doc Mgr activities. The rendering process can then be started up
later when the technical issues are resolved and it will then begin process the records in the
table.

The Render Task, which is an external process to TechDoc, when running, "wakes up" every two
minutes and checks the Render Request table for any recordR@ier Task works just like

the Background Tasks in TechDoc, except that it is run as a separate process. The Render Task
reads each Render Request that is not stalled (retry count islj@nd attempts to create the
rendition for the specified Generatn. If the rendition cannot be created, the Retry Count for

the specific Render Request is incremented, or set to negative one if it's at the maximum

number of times to retry rendering as set in the System Properties. If the Retry Count is set to

1, thenthat Render Request record has stalled and no further attempts will be made to render
the Generation.

There is an Admin Menu area for displaying and acting on Render Request records:

Purge Stalled Request3his command will physically remove d&gnder Request records with
a retry count value ofl. Records with a retry count ef are considered "Stalled Render
Requests". This command will only show up when something is actually stalled.

Restart Stalled Request3his command will reset the rgticount to 0 for any Render Request
records with a retry count value ef. Records with a retry count ef are considered "Stalled
Requests". When the command is completed, all "Stalled Requests" will become "Pending
Requests". This command will only ghop when something is actually stalled.

Show Stalled Request3his command will display all of the Render Request records with a
retry count value ofl. Records with a retry count ef are considered "Stalled Render
Requests".

Show Pending Request$his command will display all of the Render Request records with a
retry count that is not equal tel. Records with a retry count ef are considered "Stalled
Render Requests".

Navigation:[DocMgr > Admin > Render > Purge Stalled Requests]

Step 1:
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Note:
The following steps will purge all stalled Render Requests.

1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:

1. Enter the reason for purging all of the stalled Render Requests in the Reason box. This is
a requiredfield. The maximum length of this field is 255 characters.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to purge all of the stalled Render Requests.

Notes:

1 All records inthe Render Request table that have reached the maximum number of
retries will be deleted.

6.20.3. Restarting All Stalled Render Requests

Restart Stalled Render Requests will reset the retry count to 0 for any Render Request records
with a retry count value ofl. Records with a retry count e1 are considered "Stalled

Requests". When the command is completed, all "Stalled Requests" will become "Pending
Requests".

1 The user must have the Admin privilege.
There are two actions that submit Generations fendering:

1 Release Document
1 Resubmit Rendition

When either of these commands is issued, a record is added to the Render Request table for a
specific Generation of a Document. The Render Request table is a "holding place" for
Generations that need to be relered by the Render Task. If, for technical reasons, the

rendering process needs to be stopped, records can continue to be added to the Render
Request table through normal Doc Mgr activities. The rendering process can then be started up
later when the techical issues are resolved and it will then begin process the records in the
table.

The Render Task, which is an external process to TechDoc, when running, "wakes up" every two
minutes and checks the Render Request table for any records. The Render Tksjusitdike

the Background Tasks in TechDoc, except that it is run as a separate process. The Render Task
reads each Render Request that is not stalled (retry count islj@nd attempts to create the
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rendition for the specified Generation. If the retidn cannot be created, the Retry Count for

the specific Render Request is incremented, or set to negative one if it's at the maximum
number of times to retry rendering as set in the System Properties. If the Retry Count is set to
1, then that Render Re@st record has stalled and no further attempts will be made to render
the Generation.

There is an Admin Menu area for displaying and acting on Render Request records:
Purge Stalled Request3his command will physically remove any Render Request recatius w
a retry count value ofl. Records with a retry count ef are considered "Stalled Render
Requests". This command will only show up when something is actually stalled.

Restart Stalled Request3his command will reset the retry count to O for any B&nRequest
records with a retry count value ef. Records with a retry count ef are considered "Stalled
Requests". When the command is completed, all "Stalled Requests" will become "Pending
Requests". This command will only show up when somethincfusy stalled.

Show Stalled Request3his command will display all of the Render Request records with a
retry count value ofl. Records with a retry count ef are considered "Stalled Render
Requests".

Show Pending Request$his command will dispjaall of the Render Request records with a
retry count that is not equal tel. Records with a retry count ef are considered "Stalled
Render Requests".

Navigation:[DocMgr > Admin > Render > Restart Stalled Requests]

Step 1:
Note:
The following steps il restart all stalled Render Requests.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
1. Enter the reason for restarting all of the stalled Render Requests in the Reason box. This
is a required field. The maxum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click the Previous button to return to

the previous screen, or click the OK button to restart all of the stalled Render Requests.

Notes:
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T All records in th&Render Request table that have reached the maximum number of
retries will have their retry count field reset to zero.

6.20.4. Resubmitting a Generation for Rendering

Resubmit Rendition allows the Document Administrator the opportunity to resubmit the
Generation tabe automatically rendered by the Render Task. A rendition of a Generation is the
watermarked PDF file of the released Generation. If a rendition already exists for a Generation,
then resubmitting of a rendition ultimately causes the rendition of a Genenatio be replaced

with a newly rendered Document. If the rendition does not exist for a Generation, then one will
be created.

The user must have the Admin privilege.

The Generation must be released

The Doc Type of the Document must allow rendering.
The Mme Type of the Generation must allow rendering

= =4 =4 =4

Navigation:[DocMgr > Explorer > Navigate To Desired Generation > Side Menu > Resubmit
Rendition]

Step 1:

1. Enter the reason for resubmitting this rendition in the Reason box. Reason is a required
field. The maimum length of this field is 255 characters.

2. Click the Cancel button to cancel the command or click the OK button to resubmit the
rendition.

Notes:

1 The specified Generation will be resubmitted for rendering. Specifically, a Render
Request record will bereated for the Generation and the Render Task will render a PDF
document and add it to the Generations table as a rendition.

T A history record will be generated for-seibmittal of the Generation for rendering.

T Email will be sent to the notification assaed with the Document.

6.20.5. Showing Render Requests

Show Pending Requests displays a listing of all the Render Request records with a retry count
that is not equal to1l. Records with a retry count ef are considered stalled Render Requests.

The order theender requests are shown in is the order in which the Render Task will process
them. The requests are sorted first by the Render Request that is currently being rendered if
any, then by priority (highest first), and then by the date the render was reqdestidest

first).
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An Admin can click on the'to see details of a particular Render Request and potentially delete
it or modify it's settings to raise or lower it's position in the Render Request queue.

Pending Render Requests

Navigation:[DocMgr > Admir Render > Show Pending Requests]
1 The user must have the Admin privilege.

1 If there are no pending Render Requests the following message will be displayed: There
aren't any pending Render Requests to show.

The Document Number, State, Priority, Date, Regeresind Retry Count are displayed
for each pending Render Request.

The number of requests is shown.

Click on the icon in front of Name to Explore Document.

Click on-to Show Info for the Render Request itself.

Click on__to abort the Render Request. Thistign is only shown when the Render
Request is the current job and it is in a state where it can be aborted.

On the Render side menu Show Pending and Stalled allows easy toggling between
Pending and Stalled Render Requests.

=

= =4 =4 =4

=

There are two actions that subm@enerations for rendering:

1 Release Document
1 Resubmit Rendition

When either of these commands is issued, a record is added to the Render Request table for a
specific Generation of a document. The Render Request table is a "holding place” for
Generations that need to be rendered by the Render Task. If, for technical reasons, the
rendering process needs to be stopped, records can continue to be added to the Render
Request table through normal Doc Mgr activities. The rendering process can then be started up
later when the technical issues are resolved and it will then begin process the records in the
table.

The Render Task, which is an external process to TechDoc, when running, "wakes up" every two
minutes and checks the Render Request table for any recorésR&hder Task works just like

the Background Tasks in TechDoc, except that it is run as a separate process. The Render Task
reads each Render Request that is not stalled (retry count islj@nd attempts to create the
rendition for the specified Generiain. If the rendition cannot be created, the Retry Count for

the specific Render Request is incremented, or set to negative one if it's at the maximum

number of times to retry rendering as set in the System Properties. If the Retry Count is set to

1, thenthat Render Request record has stalled and no further attempts will be made to render
the Generation.

145



Document Manager Admin Guide Reference

There is an Admin Menu area for displaying and acting on Render Request records:

Purge Stalled Request3his command will physically remove any ReriRequest records with
a retry count value ofl. Records with a retry count ef are considered "Stalled Render
Requests". This command will only show up when something is actually stalled.

Restart Stalled Request3his command will reset the retry couttt O for any Render Request
records with a retry count value ef. Records with a retry count ef are considered "Stalled
Requests". When the command is completed, all "Stalled Requests" will become "Pending
Requests". This command will only show upewlsomething is actually stalled.

Show Stalled Request3his command will display all of the Render Request records with a
retry count value ofl. Records with a retry count ef are considered "Stalled Render
Requests".

Show Pending Request$his command will display all of the Render Request records with a
retry count that is not equal tel. Records with a retry count ef are considered "Stalled
Render Requests".

Stalled Render Requests:
Navigation:[DocMgr > Admin > Render > Show StdReduests]

Show stalled Render Requests displays a listing of all the Render Request records with a retry
count value ofl. Records with a retry count ef are considered stalled Render Requests. The
requests are sorted first by priority (highest firsahd then by the date the render was

requested (oldest first).

T If there are no stalled Render Requests the following message will be displayed: There
aren't any stalled Render Requests to show.

1 The Document Number, State, Priority, Date, and Requesteatisptayed for each
stalled Render Request.

1 The number of requests is shown.

T Click on the icon in front of Name to Explore Document.

1 Click on—Tto Show Info for the document.

T On the Render side menu Show Pending and Stalled allows easy toggling between
Pendng and Stalled Render Requests.

1 To purge all stalled Render Requests, from the Render side menu click Purge. This
command will only show up when something is actually stalled.

1 To restart all stalled Render Requests, from the Render side menu click Reésisurt
command will only show up when something is actually stalled.
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6.20.6. Render Request Entries

TechDoc also supports manipulation of individual render request entries. Now it's possible to
abort the current render job, modify, and/or delete render requestrerg without having to
make database changes or restart TechDoc.

6.20.7. Aborting the Current Render Job

Abort Current Render Job aborts the render job currently being processed by the Render Task
on the Document Manager. Multiple steps are required during thecgss in order to minimize
the chances of an accidental abort.

Remember that this command is only available while a document is actively being rendered.
The document could finish rendering at any moment. As such, this command takes precautions
to prevent the command from being executed if the document finishes from the time the
command starts and ends.
1 The user must have the Admin privilege.
T A document must be in the process of being rendered.
1 The document being rendered must not change while this commabeling completed.
Navigation: [DocMgr > Admin > Show Pending Requests > Side Menu > Abort]
Step 1:
Information about the current render job is displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
Information about the current render job is displayed.
1. Enter the reason for aborting the render job in the Reason box. This is a required field.
The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click tle&iBus button to go back to
the previous screen, or click the OK button to abort the render job.
Notes:
1 The Render Job will be aborted.

1 The Render Request that was being processed will be marked as stalled regardless of
the number of allowed retries remaiimg.
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T An alert will be sent to the user that requested the render of the document and users in
the Alert Group like other render alerts.

T A history record will be generated on the document for the abort of the render job.

T If a stop or disable is pending dmet Render Task, the task will be stopped or disabled as
previously requested.

6.20.8. Modifying a Render Request

Modify Render Request modifies an existing Render Request. Normally, a Render Request
should not need modification. Documents are normally rendereitiénorder that they are

received. During high render demand, the number of documents waiting to render can grow
and an important document may need to be rendered sooner. When a situation like this occurs,
Modify Render Request can be used to raise or IaWwermpriority of a specific Render Request

to make it render sooner or later than other Render Requests.

Keep in mind that if the Render Task is already rendering a document when the priority of a
Render Request is changed, the Render Task will still etertble current request before re
evaluating which document should be rendered next.

1 The user must have the Admin privilege.

Navigation:[DocMgr > Admin > Render > Show Pending Requests > Select Info Icon of Desired
Render Request > Side Menu > Modify]

Step 1:

1. If applicable, enter a new priority for this Render Request. A vale@56fto 255 is
allowed with 0 being normal priority; the higher the value the higher the priority. The
system processes Render Requests in order by highest priority, thibe lofate the
request was created. If you want to rush a document when a large number of requests
are pending, you can raise the priority to get it higher in the list.

2. If applicable, enter a new retry count for this Render Request. A vakdetofthe max
retry count defined by the system property MaxRenderRetryCount is allowed. A value of
-1 means that the request is stalled and another render attempt will not be performed
again. Changing the value b from another value will stall a request, while charpa
value from-1 to something else will move a stalled request back onto the pending
render queue.

3. Enter the reason for modifying the Render Request in the Reason box. This is a required
field. The maximum length of this field is 255 characters.

4. Click he Cancel button to cancel the command or click the OK button to modify the
Render Request.

Notes:
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1 The Render Request record will be modified.

A history record will be generated for modification of the Render Request.

T Email will be sent to the notificatiolist associated with the Document that the Render
Request is for.

1 The Render Task is notified toegaluate the pending queue after completing the
current request if it is already working on one.

=

6.20.9. Deleting a Render Request

Delete Render Request deletesexisting Render Request. Multiple steps are required during
the process in order to minimize the chances of an accidental deletion.

1 The user must have the Admin privilege.

Navigation:[DocMgr > Admin > Render > Show Pending Requests > Select Infdiesineof
Render Request > Side Menu > Delete]

Step 1:
The Render Request to be deleted and the Render Request attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
The Render Request to beldted and the Render Request attributes are displayed.
1. Enter the reason for deleting the Render Request in the Reason box. This is a required
field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the commaelatk the Previous button to return to
the previous screen, or click the OK button to delete the Render Request.
Notes:
1 The Render Request record will be deleted.
1 A history record will be generated for deletion of the Render Request.
T Email will be sent téhe notification list associated with the Document that the Render
Request was for.

6.20.10. Showing a Render Request

Show Render Request displays the details for a specific Render Request.
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Navigation:[DocMgr > Admin > Render > Show Pending Requests > SelemirirddDesired
Render Request]

1 The user must have the Admin privilege.

Field

Name Description

Number The number of the document that this request is for.

Gen The number of the generation that this request is for.
Number
State Indicates thecurrent state of this request.
Priorit Indicates the priority of this request (the higher the value, the higher t}
y priority).
Create .
Date The date and time the request was created.

Requester | The original requester that caused the request todbeated.

Indicates the number of times the request has been retried. If this valy

Retry is-1, the request has exceeded the maximum number of attempts and
Count has been stalled. Note: Reference the MaxRenderRetryCount Systen,
Property.

6.21. Remote Emails

Remote Emails are associated by Users to Documents for Notification or Distribution events.
TechDoc provides several commands that allow Admins to easily modify or remove Remote
Emails that are currently associated to Documents in the system.

6.21.1. Modifying a Re mote Email

Modify Remote Email modifies an existing Remote Email.

1 The user must have the Admin privilege.

Navigation:[DocMgr > Admin > Miscellaneous > Remote Emails > Select Desired Remote Email
> Side Menu > Modify]

Step 1:
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1. If applicable, modify themail address in the Email Address box.

2. If applicable, check the box to allow another existing email to be specified in the Email
Address box. If an existing email address is specified, the original email address will be
"merged" with the existing email alless.

3. Click the Cancel button to cancel the command, or click the OK button to modify the
Remote Email.

6.21.2. Deleting a Remote Email

Delete Remote Email deletes an existing Remote Email. Multiple steps are required during the
process in order to minimize thénances of an accidental deletion.

1 The user must have the Admin privileges.

Navigation:[DocMgr > Admin > Miscellaneous > Remote Emails > Select Desired Remote Email
> Side Menu > Delete]

Step 1:
The Remote Email to be deleted is displayed.
1 If applicableclick the Email Address link to send email to the Remote Email.
1. Click the Cancel button to cancel the command or click the Next button to continue.
Step 2:
The Remote Email to be deleted is displayed.
1 If applicable, click the Email Address linlsémd email to the Remote Email.

1. Click the Previous button to go back to the previous screen, click the Cancel button to
cancel the command, or click the OK button to delete the Remote Email.

Notes:
T The Remote Email record will be deleted.
1 The Remote Emawill be removed from any groups and/or notifications that they are
part of.

6.21.3. Showing Remote Emails

Show Remote Emails displays a listing of all the Remote Emails in the Document Manager.
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All Remote Emails

Navigation:[DocMgr > Admin > Miscellaneous > ResBmails]

T The Email Address is displayed for each Remote Email.
T The Remote Emails are listed in alphabetical order by their email address.

1 Click on___lto View a specific Remote Email.
1 Click on-to Show Info for a specific Remote Email.
T Use the scroll bar tecroll through the list.

A Specific Remote Email
Navigation:[DocMgr > Admin > Miscellaneous > Remote Emails > Select Desired Remote Email]

Remote Email Info displays the email address of the Remote Email. For Admins, it also shows
anywhere that theRemote Email is currently in use.

6.22. Remote Users

Remote Users are users that are associated with Read access to Documents using
Authenticators defined on the system. Normally, Remote Users do not have a TechDoc account
on the system that would allow them 1og in and make changes. TechDoc provides several
commands that allow Admins to easily modify or remove Remote Users that are currently
associated to Documents in the system.

6.22.1. Modifying a Remote User

Modify Remote User modifies an existing Remote User.
1 Theuser must have the Admin privilege.

Navigation:[DocMgr > Admin > Miscellaneous > Remote Users > Select Desired Remote User >
Side Menu > Modify]

Step 1:

1. If applicable, modify the Remote User by clicking on the down arrow, selecting an
authenticator fromthe list, and modify the username in the box to the right.

2. If applicable, modify the organization by typing it in the Organization box or choosing
one of the system defined organizations from the drop down.

3. If applicable, modify the email address in thedmddress box.
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4. Click the Cancel button to cancel the command, or click the OK button to modify the
Remote User.

6.22.2. Deleting a Remote User

Delete Remote User deletes an existing Remote User. Multiple steps are required during the
process in order to minimiz#he chances of an accidental deletion.

1 The user must have the Admin privileges.

Navigation:[DocMgr > Admin > Miscellaneous > Remote Users > Select Desired Remote User >
Side Menu > Delete]

Step 1:
The Remote User to be deleted and the Remote @#eibutes are displayed.
1 If applicable, click the Email Address link to send email to the Remote User.
1. Click the Cancel button to cancel the command or click the Next button to continue.
Step 2:
The Remote User to be deleted and the Remote User attribate displayed.
T If applicable, click the Email Address link to send email to the user.

1. Click the Previous button to go back to the previous screen, click the Cancel button to
cancel the command, or click the OK button to delete the Remote User.

Notes:
T TheRemote User record will be deleted.
1 The Remote User will be removed from any review teams, groups, notifications, and/or
distributions that they are part of.
1 The Remote User will be removed from any reviews that they have not voted on.

6.22.3. Showing Remote Users

Show Remote Users displays a listing of all the Remote Users in the Document Manager.

All Remote Users
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Navigation:[DocMgr > Admin > Miscellaneous > Remote Users]

T The Username, Organization, and Email Address are displayed for each Remote User.
1 TheRemote Users are listed in alphabetical order by their username.

1 Clickon___Ito View a specific Remote User.
1 Click on-to Show Info for a specific Remote User.
1 Use the scroll bar to scroll through the list.

A Specific Remote User
Navigation:[DocMgr > Admirr Miscellaneous > Remote Users > Select Desired Remote User]

Remote User Info displays the Username, Organization, and Email Address of the Remote User.
For Admins, it also shows anywhere that the Remote User is currently in use.

6.23. Reports

Reports are usetb view the current objects contained within TechDoc. Reports can be
customized to display specific fields from a specific object type (Documents, Generations,
Users, etc). In addition, a User can specify the ordering and selection criteria for the coottent
the Report. Several different output formats are available (CSV, HTML, and XML), which
facilitate both viewing and exporting of information.

6.23.1. Creating a Report

Create Report creates a new Report in the Document Manager. Reports can be created from
various tables; for example, Documents, Folders, Generations, Groups, Users, etc.

1 The User must have the Reports privilege.
Navigation: [DocMgr > Reports > Side Menu > Create]
Step 1:

1. Enter the Report name in the Name box. Report names must be unique whthisaime
Document Manager. This is a required field. The maximum length of this field is 64
characters.

2. Enter the description of the Report in the Description box. The description will be
displayed as the title of the Report. This is a required fighek maximum length of this
field is 128 characters.

3. Select the Report type in the Report Type box by clicking on the down arrow and
selecting it from the list.
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6.

7.

Private | Created for your use only.

Shared | Created for anyone to use

Select whether or not tshow the headings of Report in the Show Headings box by
clicking on the down arrow and selecting Yes or No from the list. Headings are the titles
over each column when Report is displayed.

No | Headings will not be displayed on Repo

Yes | Headings will be displayed on Report.

Select the Report owner in the Owner box by clicking on the down arrow and selecting a
name from the list.

Only an Admin can assign the owner of a Report. A table is the item (i.e. Document,
Folder, User, etc.) a Usean select to create a Report.

Select the table of Report in the Table box by clicking on the down arrow and selecting it
from the list. You must select a table. This field cannot be left as Choose One.
Click the Cancel button to cancel the command,lickadhe Next button to continue.

Step 2:

Data fields are all the fields available for the table (Document, Folder, User etc.) that was
selected from the previous screen. Select the data fields that you want to show on the Report.

1

The ID field iavailable for selection for all tables that have an ID field (Network
Addresses and System Properties do not have ID fields). The ID field is only available for
Admins.

You must select one or more data fields before continuing to the next screen.

Select tle data field in the Available Data Fields column to be displayed on the Report
by clicking on the data field. This will highlight the data field.

Click the Add> button. The Add> button moves the highlighted data field to the Selected
Data Fields column. Tremove a data field from the Selected Data Fields column,
highlight the data field and click the <Remove button. The <Remove All button removes
all the data fields from the Selected Data Fields column. Once the data fields are in the
Selected Data Fielad®lumn, you can select the order they will be displayed in the
Report. To move a data field up, click on the data field to be moved up, and then click on
the Move Up button. To move a data field down, click on the data field to be moved
down, and then clic on the Move Down button.

Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.
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Step 3:

The Ordered Data Fields column is the order in which the data fieldsengthtved. If no data
fields are in the Ordered Data Fields column, the Report will not be sorted.

1. Select the data field in the Unordered Data Fields column by clicking on the data field.
This will highlight the data field.

Reports can be sorted in Ascendior Descending order.

2. Select the order to sort the Report. Ascending is the default. If the Report is to be sorted
in Descending order, click the down arrow next to Ascending and select Descending.

3. Click the Add> button. The Add> button moves the higldid data field to the Ordered
Data Fields column. To remove a data field from the Ordered Data Fields column,
highlight the data field and click the <Remove button. The <Remove All button removes
all the data fields from the Ordered Data Fields columrceXthe data fields are in the
Ordered Data Fields column, you can select the order they will be sorted in the Report.
To move a data field up, click on the data field to be moved up, and then click on the
Move Up button. To move a data field down, clicktbe data field to be moved down,
and then click on the Move Down button.

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 4:

If necessary, you can furtheefine your search criteria by selecting additional data fields. If you
do not wish to refine the search criteria, click the Next button to continue.

1 Depending on the table being used to create the Report (Document, Folder, etc.),
additional fields othethan New Criteria will be displayed. For example, if you are
creating a Report for Documents, Keyword will be displayed.

1 Keyword provides the capability to search for asterisk. For example, if the Keyword is a
dropdown you can select the asterisk (*) tarig back all the values for a specific
Keyword.

1 Dates allow a range capability to specify a time frame without having to set a concrete
date such as 01/01/1995. In this way one can specify a time frame such as the Last 30
Days and each time a report isxuhat field's date range will target the last 30 days and
the user will not have to modify the report each time before it's run to adjust a concrete
date range to target the last 30 days. To specify a date range, first select the range
operator [X] and hen select or enter a range in one of the following formats:

Last Day/Last X| The "Last Day" targets everything from the beginning of
Days yesterday at 00:00 to the end of the day today at 23:59.
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Additional days can be added to this using the "Last X Day
format where X is the number of days.

The "Last Week" taggs everything from the beginning of
last week till the end of that week. A week starts on a Sunc
at 00:00 and ends on a Saturday at 23:59. For example if {
current day is a Wednesday, the range will back all the wa]
up to the last complete week stani on a Sunday. Additiong
weeks can be added to this using the "Last X Weeks" form
where X is the number of weeks.

Last Week/Last
X Weeks

The "Last Month" targets everything from the beginning of
last month till the end of that month. A month star® the
first day at 00:00 and ends on the last day at 23:59. For
example if the current month is October, the range will bag
all the way up to the last complete month starting on
September 1st and ending on September 30th. Additional
months can be addedtthis using the "Last X Months"
format where X is the number of months.

Last
Month/Last X
Months

The "Last Quarter" targets everything from the beginning g
the last quarter till the end of that quarter. A quarter starts
on the first day of thajuarter at 00:00 and ends on the last
day of the quarter at 23:59. For reference, there are 4

Last guarters in a year: Jan lsMarch 31th, April 1st June 30th,
Quarter/Last X | July 1st September 30th and October 1sDecember 31th.

Quarters For example if the current month is ber, the range will

back all the way up to the last complete quarter starting on
July 1st and ending on September 30th. Additional quarter
can be added to this using the "Last X Quarters" format
where X is the number of quarters.

The "Last Year" targets everything from the beginning of t
last year till the end of that year. A year starts on the first d
of that year at 00:00 and ends on the last day of that year
23:59. For reference, a year begins on January 1st and en
on December 31th. For example if it is January 2nd 2019,
range will back all the way up to the last complete year
January 1st 2018December 31th 2018. Additional years ce
be added to this using the "Last X Years" format where X i
the number of years.

Last Year/Last
X Years

T A parentheses dropdown is added to each row of search criteria. You can choose up to 5
left and 5 right parentheses on each criterion line to allow for nesting. The number of
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left and right parentheses must match. If your search criteria do not requeaiie of
parentheses, leave this field blank. An example of parentheses might be:

Date > 1/1/2002 and Date < 2/1/2002 and (Command=Log In or Command=Log Out or
IP=128.XXX.X.X)

1. In the New Criteria box, click on the down arrow and select a data field fnerfidt.
2. Click the Add button.

Note:

o When a New Criteria is selected, the data field will be displayed along with four
additional dropdown fields.

o The first and last fields are parentheses dropdowns. A parentheses dropdown is
added to each row of searchiteria. You can choose up to 5 left and 5 right
parentheses on each criterion line to allow for nesting. The number of left and
right parentheses must match. Note: If your search criteria do not require the
use of parentheses, leave this field blank.

o Thesecond field is a dropdown that can list some or all of the following
operators: = (Equal to), <> (Not equal), < (Less than), <= (Less than or equal to), >
(Greater than), >= (Greater than or equal to) or [X] (Range). Select the desired
operator.

o The thirdfield is where you enter the value for the New Criteria or Keyword if
the Document table was selected. A column can also be set to ‘equal’ or 'not
equal' and have the value left blank. This enables the comparison of columns
that are empty (or null as itknown in database terminology).

o If more than one New Criteria is selected, a join operator (AND, OR, AND NOT)
dropdown will be displayed. Select the desired join operator.

o Toremove the data field, click the Remove button.

3. Click the Cancel button twancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 5:

The Report can be previewed and saved in the following formats: CSV (Comma Separated
Values), HTML (Hypertext Markup Languaged, ML (eXtensible Markup Language). The
Report Name, Date Run, Report Criteria, Report Order, and the Number of Records Displayed
are shown at the bottom of the Report.

1. In the Preview As box click on CSV, HTML, or XML to display the Report. When the
Repot is displayed, it can be saved to your pc or printed. The Report is not created in
the Document Manager until you click the OK button.

Notes:
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o If HTML (Hypertext markup Language) format is chosen, a separate browser
window will open with Report data in IMIL format.

o If XML (eXtensible Markup Language) format is chosen, depending on the
browser, either a separate browser window will open with the Report data in
XML format or a File Save As dialog window will open prompting the User to
specify a location anflle name for the XML file. If the User specifies a valid
folder, then a XML file will be created in that folder with the name specified.

o If CSV (Comma Separated Value) format is chosen, a File Save As dialog window
will open prompting the User to specidylocation and file name for the CSV file.
If the User specifies a valid folder, then a CSV file will be created in that folder
with the name specified.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous scren, or click the OK button to create the Report.

6.23.2. Modifying a Report
Modify Report allows a User to modify an existing Report in the Document Manager.

1 The User must have the Reports privilege.
1 The User must have Modify access to the Report. Modify accdsteisnined by the
User being an Admin or the actual owner of the Report.

Navigation:[DocMgr > Reports > Select Desired Report > Side Menu > Modify]

Step 1:

1. If applicable, modify the Report name in the Name box. Report names must be unique
within the same Document Manager. This is a required field. The maximum length of
this field is 64 characters.

2. If applicable, modify the description of the Report in the Description box. The
description will be displayed as the title of the Report. This is a reqfigkt The
maximum length of this field is 128 characters.

3. If applicable, modify Report type in the Report Type box by clicking on the down arrow
and selecting it from the list.

Private | Created for your use only.

Shared | Created for anyone to use

4. If applicable, modify the show headings setting of Report in the Show Headings box by
clicking on the down arrow and selecting Yes or No from the list. Headings are the titles
over each column when Report is displayed.
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5.

7.

No | Headings will not be displayed &eport.

Yes | Headings will be displayed on Report.

If applicable, modify the Report owner in the Owner box by clicking on the down arrow
and selecting a name from the list.

Only an Admin can assign the owner of a Report. A table is the item (i.e. Document,
Folder, User, etc.) a User can select to cred®eport.

If applicable, modify the table of Report in the Table box by clicking on the down arrow
and selecting it from the list. You must select a table. This field cannot be left as Choose
One.

Click the Cancel button to cancel the command, or click\iéet button to continue.

Step 2:

Modify data fields, as required. Data fields are all the fields available for the table (Document,
Folder, User etc.) that was selected from the previous screen. Select the data fields that you
want to show on the Report.

1

The ID field is available for selection for all tables that have an ID field (Network
Addresses and System Properties do not have ID fields). The ID field is only available for
Admins.

You must select one or more data fields before continuing to the reees.

Select the data field in the Available Data Fields column to be displayed on the Report
by clicking on the data field. This will highlight the data field.

Click the Add> button. The Add> button moves the highlighted data field to the Selected
Data kelds column. To remove a data field from the Selected Data Fields column,
highlight the data field and click the <Remove button. The <Remove All button removes
all the data fields from the Selected Data Fields column. Once the data fields are in the
Seleted Data Fields column, you can select the order they will be displayed in the
Report. To move a data field up, click on the data field to be moved up and then click on
the Move Up button. To move a data field down, click on the data field to be moved
down and then click on the Move Down button.

Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 3:

Modify sort criteria, as required. The Ordered Data Fieldisnon is the order in which the data
fields will be sorted. If no data fields are in the Ordered Data Fields column, the Report will not
be sorted.
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1. Select the data field in the Unordered Data Fields column by clicking on the data field.
This will highlighthe data field.

Reports can be sorted in Ascending or Descending order.

2. Select the order to sort the Report. Ascending is the default. If the Report is to be sorted
in Descending order, click the down arrow next to Ascending and select Descending.

3. Click he Add> button. The Add> button moves the highlighted data field to the Ordered
Data Fields column. To remove a data field from the Ordered Data Fields column,
highlight the data field and click the <Remove button. The <Remove All button removes
all the dda fields from the Ordered Data Fields column. Once the data fields are in the
Ordered Data Fields column, you can select the order they will be sorted in the Report.
To move a data field up, click on the data field to be moved up and then click on the
Move Up button. To move a data field down, click on the data field to be moved down
and then click on the Move Down button.

4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next buttondontinue.

Step 4:

If necessary, you can further refine your search criteria by selecting additional data fields. If you
do not wish to refine the search criteria, click the Next button to continue.

1 Depending on the table being used to create the Repootc(nent, Folder, etc.),
additional fields other than New Criteria will be displayed. For example, if you are
creating a Report for Documents, Keyword will be displayed.

1 Keyword provides the capability to search for asterisk. For example, if the Keyveord is
dropdown you can select the asterisk (*) to bring back all the values for a specific
Keyword.

1 Dates allow a range capability to specify a time frame without having to set a concrete
date such as 01/01/1995. In this way one can specify a time frame sutie &ast 30
Days and each time a report is run, that field's date range will target the last 30 days and
the user will not have to modify the report each time before it's run to adjust a concrete
date range to target the last 30 days. To specify a datge, first select the range
operator [X] and then select or enter a range in one of the following formats:

The "Last Day" targets everything from the beginning of
Last Day/Last X| yesterday at 00:00 to the end of the day today at 23:59.

Days Additional days can be added to this using the "Last X Day
format where X is the number of days.

Last Week/Last| The "Last Week" targets everything from the beginning of
X Weeks last week till the end of that week. A week starts on a Sunc
at 00:00 andends on a Saturday at 23:59. For example if tH
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1 A parentheses dropdown is added to each row of search criteria. You can choose up to 5

1.

current day is a Wednesday, the range will back all the wa]
up to the last complete week starting on a Sunday. Additio
weeks can be added to this using the "Last X Weeks" form
where X is the number of veks.

The "Last Month" targets everything from the beginning of
last month till the end of that month. A month starts on the
first day at 00:00 and ends on the last day at 23:59. For

Last example if the current month is October, the gawill back
Month/Last X -

Months all the way up to the Ias.t complete month starting on
September 1st and ending on September 30th. Additional
months can be added to this using the "Last X Months"
format where X is the number of months.

The "LasQuarter" targets everything from the beginning of
the last quarter till the end of that quarter. A quarter starts
on the first day of that quarter at 00:00 and ends on the lag
day of the quarter at 23:59. For reference, there are 4
Last quarters in a year: Jabst- March 31th, April 1st June 30th,
Quarter/Last X | July 1st September 30th and October 1sDecember 31th.
Quarters For example if the current month is October, the range will

back all the way up to the last complete quarter starting on
July 1st and ending on Septembd@tl3. Additional quarters
can be added to this using the "Last X Quarters" format
where X is the number of quarters.

Last Year/Last
X Years

The "Last Year" targets everything from the beginning of t
last year till the end of that year. A year starts twe first day
of that year at 00:00 and ends on the last day of that year
23:59. For reference, a year begins on January 1st and en
on December 31th. For example if it is January 2nd 2019,
range will back all the way up to the last complete year
Jawuary 1st 2018 December 31th 2018. Additional years cg
be added to this using the "Last X Years" format where X i
the number of years.

left and 5 right parentheses on each criterion line to allow for nesting. The number of
left and right parentheses must match. If your search criteria do not requireisleeof
parentheses, leave this field blank. An example of parentheses might be:

Date > 1/1/2002 and Date < 2/1/2002 and (Command=Log In or Command=Log Out or

IP=128.XXX.X.X)

In the New Criteria box, click on the down arrow and select a data field frertisth
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2. Click the Add button.
Note:

o When a New Criteria is selected, the data field will be displayed along with four
additional dropdown fields.

o The first and last fields are parentheses dropdowns. A parentheses dropdown is
added to each row of searchit@ria. You can choose up to 5 left and 5 right
parentheses on each criterion line to allow for nesting. The number of left and
right parentheses must match. If your search criteria do not require the use of
parentheses, leave this field blank.

o The secondield is a dropdown that can list some or all of the following
operators: = (Equal to), <> (Not equal), < (Less than), <= (Less than or equal to), >
(Greater than), >= (Greater than or equal to) or [X] (Range). Select the desired
operator.

o The third fieldis where you enter the value for the New Criteria or Keyword if
the Document table was selected. A column can also be set to ‘equal’ or 'not
equal' and have the value left blank. This enables the comparison of columns
that are empty (or null as it's known database terminology).

o If more than one New Criteria is selected, a join operator (AND, OR, AND NOT)
dropdown will be displayed. Select the desired join operator.

o Toremove the data field, click the Remove button.

3. Click the Cancel button to cand¢be command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 5:

The Report can be previewed and saved in the following formats: CSV (Comma Separated
Values), HTML (Hypertext Markup Language), and (¢Xtiensible Markup Language). The
Report Name, Date Run, Report Criteria, Report Order, and the Number of Records Displayed
are shown at the bottom of the Report.

1. In the Preview As box click on CSV, HTML, or XML to display the Report. When the
Report is diplayed, it can be saved to your pc or printed. The Report is not created in
the Document Manager until you click the OK button.

Notes:

o If HTML (Hypertext markup Language) format is chosen, a separate browser
window will open with Report data in HTML foain

o If XML (eXtensible Markup Language) format is chosen, depending on the
browser, either a separate browser window will open with the Report data in
XML format or a File Save As dialog window will open prompting the User to
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specify a location and file nge for the XML file. If the User specifies a valid
folder, then a XML file will be created in that folder with the name specified.

o If CSV (Comma Separated Value) format is chosen, a File Save As dialog window

will open prompting the User to specify a loat and file name for the CSV file.
If the User specifies a valid folder, then a CSV file will be created in that folder
with the name specified.
2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, arlick the OK button to modify the Report.

6.23.3. Deleting a Report

Delete Report deletes an existing Report in the Document Manager.
1 The User must have the Reports privilege.
1 The User must have Delete access to the Report. Delete access is determined by the
Userbeing an Admin or the actual owner of the Report.
Navigation:[DocMgr > Reports > Select Desired Report > Side Menu > Delete]
Step 1:
The Report to be deleted and the Report attributes are displayed.
1. Click the Cancel button to cancel the command;lmk the Next button to continue.
Step 2:

The Report to be deleted and the Report attributes are displayed.

1. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK button to delete tlepdit.

6.23.4. Showing Reports

Show Report displays Reports created in the Document Manager.

Admin Reports

Navigation: [DocMgr > Reports > Side Menu > Admin Reports]

Show Admin Reports displays Reports created in the Document Manager by Users with Admin
privilege Only an Admin can view Admin Reports.
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T The Name and Description are displayed for each Report.
T The number of Reports is shown.
1 Reports are displayed in alphabetical order by the Report name.

1 Click on___lto View the specific Report.
1 Click on-to Show Info fo the specific Report.
1 The User must have the Admin privilege.

All Reports
Navigation:[DocMgr > Reports > Side Menu > All Reports]

All Reports displays all the Reports (including Admin Reports, My Reports, Shared Reports, etc)
that have beercreated in the Document Manager. Private Reports are available for your use
only. Shared Reports are available for anyone to use. Only an Admin can display all Reports in
the Document Manager.

1 The Name and Description are displayed for each Report.
The nuniber of Reports is shown.
1 Reports are displayed in alphabetical order by the Report name.

]

1 Clickon___Ito View the specific Report.
1 Click on-_to Show Info for the specific Report.
1 The User must have the Admin privilege.

My Reports
Navigation:[DocMgr > Reports Side Menu > My Reports]

My Reports displays all the Reports, both private and shared, that you have created in the
Document Manager. Private Reports are available for your use only. Shared Reports are
available for anyone to use. If you have not crebéeReport in the Document Manager, the
following message will be displayed: "You don't have any Reports."

1 The Name and Description are displayed for each Report.
The number of Reports is shown.
1 The Reports are displayed in alphabetical order by the Rejaorie.

=

1 Clickon___Ito View the specific Report.
1 Click on-to Show Info for the specific Report.
1 The User must have the Reports privilege.

Shared Reports
Navigation:[DocMgr > Reports > Side Menu > Shared Reports]
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Shared Reports displays all the ShaRegborts, including your Shared Reports that have been
created in the Document Manager. Shared Reports are available for anyone to use.

1 The Name and Description are displayed for each Report.
The number of Reports is shown.
1 The Reports are displayed in afttetical order by the Report name.

=

1 Clickon___Ito View the specific Report.
1 Click on-to Show Info for the specific Report.
1 The User must have the Reports privilege.

A Specific Report
Navigation: [DocMgr > Reports > Select Desired Report]

Report Infodisplays the full details for a specific Report.

The User must have Read access to the Report. Read access is given to an Admin, the actual
owner of the Report, or to anyone if the Report is a Shared Report.

Name The name of this Report.

Description | The description of this Report.

The User that owns this Report. Click the owner's name link to disp

Owner the User Info screen.
Private- Created for your use only.
Report Type Shared Created for anyone to use.
Show Yes- Headings wiltlisplay on Report.

Headings No - Headings will not display on Report.

Created The date and time this Report was created.

The table used to create this Report; for example, Documents, Folq

Table Users, etc.

Data Fields | The data fields used to create thieport.

Order By The data fields used to sort this Report.

The criteria used for creating this Report. If no criteria were used tg

Criteria | create this Report, this field will not be displayed.

On the Report side menu, click the SQL link to view theS&@ict Clause. (Clicking the SQL link
will add the SQL Select Clause at the bottom of the Report Info screen). The SQL select clause is
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the actual SQL Select statement that is executed on the database to retrieve the data for the
Report. The SQL link islg available for Admins.

Run a Report
Navigation:[DocMgr > Reports > Select Desired Report > Side Menu > Run]

Run Report executes an existing Report. The Report can be previewed in the following formats:
CSV (Comma Separated Values), HTML (Hypertekuplaanguage), and XML (Extensible

Markup Language). The Report Name, Date Run, Report Criteria, Report Order, and the Number
of Records Displayed are shown at the bottom of the Report.

1 The User must have the Reports privilege.
1 The User must havieead access to the Report. Read access is given to an Admin, the
actual owner of the Report, or to anyone if the Report is a Shared Report.

1. At Run As, click on CSV, HTML, or XML to execute the Report.
Notes:

T If HTML (Hypertext markup Language) format issem, a separate browser window will
open with Report data in HTML format.

1 If XML (eXtensible Markup Language) format is chosen, depending on the browser,
either a separate browser window will open with the Report data in XML format or a
File Save As digdovindow will open prompting the User to specify a location and file
name for the XML file. If the User specifies a valid folder, then a XML file will be created
in that folder with the name specified.

T If CSV (Comma Separated Value) format is choserg 8dvike As dialog window will
open prompting the User to specify a location and file name for the CSV file. If the User
specifies a valid folder, then a CSV file will be created in that folder with the name
specified.

Report Info displays the full detailsrfa specific Report.

Name The name of this Report.

Description | The description of this Report.

The User that owns this Report. Click the owner's name link to disp

Owner the User Info screen.
Private- Created for your use only.
Report Type Shared Created for anyone to use.
Show Yes- Headings will display on Report.

Headings No - Headings will not display on Report.
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Created The date and time this Report was created.
Table The table used to create this Report; for examplecuments, Folders
Users, etc.
Data Fields | The data fields used to create this Report.
Order By The data fields used to sort this Report.
Criteria The criteria used for creating this Report. If no criteria were used to
create this Report, this field Wnot be displayed.

On the Report side menu, click the SQL link to view the SQL Select Clause. Clicking the SQL link
will add the SQL Select Clause at the bottom of the Report Info screen. The SQL select clause is
the actual SQL Select statement that is executed on the datatmaretrieve the data for the

Report. The SQL link is only available for Admins.

6.23.5. Copying a Report

Copy Report creates a new Report by copying the information from an existing Report and
allowing it to be modified before saving the new Report.

f
f
f
f

The User mast have the Reports privilege.

The User must have Read access to the existing Report.

Only Admins can change the owner of the Report.

The name of the new Report cannot be the same as any other Report.

Navigation:[DocMgr > Reports > Select Desired Rep&ide Menu > Copy]

Step 1:

1. Enter the Report name in the Name box. Report names must be unique within the same
Document Manager. This is a required field. The maximum length of this field is 64

characters.

2. If applicable, modify the description of the Repm the Description box. The
description will be displayed as the title of the Report. This is a required field. The
maximum length of this field is 128 characters.

3. If applicable, modify the Report type in the Report Type box by clicking on the down
arrow and selecting it from the list.

Private

Created for your use only.

Shared

Created for anyone to use
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4.

7.

If applicable, modify the show headings setting of Report in the Show Headings box by
clicking on the down arrow and selecting Yes or No from the list. Headings are the titles
over each column when Report is displayed.

No | Headings will not be displayed &eport.

Yes | Headings will be displayed on Report.

If applicable, modify the Report owner in the Owner box by clicking on the down arrow
and selecting a name from the list.

A table is the item (i.e. Document, Folder, User, etc.) a User can select to create a
Report.

If applicable, modify the table of Reqtan the Table box by clicking on the down arrow
and selecting it from the list. You must select a table. This field cannot be left as Choose
One.

Click the Cancel button to cancel the command, or click the Next button to continue.

Step 2:

Modify data felds, as required. Data fields are all the fields available for the table (Document,
Folder, User etc.) that was selected from the previous screen. Select the data fields that you
want to show on the Report.

il

The ID field is available for selection &rtables that have an ID field (Network

Addresses and System Properties do not have ID fields). The ID field is only available for
Admins.

You must select one or more data fields before continuing to the next screen.

Select the data field in the AvailgbData Fields column to be displayed on the Report
by clicking on the data field. This will highlight the data field.

. Click the Add> button. The Add> button moves the highlighted data field to the Selected

Data Fields column. To remove a data field from 8elected Data Fields column,

highlight the data field and click the <Remove button. The <Remove All button removes
all the data fields from the Selected Data Fields column. Once the data fields are in the
Selected Data Fields column, you can select tidercthey will be displayed in the

Report. To move a data field up, click on the data field to be moved up and then click on
the Move Up button. To move a data field down, click on the data field to be moved
down and then click on the Move Down button.

Clck the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 3:
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Modify sort criteria, as required. The Ordered Data Fields column is the order in which the data
fields will be sorted. If no data fields are in the Ordered Data Fields column, the Report will not
be sorted.

1.

Select the data field in the Unordered Data Fields column by clicking on the data field.
This will highlight the data field.

Note: Reports can be sorted Ascending or Descending order.

Select the order to sort the Report. Ascending is the default. If the Report is to be sorted
in Descending order, click the down arrow next to Ascending and select Descending.
Click the Add> button. The Add> button motes highlighted data field to the Ordered
Data Fields column. To remove a data field from the Ordered Data Fields column,
highlight the data field and click the <Remove button. The <Remove All button removes
all the data fields from the Ordered Data Fietdéumn. Once the data fields are in the
Ordered Data Fields column, you can select the order they will be sorted in the Report.
To move a data field up, click on the data field to be moved up and then click on the
Move Up button. To move a data field doywlick on the data field to be moved down

and then click on the Move Down button.

Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 4:

If necessary, youan further refine your search criteria by selecting additional data fields. If you
do not wish to refine the search criteria, click the Next button to continue.

1

Depending on the table being used to create the Report (Document, Folder, etc.),
additional fidds other than New Criteria will be displayed. For example, if you are
creating a Report for Documents, Keyword will be displayed.

Keyword provides the capability to search for asterisk. For example, if the Keyword is a
dropdown you can select the asteri@f to bring back all the values for a specific

Keyword.

A parentheses dropdown is added to each row of search criteria. You can choose up to 5
left and 5 right parentheses on each criterion line to allow for nesting. The number of

left and right parenthees must match. If your search criteria do not require the use of
parentheses, leave this field blank. An example of parentheses might be:

Date > 1/1/2002 and Date < 2/1/2002 and (Command=Log In or Command=Log Out or
IP=128.XXX.X.X)

In the NewCriteria box, click on the down arrow and select a data field from the list.
Click the Add button.
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Note:

o When a New Criteria is selected, the data field will be displayed along with four
additional dropdown fields.

o The first and last fields are parenthesgropdowns. A parentheses dropdown is
added to each row of search criteria. You can choose up to 5 left and 5 right
parentheses on each criterion line to allow for nesting. The number of left and
right parentheses must match. If your search criteria dorequire the use of
parentheses, leave this field blank.

o The second field is a dropdown that can list some or all of the following
operators: = (Equal to), <> (Not equal), < (Less than), <= (Less than or equal to), >
(Greater than), >= (Greater than orwe] to). Select the desired operator.

o The third field is where you enter the value for the New Criteria or Keyword if
the Document table was selected. Note: A column can also be set to ‘equal’ or
'not equal’ and have the value left blank. This enablescthraparison of
columns that are empty (or null as it's known in database terminology).

o If more than one New Criteria is selected, a join operator (AND, OR, AND NOT)
dropdown will be displayed. Select the desired join operator.

o Toremove the data field, ckdhe Remove button.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 5:

The Report can be previewed and saved in the following formats: CSV (Commaeskepara
Values), HTML (Hypertext Markup Language), and XML (eXtensible Markup Language). The
Report Name, Date Run, Report Criteria, Report Order, and the Number of Records Displayed
are shown at the bottom of the Report.

1. In the Preview As box click on CSWIH;Tor XML to display the Report. When the
Report is displayed, it can be saved to your pc or printed. The Report is not created in
the Document Manager until you click the OK button.

Notes:

o If HTML (Hypertext markup Language) format is chosemparate browser
window will open with Report data in HTML format.

o If XML (eXtensible Markup Language) format is chosen, depending on the
browser, either a separate browser window will open with the Report data in
XML format or a File Save As dialog winaaivopen prompting the User to
specify a location and file name for the XML file. If the User specifies a valid
folder, then a XML file will be created in that folder with the name specified.

o If CSV (Comma Separated Value) format is chosen, a File Sdiadog window
will open prompting the User to specify a location and file name for the CSV file.
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If the User specifies a valid folder, then a CSV file will be created in that folder
with the name specified.
2. Click the Cancel button to cancel the commaelitk the Previous button to return to
the previous screen, or click the OK button to copy the Report.

6.24. Search Manager Hosts

Search Manager Hosts are Search Manager Systems that the Document Management System
will be sending Document information t8earch Managers are usually external servers that are
used to search for Documents from outside of the Document Manager, but a Search Manager
can be on the same server as the Document Manager.

Search Managers are optimized to provide a Gotigiesearch gperience for end users, while
Document Managers are optimized for Document creators and maintainers. Multiple
Document Managers can be configured to populate the same Search Manager, so that users
can search for Documents from multiple repositories.

Techc search indexing is designed differently than what most search engines implement,
such as Google and Yahoo. Rather than crawl the web, Search Managers only index Documents
that Document Managers tell them to.

TechDoc's search design provides Documenosépries with more flexibility and control over
what is and is not discoverable. In addition, Document Managers are allowed to populate
multiple Search Managers with different sets of Documents. This allows for scenarios like
pushing most documents to aa@pus Search Manager that is behind a company firewall, while
pushing a limited number of public Documents to a Global Search Manager outside of the
company firewall.

6.24.1. Creating a Search Manager Host

Create search manager host creates a new Search ManageirHtbe Document Manager.
1 The user must have the Admin privilege.

Search Manager Hosts are Search Manager Systems that the Document Management System
will be sending document information to. Search Managers are usually external servers that are
used to garch for documents from outside of the Document Manager, but the Search Manager

can be on the same server as the Document Manager.

If a Search Manager Host is created in the Document Manager, then that Search Manager Host
will have to exist and have a eesponding Remote Host record with the same host name and
password values as the Search Manager Host username and password values in order to
receive document information from the Document Manager. For Example: There is a Document
Manager System on a sernveamed DocMgrl on domain example.com. There is a Search
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Manager System on a server named SearchMgrl on domain example.com. In DocMgrl, there
will be a Search Manager Host record with a Host Name of SearchMgrl.example.com, a web
Search of Campus, a usernawf DocMgrl and a password. In order for the XML Requests sent
by DocMgrl to be processed by SearchMgr, SearchMgrl will have to have a Remote Host
record with a host name of DocMgrl and the same password as the Search Manager Host
record back on the Docuemt Manager.

The servlet path is the part of the URL that signifies that the URL is a java servlet. The value
entered here will be mandated by what servlet engine is installed and how it is configured and
it is a required entry. Most servlet engines haleit servlet path set to "/serviet/" by default.

The value entered here is what the Document Manager uses when it constructs the URLs for
retrieving documents that are sent to the Search Manager.

The web search can be set to Campus, Community, Globadpting. The value set here
determines what documents get sent to this search manager. If it is set to Campus, then only
documents with a web search value of Campus, Community, and Global will be sent. If it is set
to Community, then documents with a webaseh value of Community or Global will be sent to

it. If it is set to Global, then only documents with a web search value of Global will be sent to it.
If it is set to Pooling, you will identify Doc Types on the next page. Any document having the
identified Doc Type(s) will be sent to the Search Manager.

The Send Full Text field is used to specify if and when the full text of documents sent to this
Search Manager Host. It is possible that a Search Manager does not want to do full text
indexing and only wastto index the document's attributes, so its index text field would be set
to Never.

Whenever a document is created, modified or deleted, a record is written to the SmUpdates
table for each Search Manager Host that is to receive that document. If the dodumas a

web search of Campus, then a SmUpdate record will be created for each Search Manager Host
that has a web search of Campus. If the document has a web search of Community, then a
SmUpdate record will be created for each Search Manager Host that Wwab search of either
Campus or Community. If the document has a web search value of Global, then a SmUpdate
record will be created for every Search Manager Host. In addition, an SmUpdate record is
created for all Search Manager Hosts whenever a DocOg@nization, or Keyword is

created, modified or deleted. The SmUpdaterTask starts up at specific intervals and begins
processing the SmUpdates records. It reads each record in the SmUpdates table one at a time,
forms an XML Request from the key infornoati and sends it to the appropriate Search

Manager Host over HTTP. If the request is successfully built and sent over HTTP and a success
response has been received from the receiving Search Manager Host, then that SmUpdate
record is deleted.

Circumstancesay not permit the actual sending of XML update requests from the Document

Manager to a Search Manager. Those circumstances could be, but not limited to, network
outages, a Search Manager server being down for maintenance, etc. That is why the document
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andsupport table records are saved to a table called SmUpdates to be processed by the
SmUpdaterTask. Each time that the SmUpdaterTask starts up, it gets a snapshot of all records in
the SmUpdates table that are not stalled and processes each record indiyiduaecord is
considered stalled when its retry count is set1o If a problem is encountered while building

and sending an update request to a Search Manager, that request's retry count is incremented.
When the retry count hits the MaxSmRetryCount isethe System properties then the retry

count is set tol and that Update request is considered "stalled".

Because it is possible for SmUpdate records to become stalled, there are options within the
Document Manager to either remove those stalled recood reset their retry count to zero so

that the SmUpdater task will attempt to send them again. The Purge Stalled Updates will delete
all SmUpdate records that have a retry counthfThe Restart Stalled Updates will reset all
SmUpdate records with atry count of-1 to a value of 0.

The Resubmit All Documents would be used to resubmit all documents and support table
records to a single Search Manager Host. Of course, only documents that should go to the
chosen Search Manager Host according to their sedrch values will be added to the

SmUpdates table. This action would be performed if a new Search Manager Host were added so
that it could be populated with data. When a new Search Manager Host is created, a
confirmation screen is displayed and the RasitbAll Documents screen is brought up
automatically. This action could also be performed if there was hardware failure or some other
failure that caused a Search Manager to need all of its data reloaded.

Send Released Files
Normal versus Cached File Mode

Due to increasing security concerns, there is a need to allow users to search for and fetch
documents without permitting the users to directly access the Document Manager (DM) where
the documents are stored and managed. To satisfy this need, the Searcdgktai$M)

supports two File Modes: Normal and Cached.

In Normal File Mode, the DM sends document attribute and URL updates to the SM. The end
user searches for documents on the SM. The SM returns the results where the document fetch
links point to the DM \were the documents reside. When the end user clicks on a document
link in the search results, they are sent directly to the DM to fetch the document.

In Cached File Mode, the DM sends document attribute updates and the latest released copy of
documents tathe SM. The end user still searches for documents on the SM like normal.
However, the SM returns the results with all links written to return the end user back to the

SM. When the end user clicks on a document link in the search results, they are setty dire

back to the SM who returns the locally stored (cached) latest released copy of the document to
the end user. In Cached File Mode, the end user only needs network access to the SM.
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There are a few tradeoffs to consider when choosing the File Modeddetsveen the DMs
and an SM.

1 In Normal File Mode, the end user must have network access to both the DM and the
SM but does not require any duplicated documents. Because the DM is used to fetch the
file, the SM can contain links to protected documents (tiegtd, no community read,
etc) because the DM will decide at fetch time whether this particular user can see the
document.

1 In Cached File Mode, the end user only needs access to the SM, thus providing increased
security for the DM. However, thiseans that the SM must store a copy of the latest
release of every document that can be fetched. In addition, because the DM is not used
for fetching, the SM can only allow fetching of documents that allow read access to the
network group that the SM is tended for (i.e. If the SM is a Global SM, only documents
with Global read will be fetchable). In addition, the SM will not provide the info link
because the end user cannot access the Status and Retrieval screen since it's located on
the DM, which they a not permitted access to.

The file mode of an SM is determined by the setting of the CachedFileMode System Property.
Because of the drastically different way that the system indexes information for Normal and
Cached SMs, the CachedFileMode System Propantynly be changed when no documents

are currently indexed by the Search Manager. If you need to change the mode and documents
have already been indexed, you can use the Purge Remote Host command for each Remote
Host defined on the SM, then go into Syst€roperties, change "CachedFileMode", and finally
have all DMs resubmit all documents to the SM.

Send ThumbnailsThis field can be set to have the document manager send a thumbnail image

of documents to the search manager. The image will provide a pneaflew picture of the first

page of a released file. This feature supports only certain file types. These include GIF, JPG, TIF,
BMP, PNG, Word documents, and PowerPoint slides.

To enable thumbnails on a particular Word document, some simple steps radstibwed:

Open the document in Word.

Go to File, Properties.

A dialog box will appear. Make sure the "Save preview picture” check box is selected.
Hit the OK button.

Save the document.

aprwpdE

Navigation:[DocMgr > Admin > Create... > Search Manager Host]
Stepl:
1. Enter the search manager host name in the Host Name box. The name of this Search

Manager host. The name should be a fully qualified TCP/IP host name and must be
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unique within the same Document Manager. Host name is a required field. The
maximum length othis field is 255 characters.

2. Enter the search manager servlet path in the Servlet Path box. The fully qualified URL to
where servlets are located on this Search Manager host. Servlet path is a required field.
The maximum length of this field is 128 cheters.

3. Enter the search manager web search in the Web Search box by clicking on the down
arrow and selecting it from the list. Note: Cannot leave this field as Choose One.

Web Search Definition

Campus Campus search manager host.

Community | Community search manager hos

Global Global search manager host.

Pooling Pooling search manager host.

4. Inthe Send Full Text box, click on the down arrow and choose if/when full text should
be sent. Note: Cannot leave this field as Choose One.

Sisle AUl Definition
Text
Never Never send full text of any documents to this SM.
Send the full text of documents to this SM that have an
Local Anonymous Read setting of Local, Campus, Community, or
Global.
Camous Send the full text of documents to this SWat have an
P Anonymous Read setting of Campus, Community, or Global.
: Send the full text of documents to this SM that have an
Community : :
Anonymous Read setting of Community or Global.
Global Send the full text of documents to this SM that have an
AnonymousRead setting of Global.
Always send the full text of documents to this SM regardless
Always .
the Anonymous Read setting.

5. In the Send Released Files box, click on the down arrow and if/when a copy of released
files should be sent to this Search Manager. This must be set to Never unless a Search
Manager is running in cached mode. Note: Cannot leave this field as Choose One.
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Send Released Definition
Files
Never Never send copies of released documents to this SM.
Send copies of released documents to this SM that have a
Local Anonymous Read setting of Local, Campus, Community, 0
Global.
Campus Send copies of releasetbcuments to this SM that have an
P Anonymous Read setting of Campus, Community, or Glob
: Send copies of released documents to this SM that have a
Community . .
Anonymous Read setting of Community or Global.
Global Send copies of released documents to thid that have an
Anonymous Read setting of Global.
AlWavs Always send copies of released documents to this SM
y regardless of the Anonymous Read setting.

6. In the Send Thumbnails box, click on the down arrow and select if/when to send
thumbnail images of documents to this Search Manager. Note: Cannot leave this field as

Choose One.
Send i
Thumbnails Relel
Never Never send thumbnails of documentsttas SM.
Send thumbnails of documents to this SM that have an
Local Anonymous Read setting of Local, Campus, Community, or]
Global.
Camous Send thumbnails of documents to this SM that have an
P Anonymous Read setting of Campus, Community, or Globa|
: Send thumbnails of documents to this SM that have an
Community : .
Anonymous Read setting of Community or Global.
Global Send thumbnails of documents to this SM that have an
Anonymous Read setting of Global.
Always send thumbnails dbcuments to this SM regardless ¢
Always )
the Anonymous Read setting.
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7. Enter the search manager username in the Username box. The username to log into the
Search Manager host with. Username is a required field. The maximum length of this
field is 32 characters.

8. Enter the search manager password in the Password box. The encrypted password
required to log into the Search Manager host with. Password is a required field. (See
system properties for password requirements)

9. Reenter the search manager password in the ¥ebox. The encrypted password
required to log into the Search Manager host with. Verify is a required field.

10. Enter the reason for creating the search manager host in the Reason box. This is a
required field. The maximum length of this field is 255 chamesct

Note: To save this search manager host and create another one click the box next to
"Save this Search Manager Host and Create Another". This will place a check in the box.
If you do not want to create another search manager host, leave the box blank.

11.Click the Cancel button to cancel the command, or click the OK button to create the
search manager host.

Step 2:

If this is a Pooling Search Manager, Doc Types will need to be associated for documents that
should be sent to this Search Manager.

1. Select a Doc Type from the New Doc Type drop down box.
2. Click the Add button to associate the selected Doc Type.

Note: Repeat above steps to associate additional Doc Types. Click the Remove button to
disassociate Doc Types.

3. Click the Cancel button to caridbe command, click the Previous button to return to
the previous screen, or click the OK button to create the Search Manager Host.

Notes:

T A new search manager host will be created.
T A history record will be generated for creation of the search managdr hos

6.24.2. Modifying Search Manager Host

Modify search manager host modifies a Search Manager Host in the Document Manager.

1 The user must have the Admin privilege.
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Search Manager Hosts are Search Manager Systems that the Document Management System
will be sendinglocument information to. Search Managers are usually external servers that are

used to search for documents from outside of the Document Manager, but the Search Manager
can be on the same server as the Document Manager.

If a Search Manager Host is creatadhe Document Manager, then that Search Manager Host
will have to exist and have a corresponding Remote Host record with the same host name and
password values as the Search Manager Host username and password values in order to
receive document informatin from the Document Manager. For Example: There is a Document
Manager System on a server named DocMgrl on domain example.com. There is a Search
Manager System on a server named SearchMgrl on domain example.com. In DocMgr1, there
will be a Search ManageoBt record with a Host Name of SearchMgrl.example.com, a web
Search of Campus, a username of DocMgrl and a password. In order for the XML Requests sent
by DocMgrl to be processed by SearchMgr, SearchMgrl will have to have a Remote Host
record with a host ame of DocMgrl and the same password as the Search Manager Host
record back on the Document Manager.

The servlet path is the part of the URL that signifies that the URL is a java servlet. The value
entered here will be mandated by what servlet engine satled and how it is configured and

it is a required entry. Most servlet engines have their servlet path set to "/servlet/" by default.
The value entered here is what the Document Manager uses when it constructs the URLSs for
retrieving documents that arsent to the Search Manager.

The web search can be set to Campus, Community, Global, or Pooling. The value set here
determines what documents get sent to this search manager. If it is set to Campus, then only
documents with a web search value of Campus, @anity, and Global will be sent. If it is set

to Community, then documents with a web search value of Community or Global will be sent to
it. If it is set to Global, then only documents with a web search value of Global will be sent to it.
If it is set toPooling, you will identify Doc Types on the next page. Any document having the
identified Doc Type(s) will be sent to the Search Manager.

The Send Full Text field is used to specify if and when the full text of documents sent to this
Search Manager Host.i$ possible that a Search Manager does not want to do full text
indexing and only wants to index the document's attributes, so its index text field would be set
to Never.

Whenever a document is created, modified or deleted, a record is written to thep8atels

table for each Search Manager Host that is to receive that document. If the document has a
web search of Campus, then a SmUpdate record will be created for each Search Manager Host
that has a web search of Campus. If the document has a web sea@dnohunity, then a

SmUpdate record will be created for each Search Manager Host that has a web search of either
Campus or Community. If the document has a web search value of Global, then a SmUpdate
record will be created for every Search Manager Hosaditition, an SmUpdate record is

created for all Search Manager Hosts whenever a DocType, Organization, or Keyword is
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created, modified or deleted. The SmUpdaterTask starts up at specific intervals and begins
processing the SmUpdates records. It reads @acbrd in the SmUpdates table one at a time,
forms an XML Request from the key information, and sends it to the appropriate Search
Manager Host over HTTP. If the request is successfully built and sent over HTTP and a success
response has been received frahe receiving Search Manager Host, then that SmUpdate

record is deleted.

Circumstances may not permit the actual sending of XML update requests from the Document
Manager to a Search Manager. Those circumstances could be, but not limited to, network
outages, a Search Manager server being down for maintenance, etc. That is why the document
and support table records are saved to a table called SmUpdates to be processed by the
SmUpdaterTask. Each time that the SmUpdaterTask starts up, it gets a snapshatcoirdd in

the SmUpdates table that are not stalled and processes each record individually. A record is
considered stalled when its retry count is set1o If a problem is encountered while building

and sending an update request to a Search Managet,réguest's retry count is incremented.
When the retry count hits the MaxSmRetryCount set in the System properties then the retry
count is set tol and that Update request is considered "stalled".

Because it is possible for SmUpdate records to becomiedtdhere are options within the
Document Manager to either remove those stalled records or reset their retry count to zero so
that the SmUpdater task will attempt to send them again. The Purge Stalled Updates will delete
all SmUpdate records that haveetry count of-1. The Restart Stalled Updates will reset all
SmUpdate records with a retry count-dfto a value of O.

The Resubmit All Documents would be used to resubmit all documents and support table
records to a single Search Manager Host. Of coumsly documents that should go to the

chosen Search Manager Host according to their web search values will be added to the
SmUpdates table. This action would be performed if a new Search Manager Host were added so
that it could be populated with data. Winea new Search Manager Host is created, a

confirmation screen is displayed and the Resubmit All Documents screen is brought up
automatically. This action could also be performed if there was hardware failure or some other
failure that caused a Search Mamado need all of its data reloaded.

Send Released Files

Normal versus Cached File Mode

Due to increasing security concerns, there is a need to allow users to search for and fetch
documents without permitting the users to directly access Bwcument Manager (DM) where
the documents are stored and managed. To satisfy this need, the Search Manager (SM)

supports two File Modes: Normal and Cached.

In Normal File Mode, the DM sends document attribute and URL updates to the SM. The end
user searchs for documents on the SM. The SM returns the results where the document fetch
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links point to the DM where the documents reside. When the end user clicks on a document
link in the search results, they are sent directly to the DM to fetch the document.

In Gached File Mode, the DM sends document attribute updates and the latest released copy of
documents to the SM. The end user still searches for documents on the SM like normal.
However, the SM returns the results with all links written to return the end bsek to the

SM. When the end user clicks on a document link in the search results, they are sent directly
back to the SM who returns the locally stored (cached) latest released copy of the document to
the end user. In Cached File Mode, the end user oeéde network access to the SM.

There are a few tradeoffs to consider when choosing the File Mode to use between the DMs
and an SM.

T In Normal File Mode, the end user must have network access to both the DM and the
SM but does not require any duplicated doeents. Because the DM is used to fetch the
file, the SM can contain links to protected documents (restricted, no community read,
etc) because the DM will decide at fetch time whether this particular user can see the
document.

1 In Cached File Mode, the endar only needs access to the SM, thus providing increased
security for the DM. However, this means that the SM must store a copy of the latest
release of every document that can be fetched. In addition, because the DM is not used
for fetching, the SM canndy allow fetching of documents that allow read access to the
network group that the SM is intended for (i.e. If the SM is a Global SM, only documents
with Global read will be fetchable). In addition, the SM will not provide the info link
because the endser cannot access the Status and Retrieval screen since it's located on
the DM, which they are not permitted access to.

The file mode of an SM is determined by the setting of the CachedFileMode System Property.
Because of the drastically different way thhe system indexes information for Normal and
Cached SMs, the CachedFileMode System Property can only be changed when no documents
are currently indexed by the Search Manager. If you need to change the mode and documents
have already been indexed, you aase the Purge Remote Host command for each Remote

Host defined on the SM, then go into System Properties, change "CachedFileMode", and finally
have all DMs resubmit all documents to the SM.

Send ThumbnailsThis field can be set to have the document mgerasend a thumbnail image
of documents to the search manager. The image will provide a small preview picture of the first

page of a released file. This feature supports only certain file types. These include GIF, JPG, TIF,
BMP, PNG, Word documents, andareoPoint slides.

To enable thumbnails on a particular Word document, some simple steps must be followed:
1. Open the document in Word.

2. Go to File, Properties.
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3. A dialog box will appear. Make sure the "Save preview picture” check box is selected.
4. Hit the OK bubn.
5. Save the document.

Navigation:[DocMgr > Admin > Show... > Search Manager Hosts > Select Desired Search
Manager Host > Side Menu > Modify]

Step 1:

1. If applicable, modify the search manager host name in the Host Name box. The name of
this Search Managéiost. The name should be a fully qualified TCP/IP host name and
must be unique within the same Document Manager. Host name is a required field. The
maximum length of this field is 255 characters.

2. If applicable, modify the search manager servlet pathha $erviet Path box. The fully
gualified URL to where servlets are located on this Search Manager host. Servlet path is
a required field. The maximum length of this field is 128 characters.

3. If applicable, modify the search manager web search in the WettlSeax by clicking
on the down arrow and selecting it from the list.

Web Search Definition

Campus Campus search manager host.

Community | Community search manager hos

Global Global search manager host.

Pooling Pooling search manager host.

4. If applicable, modify the Send Full Text box, click on the down arrow and choose if/when
full text should be sent.

Send Eul Definition
Text
Never Never send full text of any documents to this SM.
Send the full text of documents to this SNat have an
Local Anonymous Read setting of Local, Campus, Community, or
Global.
Campus Send the full text of documents to this SM that have an
P Anonymous Read setting of Campus, Community, or Global.
Communit Send the full text of documents to this SM thave an
y Anonymous Read setting of Community or Global.
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Global Send the full text of documents to this SM that have an
Anonymous Read setting of Global.
AlWavs Always send the full text of documents to this SM regardless
y the Anonymous Reasktting.

5. If applicable, modify the Send Released Files box, click on the down arrow and if/when a
copy of released files should be sent to this Search Manager. This must be set to Never
unless a Search Manager is running in cached mode.

Send Released _—
. Definition
Files
Never Never send copies of released documents to this SM.
Send copies of released documents to this SM that have a
Local Anonymous Read setting of Local, Campus, Community, 0
Global.
Camous Send copies of released documents to thist8M have an
P Anonymous Read setting of Campus, Community, or Glob
. Send copies of released documents to this SM that have a
Community . .
Anonymous Read setting of Community or Global.
Global Send copies of released documents to this SM that have a
Anonymous Read setting of Global.
AlWavs Always send copies of released documents to this SM
y regardless of the Anonymous Read setting.

6. If applicable, modify the Send Thumbnails box, click on the down arrow and select
iffwhen to send thumbnail images of documents to this Search Manager.

Send o
Thumbnails ST

Never Never send thumbnails of documents to this SM.
Sendthumbnails of documents to this SM that have an

Local Anonymous Read setting of Local, Campus, Community, or]
Global.

Camous Send thumbnails of documents to this SM that have an
P Anonymous Read setting of Campus, Community, or Global
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Communit Sendthumbnails of documents to this SM that have an
y Anonymous Read setting of Community or Global.
Global Send thumbnails of documents to this SM that have an
Anonymous Read setting of Global.
Always send thumbnails of documents to this &gardless of
Always :
the Anonymous Read setting.

7. If applicable, modify the search manager username in the Username box. The username
to log into the Search Manager host with. Username is a required field. The maximum
length of this field is 32 characters.

8. If apgicable, modify the search manager password in the Password box. The encrypted
password required to log into the Search Manager host with. Password is a required
field. (See system properties for password requirements)

9. If applicable, reenter the search maager password in the Verify box. The encrypted
password required to log into the Search Manager host with. Verify is a required field.

10. Enter the reason for modifying the search manager host in the Reason box. This is a
required field. The maximum length this field is 255 characters.

11.Click the Cancel button to cancel the command, or click the OK button to modify the
search manager host.

Notes:

T The existing search manager host record will be modified.
T A history record will be generated for modificationtbé search manager host.

Step 2:

If this is a Pooling Search Manager, Doc Types will need to be associated for documents that
should be sent to this Search Manager.

1. Select a Doc Type from the New Doc Type drop down box.
2. Click the Add button to associate the selected Doc Type.

Note: Repeat above steps to associate additional Doc Types. Click the Remove button to
disassociate Doc Types.

3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to create the Search Manager Host.
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6.24.3. Deleting a Search Manager Host

Delete search manager host deletes an existing Search Manager Host in the Document
Manager. Multiple steps are required during the process in otdeninimize the chances of an
accidental deletion.

1 The user must have the Admin privilege.

Navigation:[DocMgr > Admin > Show... > Search Manager Hosts > Select Desired Search
Manager Host > Side Menu > Delete]

Step 1:
The Search Manager Host to be delgtand the search manager host attributes are displayed.
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
The Search Manager Host to be deleted and the search manager host attributes are displayed.
1. Enter the reaon for deleting the Search Manager Host in the Reason box. This is a
required field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or clickerOK button to delete the Search Manager Host.
Notes:
1 The Search Manager Host record will be deleted.
1 If the Search Manager Host is a Pooling Search Manager, all Pooling Doc Type
associations will be deleted.
T A history record will be generated fdeletion of the Search Manager Host.

6.24.4. Showing Search Manager Hosts

Show search manager hosts displays a listing of all the search manager hosts in the Document
Manager.

Navigation:[DocMgr > Admin > Show... > Search Manager Hosts]

All Search Manager Hosts

1 The user must have the Admin privilege.
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1 Host Name, Servlet Path, Web Search, Send Full Text, Send Released Files, and Send
Thumbnails are displayed for each search manager host.

T The number of host(s) is shown.

1 The SM hosts are listed in alphabetical ordgrthe host name.

1 Click on___lto View a specific search manager host.
1 Click on-to Show Info for a specific search manager.

A Specific Search Manager Host

Search Manager Hosts Info displays the full details for a specific search manager host.

Field Name Definition

Host Name The name of this Search Manager host.

Servlet Path | The path where servlets are located on this Search Manager hos

Campus Search Manager host, Community Search Manager hos

HHEID HEETER Global Search Manager host, or Pool8&arch Manager host.

Pooling Doc | If the Search Manager is running in pooling mode, documents thg
Types have these Doc Types will be sent to the Search Manager.

Never- never send full text of any documents to this SM.

Local- send thefull text of documents to this SM that have an
Anonymous Read setting of Local, Campus, Community, or Glob
Campus send the full text of documents to this SM that have an
Anonymous Read setting of Campus, Community, or Global.
Send Full Text| Community- send the fultext of documents to this SM that have al
Anonymous Read setting of Community or Global.

Global- send the full text of documents to this SM that have an
Anonymous Read setting of Global.

Always- always send the full text of documents to this SM regassll
of the Anonymous Read setting.

Never- never send copies of released documents to this SM.
Local- send copies of released documents to this SM that have ar
Anonymous Read setting of Local, Campus, Community, or Glob
Campus send copies of released documents to this SM that have
Anonymous Read setting of Campus, Community, or Global.
Community- send copies of released documents to this SM that
have an Anonymous Read setting of Community or Global.
Global- send copies ofaleased documents to this SM that have an
Anonymous Read setting of Global.

Send Released
Files
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Always- always send copies of released documents to this SM
regardless of the Anonymous Read setting.

Never- never send thumbnails of documents to this SM.

Local- send thumbnails of documents to this SM that have an
Anonymous Read setting of Local, Campus, Community, or Glob
Campus send thumbnails of documents to this SM that have an
Anonymous Read setting of Campus, Community, or Global.
Community- send ttumbnails of documents to this SM that have a
Anonymous Read setting of Community or Global.

Global- send thumbnails of documents to this SM that have an
Anonymous Read setting of Global.

Always- always send thumbnails of documents to this SM regardlq
of the Anonymous Read setting.

Send
Thumbnails

Username The username to log into the Search Manager host with.

Note:

On the SM Host side menu click the Test link to test the connectivity between the Doc Mgr and
the specific host. The Test link has 2 uses. The first tegting initial setup. It is a good way to
make sure that all the settings between the DM and SM are correct. That way you know
everything is working before you "Resubmit All" and have thousands of documents fail because
you had a bad username or passw@ayped in on one side or the other.

The second use is for when you receive SM Update failures. It is a quick way to check a full
successful "round trip" of sending an update to the SM, having it process the request, and then
receiving the reply back frotme SM. If it fails, the message may let you know exactly what the
problem is. For instance, if you get an error about a bad username/password then you know
that you need to fix the username and password to be the same on both sides to correct the
problem However, if it simply fails to connect, then there's probably a network problem and
systems/network people will have to get involved to find out why the two systems cannot
communicate.

6.25. Search Manager Updates
Document Managers utilize a store afmiward system to send updates to Search Managers to
keep them up to date. This allows TechDoc to survive network or system outages without losing

Search Manager Updates. TechDoc provides several commands for monitoring and managing
Search Manager Updates.
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6.25.1. Purging All Stalled Search Manager Updates

Purge all stalled search manager updates purges all stalled Search Manager updates. Multiple
steps are required during the process in order to minimize the chances of an accidental purge.

1 The user must have thedfin privilege.

Search Manager Hosts are Search Manager Systems that the Document Management System
will be sending document information to. Search Managers are usually external servers that are
used to search for documents from outside of the Document &pgam, but the Search Manager

can be on the same server as the Document Manager.

If a Search Manager Host is created in the Document Manager, then that Search Manager Host
will have to exist and have a corresponding Remote Host record with the same hostamaim
password values as the Search Manager Host username and password values in order to
receive document information from the Document Manager. For Example: There is a Document
Manager System on a server named DocMgrl on domain example.com. Theraisha Se
Manager System on a server named SearchMgrl on domain example.com. In DocMgrl there
will be a Search Manager Host record with a Host Name of SearchMgrl.example.com, a web
Search of Campus, a username of DocMgrl and a password. In order for the XMktRegnt

by DocMgrl to be processed by SearchMgr, SearchMgrl will have to have a Remote Host
record with a host name of DocMgrl and the same password as the Search Manager Host
record back on the Document Manager.

The servlet path is the part of the URlat signifies that the URL is a java servlet. The value
entered here will be mandated by what servlet engine is installed and how it is configured and
it is a required entry. Most servlet engines have their servlet path set to "/servlet/" by default.
Thevalue entered here is what the Document Manager uses when it constructs the URLSs for
retrieving documents that are sent to the Search Manager.

The web search can be set to Campus, Community or Global. The value set here determines
what documents get senbtthis search manager. If it is set to Campus, then only documents
with a web search value of Campus, Community, and Global will be sent. If it is set to
Community, then documents with a web search value of Community or Global will be sent to it.
If it isset to Global, then only documents with a web search value of Global will be sent to it.

The index text field is used to specify whether or not to send the text of documents to this
Search Manager Host. It is possible that a Search Manager does not veinfuilh text

indexing and only wants to index the document's attributes, so its index text field would be set
to No.

Whenever a document is created, modified or deleted, a record is written to the SmUpdates

table for each Search Manager Host that is toeige that document. If the document has a
web search of Campus, then a SmUpdate record will be created for each Search Manager Host
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that has a web search of Campus. If the document has a web search of Community, then a
SmUpdate record will be created feach Search Manager Host that has a web search of either
Campus or Community. If the document has a web search value of Global, then a SmUpdate
record will be created for every Search Manager Host. In addition, an SmUpdate record is
created for all SearcManager Hosts whenever a DocType, Organization, or Keyword is
created, modified or deleted. The SmUpdaterTask starts up at specific intervals and begins
processing the SmUpdates records. It reads each record in the SmUpdates table one at a time,
forms an XIL Request from the key information, and sends it to the appropriate Search
Manager Host over HTTP. If the request is successfully built and sent over HTTP and a success
response has been received from the receiving Search Manager Host, then that SmUpdate
record is deleted.

Circumstances may not permit the actual sending of XML update requests from the Document
Manager to a Search Manager. Those circumstances could be but not limited to network
outages, a Search Manager server being down for maintenanceT et is why the document

and support table records are saved to a table called SmUpdates to be processed by the
SmUpdaterTask. Each time that the SmUpdaterTask starts up, it gets a snapshot of all records in
the SmUpdates table that are not stalled gmbcesses each record individually. A record is
considered stalled when its retry count is set1o If a problem is encountered while building

and sending an update request to a Search Manager, that request's retry count is incremented.
When the retry cant hits the MaxSmRetryCount set in the System properties then the retry

count is set tol and that Update request is considered "stalled".

Because it is possible for SmUpdate records to become stalled, there are options within the
Document Manager to diker remove those stalled records or reset their retry count to zero so
that the SmUpdater task will attempt to send them again. The Purge Stalled Updates will delete
all SmUpdate records that have a retry counthfThe Restart Stalled Updates will reakt
SmUpdate records with a retry count-dfto a value of 0.

The Resubmit All Documents would be used to resubmit all documents and support table
records to a single Search Manager Host. Of course, only documents that should go to the
chosen Search Mager Host according to their web search values will be added to the
SmUpdates table. This action would be performed if a new Search Manager Host were added so
that it could be populated with data. When a new Search Manager Host is created, a
confirmation sceen is displayed and the Resubmit All Documents screen is brought up
automatically. This action could also be performed if there was hardware failure or some other
failure that caused a Search Manager to need all of its data reloaded.

Navigation: [DocMgr> Admin > Search Manager > Purge Stalled Updates]

Step 1:

1. Click the Cancel button to cancel the command, or click the Next button to continue.
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Step 2:

1. Enter the reason for purging all of the stalled Search Manager updates in the Reason
box. This is a regred field. The maximum length of this field is 255 characters.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to purge all of the stalled Search Manager
updates.

Notes:

1 All records in the Search Manager table that have reached the maximum number of
retries will be deleted.

6.25.2. Restarting All Stalled Search Manager Updates

Restart stalled updates restarts all stalled Search Manager updates. Multiple steps are required
during the process in order to minimize the chances of an accidental restart.

1 The user must have the Admin privilege.

Search Manager Hosts are Search Manager Systems that the Document Management System
will be sending document information to. Search Managers atelly external servers that are
used to search for documents from outside of the Document Manager, but the Search Manager
can be on the same server as the Document Manager.

If a Search Manager Host is created in the Document Manager, then that Searcheviatuest

will have to exist and have a corresponding Remote Host record with the same host name and
password values as the Search Manager Host username and password values in order to
receive document information from the Document Manager. For ExampleeTita Document
Manager System on a server named DocMgrl on domain example.com. There is a Search
Manager System on a server named SearchMgrl on domain example.com. In DocMgrl there
will be a Search Manager Host record with a Host Name of SearchMgrl lexeonp, a web

Search of Campus, a username of DocMgrl and a password. In order for the XML Requests sent
by DocMgrl to be processed by SearchMgr, SearchMgrl will have to have a Remote Host
record with a host name of DocMgrl and the same password as threlSkemnager Host

record back on the Document Manager.

The servlet path is the part of the URL that signifies that the URL is a java servlet. The value
entered here will be mandated by what servlet engine is installed and how it is configured and
it is a re@uired entry. Most servlet engines have their servlet path set to "/servlet/" by default.
The value entered here is what the Document Manager uses when it constructs the URLSs for
retrieving documents that are sent to the Search Manager.
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The web search care set to Campus, Community or Global. The value set here determines
what documents get sent to this search manager. If it is set to Campus, then only documents
with a web search value of Campus, Community, and Global will be sent. If it is set to
Communiy, then documents with a web search value of Community or Global will be sent to it.
If it is set to Global, then only documents with a web search value of Global will be sent to it.

The index text field is used to specify whether or not to send the tegbouments to this

Search Manager Host. It is possible that a Search Manager does not want to do full text
indexing and only wants to index the document's attributes, so its index text field would be set
to No.

Whenever a document is created, modifieddmieted, a record is written to the SmUpdates

table for each Search Manager Host that is to receive that document. If the document has a
web search of Campus, then a SmUpdate record will be created for each Search Manager Host
that has a web search of Caog If the document has a web search of Community, then a
SmUpdate record will be created for each Search Manager Host that has a web search of either
Campus or Community. If the document has a web search value of Global, then a SmUpdate
record will be crated for every Search Manager Host. In addition, an SmUpdate record is
created for all Search Manager Hosts whenever a DocType, Organization, or Keyword is
created, modified or deleted. The SmUpdaterTask starts up at specific intervals and begins
processiig the SmUpdates records. It reads each record in the SmUpdates table one at a time,
forms an XML Request from the key information, and sends it to the appropriate Search
Manager Host over HTTP. If the request is successfully built and sent over HT TSecesa
response has been received from the receiving Search Manager Host, then that SmUpdate
record is deleted.

Circumstances may not permit the actual sending of XML update requests from the Document
Manager to a Search Manager. Those circumstances beubdit not limited to network

outages, a Search Manager server being down for maintenance, etc. That is why the document
and support table records are saved to a table called SmUpdates to be processed by the
SmUpdaterTask. Each time that the SmUpdater$tesiks up, it gets a snapshot of all records in
the SmUpdates table that are not stalled and processes each record individually. A record is
considered stalled when its retry count is set1o If a problem is encountered while building

and sending an ugate request to a Search Manager, that request's retry count is incremented.
When the retry count hits the MaxSmRetryCount set in the System properties then the retry
count is set tol and that Update request is considered "stalled".

Because it is possifor SmUpdate records to become stalled, there are options within the
Document Manager to either remove those stalled records or reset their retry count to zero so
that the SmUpdater task will attempt to send them again. The Purge Stalled Updates etél del
all SmUpdate records that have a retry counthfThe Restart Stalled Updates will reset all
SmUpdate records with a retry count-dfto a value of 0.
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The Resubmit All Documents would be used to resubmit all documents and support table
records to asingle Search Manager Host. Of course, only documents that should go to the
chosen Search Manager Host according to their web search values will be added to the
SmUpdates table. This action would be performed if a new Search Manager Host were added so
that it could be populated with data. When a new Search Manager Host is created, a
confirmation screen is displayed and the Resubmit All Documents screen is brought up
automatically. This action could also be performed if there was hardware failure or some oth
failure that caused a Search Manager to need all of its data reloaded.

Navigation:[DocMgr > Admin > Search Manager > Restart Stalled Updates]

Step 1:
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:

1. Enter he reason for restarting all of the stalled Search Manager updates in the Reason
box. This is a required field. The maximum length of this field is 255 characters.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to restart all of the stalled Search Manager
updates.

Notes:

1 All records in the Search Manager table that have reached the maximum number of
retries will have their retry count field reset to zero.

6.25.3. Resubmitting all D ocuments to Search Manager Host

Resubmit all documents resubmits all documents, document types, keywords, and
organizations in this Document Manager to a specific Search Manager Host. Multiple steps are
required during the process in order to minimize ttfeances of an accidental resubmit of all

data.

1 The user must have the Admin privilege.
Search Manager Hosts are Search Manager Systems that the Document Management System
will be sending document information to. Search Managers are usually external séraease

used to search for documents from outside of the Document Manager, but the Search Manager
can be on the same server as the Document Manager.
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If a Search Manager Host is created in the Document Manager, then that Search Manager Host
will have to ist and have a corresponding Remote Host record with the same host name and
password values as the Search Manager Host username and password values in order to
receive document information from the Document Manager. For Example: There is a Document
Manage System on a server named DocMgrl on domain example.com. There is a Search
Manager System on a server named SearchMgrl on domain example.com. In DocMgrl there
will be a Search Manager Host record with a Host Name of SearchMgrl.example.com, a web
Search ofCampus, a username of DocMgrl and a password. In order for the XML Requests sent
by DocMgrl to be processed by SearchMgr, SearchMgrl will have to have a Remote Host
record with a host name of DocMgrl and the same password as the Search Manager Host
recordback on the Document Manager.

The servlet path is the part of the URL that signifies that the URL is a java servlet. The value
entered here will be mandated by what servlet engine is installed and how it is configured and
it is a required entry. Most selet engines have their servlet path set to "/servlet/" by default.
The value entered here is what the Document Manager uses when it constructs the URLSs for
retrieving documents that are sent to the Search Manager.

The web search can be set to Campus, Comtywr Global. The value set here determines
what documents are sent to this search manager. If it is set to Campus, then only documents
with a web search value of Campus, Community, and Global will be sent. If it is set to
Community, then documents with web search value of Community or Global will be sent to it.
If it is set to Global, then only documents with a web search value of Global will be sent to it.

The index text field is used to specify whether or not to send the text of documents to this
Seach Manager Host. It is possible that a Search Manager does not want to do full text
indexing and only wants to index the document's attributes, so its index text field would be set
to No.

Whenever a document is created, modified or deleted, a record itsenrto the SmUpdates

table for each Search Manager Host that is to receive that document. If the document has a
web search of Campus, then a SmUpdate record will be created for each Search Manager Host
that has a web search of Campus. If the documentahagb search of Community, then a
SmUpdate record will be created for each Search Manager Host that has a web search of either
Campus or Community. If the document has a web search value of Global, then a SmUpdate
record will be created for every SearctaiWager Host. Also, a SmUpdate record is created for all
Search Manager Hosts whenever a DocType, Organization, or Keyword is created, modified or
deleted. The SmUpdaterTask starts up at specific intervals and begins processing the
SmUpdates records. It rda each record in the SmUpdates table one at a time, forms an XML
Request from the key information, and sends it to the appropriate Search Manager Host over
HTTP. If the request is successfully built and sent over HTTP and a success response has been
receved from the receiving Search Manager Host, then that SmUpdate record is deleted.
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Circumstances may not permit the actual sending of XML update requests from the Document
Manager to a Search Manager. Those circumstances could be but not limited to network
outages, a Search Manager server being down for maintenance, etc. That is why the document
and support table records are saved to a table called SmUpdates to be processed by the
SmUpdaterTask. Each time that the SmUpdaterTask starts up, it gets a snafpslhotcords in

the SmUpdates table that are not stalled and processes each record individually. A record is
considered stalled when its retry count is set1o If a problem is encountered while building

and sending an update request to a Search Mandtpat request's retry count is incremented.
When the retry count hits the MaxSmRetryCount set in the System properties then the retry
count is set tol and that Update request is considered "stalled".

Because it is possible for SmUpdate records to becstalled, there are options within the
Document Manager to either remove those stalled records or reset their retry count to zero so
that the SmUpdater task will attempt to send them again. The Purge Stalled Updates will delete
all SmUpdate records thatlie a retry count ofl. The Restart Stalled Updates will reset all
SmUpdate records with a retry count-dfto a value of 0.

The Resubmit All Documents would be used to resubmit all documents and support table
records to a single Search Manager Hostc@ifrse, only documents that should go to the

chosen Search Manager Host according to their web search values will be added to the
SmUpdates table. This action would be performed if a new Search Manager Host were added so
that it could be populated with dat When a new Search Manager Host is created, a

confirmation screen is displayed and the Resubmit All Documents screen is brought up
automatically. This action could also be performed if there was hardware failure or some other
failure that caused a Seardhanager to need all of its data reloaded.

Navigation:[DocMgr > Admin > Search Manager > Resubmit All Documents]

Step 1:
1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:

1. Inthe Available SM Hosts balick on the down arrow and select an available Search
Manager Host from the list. Note: Cannot leave this box as Choose One.

2. In the Order box, click on the down arrow and select either: Default to resubmit
documents in the default order, Newest Documeirsfto resubmit the newest created
documents first, or Oldest Document First to resubmit the oldest created documents
first.

3. Enter the reason for resubmitting all data in the Reason box. This is a required field. The
maximum length of this field is 255 afacters.
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4. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to resubmit all data.

Notes:
T All of the documents, document categories, document types, keywords, and
organizationsn the Document Manager will be added to the Search Manager Updates
table for this specific Search Manager Host.

6.25.4. Showing Search Manager Updates

Show pending updates displays a listing of all the pending updates in this Document Manager
to a specific Searddlanager Host. Updates include updates or deletions to documents/files,
document types, keywords, and organizations.

Navigation:[DocMgr > Admin > Search Manager > Show Pending Updates]

Pending Search Manager Updates

1 The user must have the Admin privilege

Heading Definition

Name/Number | Name/Number of pending Search Manager update.

Type of command issued. Updatéem will be updated on Search

Sl Manager. Delete item will be deleted from Search Manager.
Host click on link to view Seardflanager Host Info.
Indicates the number of times the update has been retried. If thig
Retrv Count value is-1, the update has exceeded the maximum number of
y attempts and has been stalled. Note: Reference the
MaxSmRetryCount System Property.
Priority Indicates the priority of this update (the higher the value, the

higher the priority).

No - do not resend full text

Resend FullText | . ond full text

Resend No - do not resend copy of released file
Released File | Yes-resend copy of released file
Resend No - do not resend thumbnail image of document
Thumbnail Yes-resend thumbnail image of document
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1 If there are no pending Search Manager updates the following message will be
displayed: "There aren't any pending Search Manager updates to show".

1 Perding Search Manager updates are listed in the order by SM update request date. The
SM update request date is not visible to the Admin. In this order, the smUpdate
requests would be in the order that they are being sent to the search manager. The
Name/Numbe cannot be shown for a deleted item.

T The number of updates is shown.

T Click on the icon, in front of Name/Number, to Explore Document, View Document
Type, View Organization, or View Keyword.

1 Click on_lto Show Info for a specific document, documéype, keyword, and
organization.

T On the SM Updates side menu Show Pending and Stalled allows easy toggling between
Pending and Stalled SM updates.

Stalled Search Manager Updates
Navigation: [DocMgr > Admin > Search Manager > Show Stalled Updates]

Show stlled updates displays a listing of all the stalled updates in this Document Manager to a
specific Search Manager Host. Updates include updates or deletions to documents/files,
document types, keywords, and organizations.

Heading Definition

Name/Number | Name/Number of pending Search Manager update.

Type of command issued. Updatgéem will be updated on Search

SIETE Manager. Delete item will be deleted from Search Manager.
Host click on link to view Search Manager Host Info.
Indicates the number of times the update has been retried. If thig
Retrv Count value is-1, the update has exceeded the maximum number of
y attempts and has been stalled. Note: Reference the
MaxSmRetryCount System Property.
Priority Indicates the priority of this updat(the higher the value, the

higher the priority).

No - do not resend full text

Resend Full Text oo resend full text

Resend No - do not resend copy of released file
Released File | Yes-resend copy of released file
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Resend No- do notresend thumbnail image of document
Thumbnalil Yes-resend thumbnail image of document

1 If there are no stalled Search Manager updates the following message will be displayed:
"There aren't any stalled Search Manager updates to show".

T Stalled Search Manager updatas disted in the order by priority and then SM update
request date. The SM update request date is not visible to the Admin. In this order, the
smUpdate requests would be in the order that they are being sent to the search
manager. The Name/Number for a d&#d item cannot be shown.

T The number of updates is shown.

T Click on the icon, in front of Name/Number, to Explore Document, View Document
Type, View Organization, or View Keyword.

1 Click on=to Show Info for a specific Document, Document T¥®word, and
Organization.

T On the SM Updates side menu Show Pending and Stalled allows easy toggling between
Pending and Stalled SM updates.

T To purge all stalled search manager update, from the SM Updates side menu click Purge.
This command will only showp when something is actually stalled.

T To restart all stalled search manager update, from the SM Updates side menu click
Restart. This command will only show up when something is actually stalled.

6.25.5. Modifying a Search Manager Update

Modify SM Update modifean existing SM Update in the Document Manager. Normally, an SM
Update should not need modification. However, some documents may cause issues during text
extraction or thumbnail generation because the document itself has issues. When a situation
like thisoccurs, the SM Update may become stalled. Using Modify SM Update you may toggle
off text extraction or thumbnail generation to get past the issue so that the SM Update can
complete.

1 The User must be a Document Administrator.

Navigation: [DocMgr > Admin Show Pending or Stalled Updates > Select Desired SM Update >
Side Menu > Modify]

Step 1:

1. If applicable, enter a new priority for this SM Update. A valu®b to 255 is allowed
with 0 being normal priority; the higher the value the higher the priorliye system
processes SM Updates in order by highest priority, then by the date the update was
created. If you want to rush a document when a large number of document updates are
pending, you can raise the priority to get it higher in the list.
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2. If applicabé, use the drop down box next to Resend Full Text to request that the text of
the document should be or not be extracted for full text searching and sent to the SM
when this update is processed.

3. If applicable, use the drop down box next to Resend Releg#edo request that the
released file of the document be or not be sent to the SM when this update is
processed.

4. If applicable, use the drop down box next to Reindex Thumbnail to request that a
thumbnail of the document be or not be generated and senthi® SM when this
update is processed.

Notes:
1 The SM Update record will be modified.
6.25.6. Showing a Search Manager Update
Show SM Update displays the details for a specific SM Update.
Navigation:[DocMgr > Admin > Show Pending or Stalled Updates > Belgickd SM Update]

1 The user must have the Admin privilege.

Field Name Description

Name/Number | The name or number of the parent item this update is for.

The type of command being performed by this SM Update: Updi

Command Delete, etc.

Host TheSearch Manager Host this update should be sent to.

Indicates the number of times the update has been retried. If thig
value is-1, the update has exceeded the maximum number of
attempts and has been stalled. Note: Reference the
MaxSmRetryCourgystem Property.

Retry Count

Indicates the priority of this update (the higher the value, the

Priority higher the priority).

Create Date The date and time the update was created.

Whether or not the text of thelocument/generation should be

RESE AL T extracted again and resent to the SM.

Resend Whether or not the released file of the document/generation
Released File | should be resent to the SM.
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Resend Whether or not a thumbnail of the document/generation shobiel
Thumbnalil extracted again and resent to the SM.

6.26. Searching

TechDoc provides several forms of searching on the Document Manager. As the name implies,
Advanced Search allows a User to perform more advanced searches to locate all the different
objects in theDM. On the other hand, Quick Search allows a user to quickly search for a
Comment, Document, Folder, Group, or User (usually by name, abbreviation, and ID).

6.26.1. Performing an Advanced Search

A User can perform an Advanced Search in the Document Manager te k&sociations,
Comments, Discussions, Documents, Folders, Generations, Groups, History, Records, Reviews,
Review Teams, Users, or Votes. Each of the aforementioned items has a corresponding screen
that allows a User to Search on almost every data fielthat item. For instance, a Folder can

be searched for by using its name, description, owner, create date, modify date, Organization,
or Read access setting.

Association Search
Navigation:[DocMgr > Advanced Search > Side Menu > Associations]

Toperform an Advanced Association Search, enter data in one or more Search fields, adjust the
Search options if necessary, and press the OK button to submit the request. Pressing the Clear
Input button will reset all of the Search criteria.

Here are a few ries to remember when specifying Search criteria:

The Search criteria is not case sensitive

The asterisk*) represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed ia #ame word

Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous ride

=A =4 =4 -4 4 -4 4

The table below describes the fields and Search criteria:

Field Search Criteria

199



Document Manager Admin Guide Reference

Association | Click on the down arrow and select the type of list (Access,
Type Commenters, Distribution or Notification).

Search by only one of the following fields.

Click on the down arrow and select the name of the Group. If User i
Group not an Admin, the User can only Search for Associations by Shared
Groups or Groups that they own.

User Click on the down arrow and select a name from the list.

If the AllowAssocReoteAccess System Property is set to No, the bottom of the scre
will look like:

If searching on Notification or Distribution, enter a Remote User's er|
address.

If searching on Access, select an Authenticator and optionally enter
username.

When searching on Access for Remote Users, an Authenticator fron
the Authenticator drop down is required and a username in the text
box is optional. If something is entered in the text box and an
Remote Authenticator is not selected in the drop down, an error 1sege is

Data displayed.

When searching on Distribution or Notification, only the email addre
in the text box is needed. If an Authenticator is selected in the
Authenticator drop down, an error message is displayed.

If the AllowAssocRemoteAccess System Ptgpe set to Yes, the bottom of the screer
will look like:

If searching on Notification or Distribution, enter a remote User's en
address.

Remote When searching on Distribution or Notification enter the email addre
Email You cannot Search aemote Users for type Access.

Association Search Results

All the Associations that the User has Read access to and that match the Search criteria are
displayed. A User with the Admin privilege can see all Associations.
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1 Depending on the level of secyribn the Association you may receive the following
message: "There were (#) Cabinets, Folders or Documents that you don't have
permission to view."

1 If no Associations were found that matched the Search criteria, the following message
will be displayed: "Tére are no Cabinets, Folders or Documents that meet your criteria.

1 The Name/Number and Description/Title are displayed for each Association.

T The number of Cabinets, Folders and Documents that matched the Search criteria is
shown.

1 The Associations are listen alphabetical order by the name/number grouped by
Cabinet, Folder and Document.

Depending on the Search results, one or more of the items listed below may not be
displayed.

1 Click on___lto Explore Document (view all Generations) of the specific Document.

0 ?indicates that the specific Document is reserved.

0 ;indicates that the specified Document is in Review.

0 ;indicates that the specified Document is reserved and in Review.
riindicates that the specified Document is cancelled.

- to Show Info of the specific Document.

1 Click on-to Fetch Latest Generation of the specific Document.

1 Click on” br[~ to Show Comments for the specific Document. This icon will not be
available ithere are no Comments for the Document.

1 Click on the Metric status icon to display the Metric Info of the specific Document. The
Metric status icons will only be displayed if this system supports the Key Performance
Indicator (KPI) Tool for NMIS Metrics.

A Metric status can be:

“linactive

[~ IGreen- Improving
“Green- Staying Constant
“Green- Worsening
lyellow- Improving
“lyellow- Staying Constant
lyellow- Worsening
~Red- Improving

"~ Red- Staying Constant
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" Red- Worsening

A late Metric icon will be didayed as opaque. For exam
Stoplight Criteria

Green represents progress according to plan.

Yellow represents an area of concern.

Red represents a significant problem.

1 Click on___lto Explore Folder.

1 Clickon__Ito Explore Cabinet.
1 Click on-to Show Info 6the specific Folder/Cabinet.

Document Search
Navigation: [DocMgr > Advanced Search > Side Menu > Documents]

To perform an Advanced Document Search, enter data in one or more Search fields, adjust the
Search options if necessary, and press the OK butt@ubmit the request. Pressing the Clear
Input button will reset all of the Search criteria.

Here are a few rules to remember when specifying Search criteria:

The Search criteria is not case sensitive

The asterisk*() represents zero or moreharacters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only assés.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 =4 -4 A -4 4

The table below describes the fields and Search criteria:

Field Search Criteria

Enter the Document number, or part tife Document number

Number followed by an asterisk.
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Title

Enter the Document title, or part of the Document title followed by
an asterisk.

Owner

Click on the down arrow and select a name from the list.

Create Date

Search for Documents created on a specific date. For example,
Documents created on 02/03/2007. Enter 02/03/2007 to 02/03/20(
in the date boxes. Use: mm/dd/yyyy.

Search for Documents created for a range of dates. For example,
Documents created from 01/18007 to 01/23/2007. Enter
01/18/2007 to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Documents created since a specific date. For example
Documents created from 01/19/2007 to present date. Enter
01/19/2007 in first date box. Leave second date blank. Use:
mm/dd/yyyy.

Search for Documents created prior to a specific date. For exampl
Documents created prior to 01/23/2007. Enter 01/23/2007 in seco
date box. Leave first date box blank. Use: mm/dd/yyyy.

Modify Date

Search for Documents last modified on a specific date. For examp
Documents last modified on 02/03/2007. Enter 02/03/2007 to
02/03/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Documents last modified for a range of dates. For
example, Documentsst modified from 01/18/2007 to 01/23/2007.
Enter 01/18/2007 to 01/23/2007 in the date boxes. Use:
mm/dd/yyyy.

Search for Documents last modified since a specific date. For
example, Documents last modified from 01/19/2007 to present dat
Enter 01/19/2007%n first date box. Leave second date box blank. U
mm/dd/yyyy.

Search for Documents last modified prior to a specific date. For
example, Documents last modified prior to 01/23/2007. Enter
01/23/2007 in second date box. Leave first date box blank. Use:
mm/dd/yyyy.

Point of
Contact

Enter the Document point of contact, or part of the Document poin
of contact followed by an asterisk.

Reserved By

Click on the down arrow and select the name from the list.

203



Document Manager Admin Guide Reference

Doc Type Click on the down arrow and selecDacument Type from the list.

Click on the down arrow and select a Document Category from thg

Doc Category list

Organization | Click on the down arrow and select the Organization from the list.

In Review Click on the down arrow and select Yes or No.

Attachments Click on the down arrow and select Yes or No.

Click on the down arrow and select No Comments, Closed Comm

comments | 5pen Comments from the list.

Search for Documents released on a specific date. For example,
Documents released on 02/03/2007. Enter 02/03/2007 to
02/03/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Documents released for a range of dates. For example
Documents released from Q18/2007 to 01/23/2007. Enter
01/18/2007 to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.
Release Date
Search for Documents released since a specific date. For examplg
Documents released from 01/19/2007 to present date. Enter
01/19/2007 in first date box. Leave secbdate box blank. Use:
mm/dd/yyyy.

Search for Documents released prior to a specific date. For examy
Documents released prior to 01/23/2007. Enter 01/23/2007 in
second date box. Leave first date box blank. Use: mm/dd/yyyy.
Enter the lastevision, or part of the last revision followed by an
asterisk.

Last Revision

Web Search | Click on the down arrow and select web Search from the list.

Click on the down arrow and select Read access from the list.

None- Documents do not have *Local Users (R), *Campus Users
*Community Users (R), or *Global Users (R) assigned with Read
Read Access | A cess
Local- Documents do have *Local Users (R) assignedRatid
Access.
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Campus Documents do have *Campus Users (R) assigned with R
Access.

Community- Documents do have *Community Users (R) assigned
with Read Access.

Global- Documents do have *Global Users (R) assigned with Reaq
Access.

RMA Record

Click the down arrow and select Yes or No.

Metric Info

When searching on any of the Metric specific fields, only Documel
that are Key Performance Indicator (KPI) metrics will be returned.

Metric Status

Click on the down arrow and select the Metric &tafrom the list.
This field will only be displayed if this system supports the Key
Performance Indicator (KPI) Tool for NMIS metrics.

Click on the down arrow and select the Metric responsible official

Meg]lﬁc?a?p' from the list. This field wibbnly be displayed if this system supports
the Key Performance Indicator (KPI) Tool for NMIS Metrics.
Click on the down arrow and select the Metric point of contact fron
Metric POC | the list. This field will only be displayed if this system supports the
KeyPerformance Indicator (KPI) Tool for NMIS Metrics.
Metric Click on the down arrow and select the Metric Organization from t}

Organization

list. This field will only be displayed if this system supports the Key
Performance Indicator (KPI) Tool féMIS Metrics.

Metric
Frequency

Click on the down arrow and select the Metric frequency from the
list. This field will only be displayed if this system supports the Key
Performance Indicator (KPI) Tool for NMIS Metrics.

Reporting Lag

Enter the reporing lag days. This field will only be displayed if this
system supports the Key Performance Indicator (KPI) Tool for NM

Days Metrics.
Click on the down arrow and select the Keyword from the list. click
the Add button. The Keyword will lzelded as a searchable field.
New Keyword

Enter the Keyword, part of the Keyword followed by an asterisk, ol
just an asterisk. To remove the Keyword, click the Remove button

Document Search Results
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All the Documents that the User has read access to andntladth the Search criteria are
displayed. A User with the Admin privilege can see all Documents.

1 Depending on the level of security on the Document, you may receive the following
message: "There were (#) Documents that you don't have permission to vieis." Th
does not apply to an Admin.

1 If no Documents were found that matched the Search criteria, the following message
will be displayed: "No Documents found matching the specified Search criteria.”

1 The Number and Title are displayed for each Document.

1 The numler of Documents that matched the Search criteria is shown.

1 The Documents are listed in alphabetical order by the Document number.

1 Clicko to Explore Document (view all Generations) of the specific Document.

0 F:;Lindicates that the specific Document is resed.

0 m:indicates that the specified Document is in Review.

0 Findicates that the specified Document is reserved and in Review.
riindicates that the specified Document is cancelled.

~to Show Info of the specific Document.

Click on_to Fetch Latest Gemation of the specific Document.

Click on” to Show Attachments on the specific Document.

Click on—lor - to Show Comments for the specific Document. This icon will not be

available if there are no Comments for the Document.

1 Click on the Metric status icon thsplay the Metric Info of the specific Document. The
Metric status icons will only be displayed if this system supports the Key Performance
Indicator (KPI) Tool for NMIS Metrics.

= =4 =4 4

A Metric status can be:

~Inactive

~|Green- Improving

— Green- Staying Costant
— Green- Worsening
~Yellow- Improving

— Yellow- Staying Constant
~ Yellow- Worsening

~ Red- Improving

"~ Red- Staying Constant
~|Red- Worsening
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A late Metric icon will be displayed as opaque. For exale:

Stoplight Criteria

Green represents progss according to plan.

Yellow represents an area of concern.

Red represents a significant problem.

Folder Search

Navigation: [DocMgr > Advanced Search > Side Menu > Folders]

To perform an Advanced Folder Search, enter data in one or more Seddsh adjust the
Search options if necessary, and press the OK button to submit the request. Pressing the Clear
Input button will reset all of the Search criteria.

Here are a few rules to remember when specifying Search criteria:

=A =4 4 -4 4 -4 -4

The Search criteria i©hcase sensitive

The asterisk*() represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed but consecutive questarks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they

don't break any of the previous rules

The table below describes the fields and Search criteria:

Field SearchCriteria
Enter the Folder name, or part of the Folder name followed by an
Name .
asterisk.
_ Enter the Folder description, or part of the Folder description followg
Description .
by an asterisk.
Owner Click on the down arrow and select a name from lise
Search for Folders created on a specific date. For example, Folders
Create Date | created on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the date
boxes. Use: mm/dd/yyyy.
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Search for Folders created for a range of dates. For example, Folde
createdfrom 01/18/2007 to 01/23/2007. Enter 01/18/2007 to
01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Folders created since a specific date. For example, Fold
created from 01/19/2007 to present date. Enter 01/19/2007 in first
date box. Leave send date box blank. Use: mm/dd/yyyy.

Search for Folders created prior to a specific date. For example, Fo
created prior to 01/23/2007. Enter 01/23/2007 in second date box.
Leave first date box blank. Use: mm/dd/yyyy.

Search for Folders last modified on a specific date. For example,
Folders last modified on 02/03/2007. Enter 02/03/2007 to 02/03/20(Q
in the date boxes. Use: mm/dd/yyyy.

Search for Folders last modified for a range of dates. For example,
Folders last modied from 01/18/2007 to 01/23/2007. Enter
01/18/2007 to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.
Modify Date
Search for Folders last modified since a specific date. For example,
Folders last modified from 01/19/2007 to present date. Enter
01/19/2007 in first da¢ box. Leave second date box blank. Use:
mm/dd/yyyy.

Search for Folders last modified prior to a specific date. For exampl
Folders last modified prior to 01/23/2007. Enter 01/23/2007 in secof
date box. Leave first date box blank. Use: mm/dd/yyyy.
Organization | Click on the down arrow and select the Organization from the list.

Click on the down arrow and select Read access from the list.

Read Access| Ngne- Folders do not have *Local Users (R) assigned with Read Ad

Local Folders do hav&Local Users (R) assigned with Read Access.

Folder Search Results

All of the Folders/Cabinets that the User has Read access to and that match the Search criteria
are displayed. A User with the Admin privilege can see all Folders/Cabinets.
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1 Depending orthe level of security on the Folder, you may receive the following
message: "There were (#) Cabinets and/or Folders that you don't have permission to
view." This does not apply to an Admin.

T If no Folders/Cabinets were found that matched the Search crjtdr@afollowing
message will be displayed: "No Folders found matching the specified Search criteria.”

T The Name and Description are displayed for each Folder/Cabinet.

The number of Cabinets and Folders that matched the Search criteria is shown.

1 The FoldersCabinets are listed in alphabetical order by the Folder/Cabinet name.
Depending on the Search results, one or more of the items listed below may not be
displayed.

=

T Click on __to Explore Folder.

T Click on to Explore Cabinet.
1 Click on=to Show Info of the spdfic Folder/Cabinet.

Generation Search
Navigation:[DocMgr > Advanced Search > Side Menu > Generations]

To perform an Advanced Generation Search, enter data in one or more Search fields, adjust the
Search options if necessary, and press theo@kon to submit the request. Pressing the Clear
Input button will reset all of the Search criteria.

Here are a few rules to remember when specifying Search criteria:

The Search criteria is not case sensitive

The asterisk*() represents zero or more chatacs

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 4 -4 -4 -4 -4

The table below describes the fields and Search criteria:

Field Search Criteria

Enter the Document number, or part of ticument number

NUmber | fo)10wed by an asterisk.

Only integers can be entered in this field. Asterisks are not allowed
Major Gen Major Generation is the number of the Generation. For example 1,
etc.
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Only integers can be entered in this fiefsterisks are not allowed.

Minor Gen Minor Generation is the number of the Generation. For example 1.1
2.1 etc.
Creator Click on the down arrow and select a name from the list.

Create Date

Search for Generation created on a specific date. For example,
Generationgreated on 02/03/2007. Enter 02/03/2007 to 02/03/2007
in the date boxes. Use: mm/dd/yyyy.

Search for Generations created for a range of dates. For example,
Generations created from 01/18/2007 to 01/23/2007. Enter
01/18/2007 to 01/23/2007 in the dateoxes. Use: mm/dd/yyyy.

Search for Generations created since a specific date. For example,
Generations created from 01/19/2007 to present date. Enter
01/19/2007 in first date box. Leave second date box blank. Use:
mm/dd/yyyy.

Search for Generations createdor to a specific date. For example,
Generations created prior to 01/23/2007. Enter 01/23/2007 in secof
date box. Leave first date box blank. Use: mm/dd/yyyy.

Revision

Enter the Generation revision, or part of the Generation revision
followed by arasterisk.

Released
Date

Search for Generations released on a specific date. For example,
Generations created on 02/03/2007. Enter 02/03/2007 to 02/03/20(
in the date boxes. Use: mm/dd/yyyy.

Search for Generations released for a range of dates. For dgamp
Generations created from 01/18/2007 to 01/23/2007. Enter
01/18/2007 to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Generations released since a specific date. For example
Generations created from 01/19/2007 to present date. Enter
01/19/2007 in first date box. Leave second date box blank. Use:
mm/dd/yyyy.

Search for Generations released prior to a specific date. For examg
Generations created prior to 01/23/2007. Enter 01/23/2007 in secof
date box. Leave first date box blank. Use: mniygsty.

File Name

Enter the file name, or part of the file name followed by an asterisk.
You can also enter the file extension, or part of the file extension
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followed by an asterisk. File Name is the name for this Generation
when this Generation is fetched.

Mime Type | Clickon the down arrow and select Mime Type from the list.
Attachments | Click on the down arrow and select Yes or No.
File .
Click on the down arrow and select Yes or No.
Encrypted
. Click on the down arrow and select Yes or No. Yes only returns nat
Native . . .
generations and No only returns the rendered versions of generatio
RMA Record | Click the down arrow and select Yes or No.
Resident Click the down arrow and select Yes or No.

Fetch Access

Click on the down arrow and select Fetch Access frontigheOnly an
Admin can search using this option.

Click on the down arrow and select the File Area from the list. Only

il Admin can search using this option.
Has Click on the down arrow and select Yes or No from the list. Only an
password Admin can search using this option.

When searching on any of the Metric specific fields, only Generations belonging to
Documents that are Key Performance Indicator (KPI) metrics will be returned.

Metric
Status

Click on the down arrow and select tMetric status from the list. This
field will only be displayed if this system supports the Key Performa
Indicator (KPI) Tool for NMIS Metrics.

Metric Date

This field will only be displayed if this system supports the Key
Performance Indicator (KPI) Tldor NMIS Metrics.

Search for Generations for a specific Metric date. For example,
Generations with Metric date of 02/03/2007. Enter 02/03/2007 to
02/03/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Generations for a range of Metric dates. For @l@am
Generations with Metric dates from 01/18/2007 to 01/23/2007. Ente
01/18/2007 to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Generations since a specific Metric date. For example,
Generations with Metric dates from 01/19/2007 to preselate. Enter
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01/19/2007 in first date box. Leave second date box blank. Use:
mm/dd/yyyy.

Search for Generations prior to a specific Metric date. For example
Generations with Metric dates prior to 01/23/2007. Enter 01/23/200
in second date box. Leave fiddte box blank. Use: mm/dd/yyyy.

Generation Search Results

All the Generations that the User has Read access to and that matched the Search criteria are
displayed.

1 Depending on the level of security on the Generation, you may receivieltibg/ing
message: "There were (#) Generations that you don't have permission to view." This
does not apply to an Admin.

T If no Generations were found that matched the Search criteria, the following message
will be displayed: "No Generations found matchihg specified Search criteria."

1 The Number and Description are displayed for each Generation.

The number of Generations that matched the Search criteria is shown.

1 The Description contains the file name of the Generation when fetched, date the

Generation wa created, and size of the file.

The Generations are listed in alphabetical order by the number.

Click on the icon to Explore the Generation. The icon displayed will depend on the

application associated with the Generation.

Click on=to Show Info of the sgcific Generation.

| to Fetch this Generation.

Click on-to Show Attachments on this Generation.

Click on the Metric status icon to display the Metric Info of the specific Document. The

Metric status icons will only be displayed if this system sufgpthe Key Performance

Indicator (KPI) Tool for NMIS Metrics.

]

= =4 =4 =4

A metric status can be:

~Inactive

~ Green- Improving

~ Green- Staying Constant
— Green- Worsening

~ Yellow- Improving

~ Yellow- Staying Constant
~ Yellow- Worsening
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~ Red- Improving
~Red- Staying Constant
- Red- Worsening

A late metric icon will be displayed as opaque. For exale:
Stoplight Criteria

Green represents progress according to plan.

Yellow represents an area of concern.

Red represents a significant problem.

Group Search
Navigation: [DocMgr > Advanced Search > Side Menu > Groups]

To perform an Advanced Group Search, enter data in one or more Search fields, adjust the
Search options if necessary, and press the OK button to submit the request. Pressing the Clear
Input button wil reset all of the Search criteria.

Here are a few rules to remember when specifying Search criteria:

The Search criteria is not case sensitive

The asterisk*() represents zero or more characters

The question mark? represents exactly oneharacter

Multiple asterisks and/or question marks are allowed in the same word
Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positionedadrgre in a word as long as they
don't break any of the previous rules

=A =4 =4 =4 -4 -4 -4

The table below describes the fields and Search criteria:

Field Search Criteria

Enter the Group name, or part of the Group name followed by an
Name asterisk. If User is not akdmin, the User can only Search for shared
Groups or Groups that they own.

Enter the Group description, or part of the Group description followg

B illL by an asterisk.

Owner Click on the down arrow and select a name from the list.
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Create Date

Seach for Groups created on a specific date. For example, Groups
created on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the date
boxes. Use: mm/dd/yyyy.

Search for Groups created for a range of dates. For example, Grou
created from 01/18/2007 to 01/23/207. Enter 01/18/2007 to
01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Groups created since a specific date. For example, Grou
created from 01/19/2007 to present date. Enter 01/19/2007 in first
date box. Leave second date box blank. Use: mityAdg).

Search for Groups created prior to a specific date. For example, Gr
created prior to 01/23/2007. Enter 01/23/2007 in second date box.
Leave first date box blank. Use: mm/dd/yyyy.

Organization

Click on the down arrow and select trganization from the list.

Click on the down arrow and select a Group type private or shared.

I THS Only an Admin can Search on Group type.
Local UsersUsers that have accounts on this Document Manager.
Remote EmailsEmail addresse
Member
Type Remote UsersUsers that do not have an account on this Document

Manager but have an account on one of the Authenticators trusted
this Document Manager, i.e. someone in the Windows domain that
does not have a TechDoc account would use their Windbwsain
username.

Select only one of the following three options. If also searching on a member type,
choose that type.

Local User | Click on the down arrow and select a Local User from the list.
R;?Eitle Click on the down arrow and selecRamote Email from the list.

Remote User

Click on the down arrow and select a Remote User from the list.

Group Search Results
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All the Shared Group that the User has Read access to (or Groups that you own) and that
matched the Search criteria are dispdal. A User with the Admin privilege can see all Groups.

il

Depending on the Read access on the Group, you may receive the following message:
"There were (#) Groups that you don't have permission to view."

If no Groups were found that matched the Seacciteria, the following message will be
displayed: "No Groups found matching the specified Search criteria."

The Name and Description are displayed for each Group.

The number of Groups that matched the Search criteria is shown.

The Groups are listed in dabetical order by the member type. Member types are:
Local Users, Remote Emails and Remote Users

Click on___to View Local Users Group Info for the specific Group.

Click on___to View Remote Emails Group Info for the specific Group.

Click on___to View Remote Bers Group Info for the specific Group.

Click on___to View System Group Info for the specific Group.
Click on=to Show Info of the specific Group.

History Search
Navigation: [DocMgr > Advanced Search > Side Menu > History]

To perform an Advanced History&Beh, enter data in one or more Search fields, adjust the
Search options if necessary, and press the OK button to submit the request. Pressing the Clear
Input button will reset all of the Search criteria. Only an Admin can Search History.

Here are a few es to remember when specifying Search criteria:

=A =4 4 -4 4 -4 -4

The Search criteria is not case sensitive

The asterisk*() represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed ia #ame word

Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rige

Field Search Criteria

Target

Type Click on the down arrow and select a target type from the list.
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Target
Name

Enter the target name, or part of the target name followed by an
asterisk.

Action

Click on the down arrow and select an action from like

Create
Date

Search for History created on a specific date. For example, History
created on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the date
boxes. Use: mm/dd/yyyy.

Search for History created for a range of dates. For example, History
createdfrom 01/18/2007 to 01/23/2007. Enter 01/18/2007 to
01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for History created since a specific date. For example, History,
created from 01/19/2007 to present date. Enter 01/19/2007 in first dat
box. Leave secal date box blank. Use: mm/dd/yyyy.

Search for History created prior to a specific date. For example, Histo
created prior to 01/23/2007. Enter 01/23/2007 in second date box.
Leave first date box blank. Use: mm/dd/yyyy.

Username

Enter theusername, or part of the username followed by an asterisk.

IP Address

Enter the IP Address. An asterisk cannot be used when searching for,
IP address.

Details

Enter the details, or part of the details followed by an asterisk.

Reason

Enter the reasongr part of the reason followed by an asterisk. Note th
this is not a normal reason field. It is not a required field that gets stor
in History. It is used to Search for a reason that a previous User has
entered.

History Search Results

All the History that matched the Search criteria is displayed.

1
1
1

The Date, Username, Action, and Target are displayed for each History.
The number of actions that matched the Search criteria is shown.
The Histo’r}\/ listed in numerical order by the date.

Click or

~to View History Details.
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User Search
Navigation: [DocMgr > Advanced Search > Side Menu > Users]

To perform an Advanced User Search, enter data in one or more Search fields, adjust the Search
options if necessary, and press the OK button to submit theesgjiPressing the Clear Input
button will reset all of the Search criteria.

Here are a few rules to remember when specifying Search criteria:

The Search criteria is not case sensitive

The asterisk*() represents zero or more characters

The questiormark (?) represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word
Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and quéisn marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 =4 -4 -4 A -4

The table below describes the fields and Search criteria:

Field Search Criteria

Enter the User's username, or part of the usernaiiowed by an
Username

asterisk.
Enter the User's last name, or part of the last name followed by a
Last Name .
asterisk.
. Enter the User's first name, or part of the first name followed by a
First Name

asterisk.

Middle Initial Enter the User's middlmitial.

UUPIC Enter the User's UUPIC.

Enter the User's email address, or part of the email address folloy

Email Address by an asterisk.

Enter the User's location, or part of the location followed by an

Location asterisk. This is usuallypaysical location, such as Bldg/Room, etc.

Enter the User's mail code, or part of the mail code followed by ar

el el asterisk.

Enter the User's phone number, or part of the phone number

PSS U7 followed by an asterisk.
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Employer Click on the dow arrow and select the User's Employer from the li

Click on the down arrow and select the User's Organization from

Organization list.

Search for Users created on a specific date. Only an Admin can
Search on the create date. For example, Users created on
02/03/2007. Enter 02/03/2007 to 02/03/2007 in the date boxes.
Use: mm/dd/yyyy.

Search for Users created for a range of dates. For elgrsers
created from 01/18/2007 to 01/23/2007. Enter 01/18/2007 to
Create Date 01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Users created since a specific date. For example, Use
created from 01/19/2007 to present date. Enter 01/19/2007 in firs
date box. Leave second date box blank. Use: mm/dd/yyyy.

Search for Users created prior to a specific date. For example, Us
created prior to 01/23/2007. Enter 01/23/2007 in second date box
Leave first date box blank. Use: mm/dd/yyyy.

Search for User's last login on a specific date. Only an Admin can
Search on the last login. For example, User's last login on
02/03/2007. Enter 02/03/2007 to 02/03/2007 in the date boxes.
Use: mm/dd/yyyy.

Search for User's last login for a range of dake® example, User's
last login from 01/18/2007 to 01/23/2007. Enter 01/18/2007 to
Last Login 01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for User's last login since a specific date. For example, Us
last login from 01/19/2007 to present date. Enter @2/2007 in first
date box. Leave second date box blank. Use: mm/dd/yyyy.

Search for User's last login prior to a specific date. For example,
User's last login prior to 01/23/2007. Enter 01/23/2007 in second
date box. Leave first date box blank. Use: mmigag .

Click on the down arrow and select the User's privilege from the |
Only an Admin can Search on User privileges.

User Priv

Click on the down arrow and select one of the following:

Disabled
No - User account is not disabled.
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Yes- User account &s been completely disabled manually by the
Admin. User can only be+enabled by using the Modify User scree
to change it back.

Password User account has been disabled from logging in due to
incorrectly entering a password too many times or from their
password expiring. User can beerabled by using the Modify User
Reset Password, or Forgot Password screens. Only an Admin ca
Search on the disabled setting.

Account
Expiration

Search for User's account expiration on a specific date. Only an
Admin can Search on account expiration. For example, User's

account expiration on 02/03/2007. Enter 02/03/2007 to 02/03/200
in the date boxes. Use: mm/dd/yyyy.

Search for User's account asgtion for a range of dates. For
example, User's account expiration from 01/18/2007 to 01/23/200
Enter 01/18/2007 to 01/23/2007 in the date boxes. Use:
mm/dd/yyyy.

Search for User's account expiration since a specific date. For
example, User's accounkpiration from 01/19/2007 to present
date. Enter 01/19/2007 in first date box. Leave second date box
blank. Use: mm/dd/yyyy.

Search for User's account expiration prior to a specific date. For
example, User's account expiration prior to 01/23/2007. Enter
01/23/2007 in second date box. Leave first date box blank. Use:
mm/dd/yyyy.

Password
Expiration

Search for User's password expiration on a specific date. Only an
Admin can Search on password expiration. For example, User's
password expiration on 02/03/200Enter 02/03/2007 to
02/03/2007 in the date boxes. Use: mm/dd/yyyy.

Search for User's password expiration for a range of dates. For
example, User's password expiration from 01/18/2007 to
01/23/2007. Enter 01/18/2007 to 01/23/2007 in the date boxes.
Use: nrm/dd/yyyy.

Search for User's password expiration since a specific date. For

example, User's password expiration from 01/19/2007 to present
date. Enter 01/19/2007 in first date box. Leave second date box

blank. Use: mm/dd/yyyy.
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Search for User's passwordpgsation prior to a specific date. For
example, User's password expiration prior to 01/23/2007. Enter
01/23/2007 in second date box. Leave first date box blank. Use:
mm/dd/yyyy.

Enter the security answer, or part of the secuatyswer followed by
an asterisk. The security answer is the answer to the security

Security question that allows a User to use the forgot password function tq

Answer . . .
reset their own password. Only an Admin can Search on security
answers.
Enter the Comments, or piaof the Comments followed by an

Comments . )
asterisk. Only an Admin can Search on Comments.
: Click on the down arrow and select the User's Authenticator from
Authenticator

the list. Only an Admin can Search on Authenticators.

User Search Results
All the Users that matched the Search criteria are displayed.

T If no Users were found that matched the Search criteria, the following message will be
displayed: "No Users found matching the specified Search criteria."

1 The Username and Full Name dliisplayed for each User.

1 The number of Users that matched the Search criteria is shown.

1 The Users are listed in alphabetical order by their Full Name.

1 Clickon__ o View User the specific User.
1 Click on-to Show Info of the specific User.

Review Search
Navigation: [DocMgr > Advanced Search > Side Menu > Reviews]

To perform an Advanced Review Search, enter data in one or more Search fields, adjust the
Search options if necessary, and press the OK button to submit the request. Pressing the Clear
Input buttonwill reset all of the Search criteria.

Here are a few rules to remember when specifying Search criteria:

The Search criteria is not case sensitive

The asterisk*) represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

=A =4 =4 =4
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Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere iard as long as they
don't break any of the previous rules

The table below describes the fields and Search criteria:

Field Search Criteria

Doc Enter the Document number, or part of the Document number followeq
Number | by an asterisk.
Revision | Enter therevision, or part of the revision followed by an asterisk.
Leader Click on the down arrow and select a name from the list.
Brivall?nw Click on the down arrow and select a Review Team from the list.

State Click on the down arrow and select a state frtm list.

Search for Reviews started on a specific date. For example, Reviews
started on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the date
boxes. Use: mm/dd/yyyy.

Search for Reviews started for a range of dates. For example, Review
started from 01/18/2007 td1/23/2007. Enter 01/18/2007 to 01/23/2007

Start in the date boxes. Use: mm/dd/yyyy.

Date . . . .
Search for Reviews started since a specific date. For example, Review
started from 01/19/2007 to present date. Enter 01/19/2007 in first date
box. Leave second date box blablse: mm/dd/yyyy.

Search for Reviews started prior to a specific date. For example, Revig
started prior to 01/23/2007. Enter 01/23/2007 in second date box. Lea
first date box blank. Use: mm/dd/yyyy.
Search for Reviews due on a specific date.example, Reviews due on
02/03/2007. Enter 02/03/2007 to 02/03/2007 in the date boxes. Use:
mm/dd/yyyy.

Due Date

Search for Reviews due for a range of dates. For example, Reviews d
from 01/18/2007 to 01/23/2007. Enter 01/18/2007 to 01/23/2007 in the
date boxesUse: mm/dd/yyyy.
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Search for Reviews due since a specific date. For example, Reviews d
from 01/19/2007 to present date. Enter 01/19/2007 in first date box.
Leave second date box blank. Use: mm/dd/yyyy.

Search for Reviews due prior to a specific date.example, Reviews due
prior to 01/23/2007. Enter 01/23/2007 in second date box. Leave first
date box blank. Use: mm/dd/yyyy.

Search for Reviews that ended on a specific date. For example, Revie
that ended on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the date
boxes. Use: mm/dd/yyyy.

Search for Reviews that ended for a range of dates. For example, Re\
that ended from 0118/2007 to 01/23/2007. Enter 01/18/2007 to

01/23/2007 in the date boxes. Use: mm/dd/yyyy.
End Date

Search for Reviews that ended since a specific date. For example, Re
that ended from 01/19/2007 to present date. Enter 01/19/2007 in first
date box. Leave secdrdate box blank. Use: mm/dd/yyyy.

Search for Reviews that ended prior to a specific date. For example,
Reviews that ended prior to 01/23/2007. Enter 01/23/2007 in second d
box. Leave first date box blank. Use: mm/dd/yyyy.

Review Search Results

Allthe Reviews that the User has read access to or Reviews that the User leads and that
matched the Search criteria are displayed. A User with the Admin privilege can see all Reviews.

1 Depending on the Read access to the Documents of the Reviews that mestaheh
criteria, you may receive the following message: "There were (#) Reviews that you don't
have permission to view."

1 If no Reviews were found that matched the Search criteria, the following message will
be displayed: "No Reviews found matching #pecified Search criteria.”

1 The Name, Started Date, State and State Date are displayed for each Review.

1 The number of Reviews that matched the Search criteria is shown.

1 The Reviews are listed in chronological order by state date with the Reviews whose
states have changed most recently at the top.

T Click on to View the specific Review.

1 Click on_to Show Info of the specific Review.

1 Click on~ to Show Discussions on the specific Review. This icon will only be available if
there are Discussion records for theview.
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Discussion Search
Navigation:[DocMgr > Advanced Search > Side Menu > Discussions]

To perform an Advanced Discussion Search, enter data in one or more Search fields, adjust the
Search options if necessary, and press the OK button to subnrietheest. Pressing the Clear
Input button will reset all of the Search criteria.

Here are a few rules to remember when specifying Search criteria:

The Search criteria is not case sensitive

The asterisk*() represents zero or more characters

The question méde (?) represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word
Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and questiomarks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 =4 -4 -4 A -4

The table below describes the fields and Search criteria:

Field Search Criteria

Enter the Document number, or part of the Document number

REE NSy followed by an asterisk.

Announcement | Click on the down arrow and select a value from the list.

Posted By Click on the down arrow and select a name from the list.

Search for Discussions posted on a specific date. For example,
Discussions posted on 02/03/2007. Enter 02/03/2007 to 02/03/20
in the date boxes. Use: mm/dd/yyyy.

Search for Discussions posted for a range of dates. For example
Discussions posted from (AB/2007 to 01/23/2007. Enter
01/18/2007 to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.
Posted Date . . . .
Search for Discussions posted since a specific date. For example
Discussions posted from 01/19/2007 to present date. Enter
01/19/2007 in first date box. Leave secbdate box blank. Use:
mm/dd/yyyy.

Search for Discussions posted prior to a specific date. For examy
Discussions posted prior to 01/23/2007. Enter 01/23/2007 in sec(
date box. Leave first date box blank. Use: mm/dd/yyyy.
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: Enter thesubject to Search for or any part of the subject with wild
Subject
cards.
Has . .
Click on the down arrow and select Yes or No from the list.
Attachment

Body Text Enter t.he body text of the Discussion or any part of the body text

with wild cards.

Discussion SedndResults

All the Discussions of Documents that the User has Read access to and that match the Search
criteria are displayed. A User with the Admin privilege can see all Discussions for all Documents.

1 Depending on the level of security on tB®cument for Discussions that meet the
Search criteria, you may receive the following message: "There were (#) Discussions that
you don't have permission to view."
T If no Discussions were found that matched the Search criteria, the following message
will bedisplayed: "No Discussions found matching the specified Search criteria."
1 The Name, Subject, Replies, and Review Name are displayed for each Discussion.
1 The number of Discussions that matched the Search criteria is shown.
1 The Discussions are listed in @hological order with the most recently created
Discussions at the top.

1 Click on___to Show Topic details of a Discussion topic.

T Click on to Show Topic details of a Discussion topic that has been assigned a
priority.

1 Click on___to Show Topic details of a \Discussion topic.

1 Click on to Show Discussion details of a Discussion. If a Discussion is a remark for a
vote cast then the icon displayed will be one of the following:

o #Approve

0 ;Concur with remarks

0 ?Concur pending resolution of remarks
0 F:Nonconcur

0 %Autoconcur

0 ;Waive
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- to Show Info of the specific Discussion.

1 Click on=to Fetch the attachment of the specific Discussion. This icon will not be
available if there is no attachment.

1 Click on” to Reply to the Discussion.

Vote Search
Navigation:[DocMgr > Advanced Search > Side Menu > Votes]

To perform an Advanced vote Search, enter data in one or more Search fields, adjust the Search
options if necessary, and press the OK button to submit the request. Pressing the Clear Input
button will reset d of the Search criteria.

Here are a few rules to remember when specifying Search criteria:

The Search criteria is not case sensitive

The asterisk*() represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word
Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhereniard as long as they
don't break any of the previous rules

=A =4 =4 =4 4 -4 4

The table below describes the fields and Search criteria:

Field Search Criteria

Voter's Name | Click on the down arrow and select a name from the list.

Remote Voter's

Name Click on the dowmrrow and select a Remote Voter from the list.

Organization | Click on the down arrow and select an organization from the list.

Votes Cast Click on the down arrow and select a type of vote cast from the li

Search for Votes cast on a speaifate. For example, Votes cast on
02/03/2007. Enter 02/03/2007 to 02/03/2007 in the date boxes.
Use: mm/dd/yyyy.

Vote Date
Search for Votes cast for a range of dates. For example, Votes ¢
from 01/18/2007 to 01/23/2007. Enter 01/18/2007 to 01/23/2007
in the date boxes. Use: mm/dd/yyyy.
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Search for Votes cast since a specific date. For example, Votes (
from 01/19/2007 to present date. Enter 01/19/2007 in first date
box. Leave second date box blank. Use: mm/dd/yyyy.

Search for Votes cast prior to a specifated For example, Votes
cast prior to 01/23/2007. Enter 01/23/2007 in second date box.
Leave first date box blank. Use: mm/dd/yyyy.

Vote Search Results

All the Votes for Reviews that the User has Read access to that matched the Search criteria are
dispayed. A User with the Admin privilege can see all Votes.

1 Depending on the Read access to the Documents of the Reviews of the Votes that meet
the Search criteria, you may receive the following message: "There were (#) Reviews
that you don't have permissioto view."

1 If no Votes were found that matched the Search criteria, the following message will be
displayed: "No Votes found matching the specified Search criteria."

1 The Voter, Organization, Vote Cast, Vote Date, Review Name and Level are displayed for
ead vote.

T The number of Votes that matched the Search criteria is shown.

1 The Votes are listed in chronological order by vote date with the Votes cast most
recently at the top.

1 Clickon___Ito View the specific Review Voter.
1 Click on-to Show Info of thespecific Review Voter.
T The thi_rigraphic displayed represents the vote cast:

o] No vote cast

o | Approve

o L IConcur with remarks
“IConcur pending resolution of remarks
_Nonconcur

“|Autoconcur

o L Waive

Comment Search
Navigation: [DocMgr > Advanced Search > Side Me@orments]
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To perform an Advanced Comment Search, enter data in one or more Search fields, adjust the
Search options if necessary, and press the OK button to submit the request. Pressing the Clear
Input button will reset all of the Search criteria.

Here ae a few rules to remember when specifying Search criteria:

The Search criteria is not case sensitive

The asterisk*() represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks aréosled in the same word

Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the mvious rules

=A =4 =4 =4 4 -4 4

The table below describes the fields and Search criteria:

Field Search Criteria

Enter the Document number, or part of the Document number

BXEE LTS5 followed by an asterisk.

Search for Comments opened on a specific date. For example,
Comments opened on 02/03/2007. Enter 02/03/2007 to 02/03/2007|
the date boxes. Use: mm/dd/yyyy.

Search for Comments opened for a range of dates. For example,
Comments opened from 01/18/2007 @il/23/2007. Enter 01/18/2007
to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.
Open Date . o
Search for Comments opened since a specific date. For example,
Comments opened from 01/19/2007 to present date. Enter
01/19/2007 in first date box. Leave second date box blalde:
mm/dd/yyyy.

Search for Comments opened prior to a specific date. For example
Comments opened prior to 01/23/2007. Enter 01/23/2007 in second
date box. Leave first date box blank. Use: mm/dd/yyyy.
Commenter | Click on the down arrow and select a namanf the list.

Search for Comments closed on a specific date. For example,
Close Date | Comments closed on 02/03/2007. Enter 02/03/2007 to 02/03/2007
the date boxes. Use: mm/dd/yyyy.
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Search for Comments closed for a range of dates. For example,
Comments closed from 01/18/2007 @1/23/2007. Enter 01/18/2007
to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Comments closed since a specific date. For example,
Comments closed from 01/19/2007 to present date. Enter 01/19/20
in first date box. Leave second date box blagge: mm/dd/yyyy.

Search for Comments closed prior to a specific date. For example,
Comments closed prior to 01/23/2007. Enter 01/23/2007 in second
date box. Leave first date box blank. Use: mm/dd/yyyy.

Closed By | Click on the down arrow and select a namanfi the list.

Has

Click on the down arrow and select Yes or No from the list.
Attachment

Comment Enter the body text of the Comment or any part of the body text witl
Text wild cards.

Comment Search Results

Note: All the Comments of Documents thihe User has Read access to and that match the
Search criteria are displayed. "A User with the Admin privilege can see all Comments for all
Documents."

1 Depending on the level of security on the Document for Comments that meet the
Search criteria, you magceive the following message: "There were (#) Comments that
you don't have permission to view."

1 If no Comments were found that matched the Search criteria, the following message will
be displayed: "No Comments found matching the specified Search criteria."

1 The ID, Open Date, Commenter, Document Number, Generation and Close Date are
displayed for each Comment.

1 The number of Comments that matched the Search criteria is shown.

1 The Comments are listed in chronological order with the most recently opened
Commens at the top.

1 If the Comments have more characters or lines than the limit set in the System
Properties CommentBriefCharLimit or CommentBriefLineLinitoee...link is displayed
which when clicked, displays the full Comment with details.

1 Click on__to Show Comment detts of an open Comment.

1 Click on___to Show Comment details of a closed Comment.
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1 Clicko r;?f‘" o Show Info of the specific Comment.
1 Click on=to Fetch the attachment of the specific Comment. This icon will not be
available if there is no attachment.

Review Tean$earch
Navigation:[DocMgr > Advanced Search > Side Menu > Review Teams]

To perform an Advanced Review Team Search, enter data in one or more Search fields, adjust
the Search options if necessary, and press the OK button to submit the request. Prhssing t
Clear Input button will reset all of the Search criteria.

Here are a few rules to remember when specifying Search criteria:

The Search criteria is not case sensitive

The asterisk*() represents zero or more characters

The question mark? represents eactly one character

Multiple asterisks and/or question marks are allowed in the same word
Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be gosed anywhere in a word as long as they
don't break any of the previous rules

=A =4 =4 =4 4 -4 -4

The table below describes the fields and Search criteria:

Field Search Criteria

Name Enter the name, or part of the Document number followed by a

asterisk.
Description Enter the revision, or part of the revision followed by an asteris
Owner Click on the down arrow and select a name from the list.

Review Team Click on the down arrow and select Private or Shared from the

Type
Click on thedown arrow and select a Subteam/Group from the
Subteam .
list.
Voter Click on the down arrow and select a name from the list.

Remote Voter Click on the down arrow and select a Remote Voter from the lig

Review Team Search Results
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All the Review Teams th#ie User has Read access to and that matched the Search criteria are
displayed. A User with the Admin privilege can see all Review Teams.

il

If there are Private Review Teams not owned by the current User that would meet the
Search criteria the following mesge will be displayed: "There were (#) Review Teams
that you don't have permission to view."

If no Review Teams were found that matched the Search criteria, the following message
will be displayed: "No Review Teams found matching the specified Searcfacrite

The Name and Description are displayed for each Review Team.

The number of Review Teams that matched the Search criteria is shown.

The Review Teams are listed in alphabetical order by name.

Click on to View the specific Review Team.
Click on—to Show Info of the specific Review Team.

Records Search
Navigation:[DocMgr > Advanced Search > Side Menu > Records]

To perform an Advanced Record Search, enter data in one or more Search fields, adjust the
Search options if necessary, and mése OK button to submit the request. Pressing the Clear
Input button will reset all of the Search criteria.

Here are a few rules to remember when specifying Search criteria:

=A =4 =4 =4 -4 A -4

The Search criteria is not case sensitive

The asterisk*() represents zero or nte characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain onlyterssks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

The table below describes the fields and Search criteria:

Field Search Criteria
ID Enter the RMA Record ID.
RMASFthe seite Click on the down arrow and select an RMA Record Set from the i
Subject Enter the Record subject.
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Enter the Document number, or part of the Document number

S INTH X7 followed by an asterisk.

Owner Click on the down arrow and select a User fromlibe

Search for Records filed on a specific date. For example, Records
on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the date boxes.
Use: mm/dd/yyyy.

Search for Records filed for a range of dates. For example, Record
filed from 01/18/2007 to 01/23/207. Enter 01/18/2007 to
01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Date Filed
Search for Records filed since a specific date. For example, Recor
filed from 01/19/2007 to present date. Enter 01/19/2007 in first date
box. Leave second date box blank. Use: mm/ggyy

Search for Records filed prior to a specific date. For example, Recq
filed prior to 01/23/2007. Enter 01/23/2007 in second date box. Led
first date box blank. Use: mm/dd/yyyy.

Search for Records received on a specific date. Fonghea Records
received on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the dat
boxes. Use: mm/dd/yyyy.

Search for Records received for a range of dates. For example, Re

received from 01/18/2007 to 01/23/2007. Enter 01/18/2007 to
Date 01/23/2007 in the éte boxes. Use: mm/dd/yyyy.

Received

Search for Records received since a specific date. For example,

Records received from 01/19/2007 to present date. Enter 01/19/20

in first date box. Leave second date box blank. Use: mm/dd/yyyy.

Search for Records received prio a specific date. For example,
Records received prior to 01/23/2007. Enter 01/23/2007 in second
date box. Leave first date box blank. Use: mm/dd/yyyy.

Search for Records published on a specific date. For example, Req
published on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the
date boxes. Use: mm/dd/yyyy.

Publication

Date Search for Records published for a range of dates. For example,

Records published frof1/18/2007 to 01/23/2007. Enter 01/18/2007
to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.
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Search for Records published since a specific date. For example,
Records published from 01/19/2007 to present date. Enter
01/19/2007 in first date box. Leave secbdate box blank. Use:
mm/dd/yyyy.

Search for Records published prior to a specific date. For example
Records published prior to 01/23/2007. Enter 01/23/2007 in secong
date box. Leave first date box blank. Use: mm/dd/yyyy.

Search for Rexrds last reviewed on a specific date. For example,
Records last reviewed on 02/03/2007. Enter 02/03/2007 to
02/03/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Records last reviewed for a range of dates. For examplg
Records last reviewed from 01812007 to 01/23/2007. Enter

, 01/18/2007 to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.
Last Review

Date Search for Records last reviewed since a specific date. For examp

Records last reviewed from 01/19/2007 to present date. Enter
01/19/2007 in first date box. Leavesond date box blank. Use:
mm/dd/yyyy.

Search for Records last reviewed prior to a specific date. For exam
Records last reviewed prior to 01/23/2007. Enter 01/23/2007 in
second date box. Leave first date box blank. Use: mm/dd/yyyy.
Frozen Click orthe down arrow and select Yes or No from the list.

Permanent Click on the down arrow and select Yes or No from the list.

Vital Click on the down arrow and select Yes or No from the list.

Click the down arrow, select an RMA Keyword friw list, click Add,
New RMA and either select or enter a value for the RMA Keyword. To remove
Keyword previously added RMA Keyword, click it's corresponding Remove
button.

Records Search Results

All Records that the User has Read access to and that match&ktreh criteria are displayed.
A User with the Admin privilege can see all Records.

1 Depending on the Read access on the Record, you may receive the following message:
"There were (#) Records that you don't have permission to view."
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T If no Records were fountthat matched the Search criteria, the following message will
be displayed: "No Records found matching the specified Search criteria.”

T The ID and Doc Number are displayed for each Record.

T The number of Records that matched the Search criteria is shown.

1 TheRecords are listed in alphabetical order by ID.

T Click on to View RMA Record Info for the specific Record.
1 Click on-to Show Info of the specific Record.

Project Search
Navigation:[DocMgr > Advanced Search > Side Menu > Projects]

To perform an Advancedroject Search, enter data in one or more Search fields, adjust the
Search options if necessary, and press the OK button to submit the request. Pressing the Clear
Input button will reset all of the Search criteria.

Here are a few rules to remember when sgging Search criteria:

The Search criteria is not case sensitive

The asterisk*( represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word
Consecutivasterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 =4 -4 4 -4 4

The table below desdyes the fields and Search criteria:

Field Search Criteria

Enter the Project name, or part of the Project name followed by a
Name asterisk. If User is not an Admin, the User can only Search for
Projects that they own.

Enter the Projectlescription, or part of the Project description

Description followed by an asterisk.

Owner Click on the down arrow and select a name from the list.

Organization | Click on the down arrow and select the Organization from the list.

Search for Projects cread on a specific date. For example, Project
Create Date created on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the da
boxes. Use: mm/dd/yyyy.
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Search for Projects created for a range of dates. For example,
Projects created from 01/18/2007 1©1/23/2007. Enter 01/18/2007
to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Projects created since a specific date. For example,
Projects created from 01/19/2007 to present date. Enter
01/19/2007 in first date box. Leave second date box hlaide:
mm/dd/yyyy.

Search for Projects created prior to a specific date. For example,
Projects created prior to 01/23/2007. Enter 01/23/2007 in second
date box. Leave first date box blank. Use: mm/dd/yyyy.

Search for Projects modified on a sifec date. For example, Project
modified on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the
date boxes. Use: mm/dd/yyyy.

Search for Projects modified for a range of dates. For example,
Projects modified from 01/18/2007 to 01/23/2007. Enter
01/18/2007to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.
Modify Date
Search for Projects modified since a specific date. For example,
Projects modified from 01/19/2007 to present date. Enter
01/19/2007 in first date box. Leave second date box blank. Use:
mm/dd/yyyy.

Searchdr Projects modified prior to a specific date. For example,
Projects modified prior to 01/23/2007. Enter 01/23/2007 in secong
date box. Leave first date box blank. Use: mm/dd/yyyy.

Search for Projects scheduled to start on a speddie. For
example, Projects scheduled to start on 02/03/2007. Enter
02/03/2007 to 02/03/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Projects scheduled to start for a range of dates. For
example, Projects scheduled to start from 01/18/2007 to
Scheduled | 1/532007. Enter 01/18/2007 to 01/23/2007 in the date boxes.
Start Date Use: mm/dd/yyyy.

Search for Projects scheduled to start since a specific date. For
example, Projects scheduled to start from 01/19/2007 to present
date. Enter 01/19/2007 in first date box. Leasarond date box
blank. Use: mm/dd/yyyy.
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Search for Projects scheduled to start prior to a specific date. For,
example, Projects scheduled to start prior to 01/23/2007. Enter
01/23/2007 in second date box. Leave first date box blank. Use:
mm/dd/yyyy.

Scheduled
Finish Date

Search for Projects scheduled to finish on a specific date. For
example, Projects scheduled to finish on 02/03/2007. Enter
02/03/2007 to 02/03/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Projects scheduled to finish for agaof dates. For
example, Projects scheduled to finish from 01/18/2007 to
01/23/2007. Enter 01/18/2007 to 01/23/2007 in the date boxes.
Use: mm/dd/yyyy.

Search for Projects scheduled to finish since a specific date. For
example, Projects scheduled to finisom 01/19/2007 to present
date. Enter 01/19/2007 in first date box. Leave second date box
blank. Use: mm/dd/yyyy.

Search for Projects scheduled to finish prior to a specific date. Fo
example, Projects scheduled to finish prior to 01/23/2007. Enter
01/23/2007 in second date box. Leave first date box blank. Use:
mm/dd/yyyy.

Actual Start
Date

Search for Projects started on a specific date. For example, Proje
started on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the dat
boxes. Use: mm/dd/yyyy.

Seach for Projects started for a range of dates. For example,
Projects started from 01/18/2007 to 01/23/2007. Enter 01/18/2007
to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Projects started since a specific date. For example,
Projects startedrbm 01/19/2007 to present date. Enter 01/19/2007
in first date box. Leave second date box blank. Use: mm/dd/yyyy.

Search for Projects started prior to a specific date. For example,
Projects started prior to 01/23/2007. Enter 01/23/2007 in second
date box. Leave first date box blank. Use: mm/dd/yyyy.

Actual Finish
Date

Search for Projects finished on a specific date. For example, Proj
finished on 02/03/2007. Enter 02/03/2007 to 02/03/2007 in the da
boxes. Use: mm/dd/yyyy.
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Search for Projects fished for a range of dates. For example,
Projects finished from 01/18/2007 to 01/23/2007. Enter 01/18/20(
to 01/23/2007 in the date boxes. Use: mm/dd/yyyy.

Search for Projects finished since a specific date. For example,
Projects finished from 01/19/200 present date. Enter
01/19/2007 in first date box. Leave second date box blank. Use:
mm/dd/yyyy.

Search for Projects finished prior to a specific date. For example,
Projects finished prior to 01/23/2007. Enter 01/23/2007 in second
date box. Leave firstale box blank. Use: mm/dd/yyyy.

Project Search Results

All the Projects that the User has Read access to and that matched the Search criteria are
displayed. A User with the Admin privilege can see all Projects.

1 Depending on the Read access on Ehreject, you may receive the following message:
"There were (#) Projects that you don't have permission to view."

T If no Projects were found that matched the Search criteria, the following message will
be displayed: "No Projects found matching the speciiedrch criteria."

1 The Name and Description are displayed for each Project.

1 The number of Projects that matched the Search criteria is shown.

1 The Projects are listed in alphabetical order by the Name.

1 Clickon___Ito View Project Info for the specific Project
1 Click on-to Show Info of the specific Project.

6.26.2. Performing a Quick Search

A User can perform a Quick Search in the Document Manager to quickly locate a Comment,
Document, Folder, Group, Project, or User. When an item is entered into the Quick Search box,
the item entered and the ID of that item will be checked. For example, if 1001 is entered in the
box while Document is selected, a Document with the ID of 1001 will match and so would a
Document that happens to have the Document Number '1001". If thip&ag, both

Documents would be listed (just like any other time multiple items match) and you simply pick
the one you actually wanted.

Note: If searching for an item by its ID, you cannot use asterisks.

Here are a few rules to remember when specifying Seariteria:
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N

Notes:

1

6.27.

The Search criteria is not case sensitive

The asterisk*() represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks anet allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

In the Search by box, click on thewn arrow and select the item to Search; for
example: Comment, Document, Folder, Group, Project, or User.

When searching for a User's name you can enter User's first name, last name, or User
account name.

Enter Search criteria in the For box.
Clickthe OK button to submit the request.

If the User searched for a Comment, the Comment is displayed if the Comment exists
and the User has Read Access to the Document.

If the User searched for Documents, all the Documents that the User has ReadtAccess
and that match the Search criteria are shown.

If the User searched for Folder/Cabinets, all the Folder/Cabinets that the User has Read
Access to and that match the Search criteria are shown.

If the User searched for groups, all the groups that the lasrRead Access to and that
match the Search criteria are shown.

If the User searched for projects, all the projects that the User has Read Access to and
that match the Search criteria are shown.

If the User searched for Users, all Users that match tlaecBecriteria are shown.

Users

Users represent the Users and Administrators that have a TechDoc account on the Document
Manager. User objects contain all login and contact information in addition to other important
metadata such as privileges and accouatiss.

6.27.1. Creating a User

Create user creates a new user account and possibly a new home folder. If a new home folder is
created, the new user will own the folder and it will also be the initial default folder. A user's
home folder can only be created by tBecument Administrator. There are five types of users:

Admin

, Guest Only, Normal, Read Only, and Restricted.
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The new user's employer and organization must already exist before a new user can be created.

1 To create a user you must have the Admin privilege.

T If the user's Authentication is set to something other than local, it must be set to a valid
authenticator for the system and the password fields must be blank.

1 If the user's Authentication is Local, then the authentication data field must be blank.

The usename cannot be the same as any other User's username in the system.

1 The username cannot be the same as one that has been deleted since the number of
days set in the UsernameReuseDays System Property.

=

Navigation: [DocMgr > Admin > Create... > User]
Step 1:

1. Enter the username of this user in the Username box. Username must be unique within
the same Document Manager. This is a required field. The length of the field is 32
characters. Note: The UsernameCharacters System Property setting is a ligt@f all
valid characters allowed in a username.

2. The Authentication box defaults to (Local), which means that this user will be locally
authenticated using their username and password on the current system. Authenticator
data (the text box next to the Authemttor drop down) is not allowed if this value is
left at (Local). If a user is to be remotely authenticated, select a valid authenticator in
the Authentication: box by clicking on the down arrow and selecting it from the list. If
the username on the remotauthenticator is the same as the username for this user,
then leave the authenticator data box empty. If the username on the remote system is
different than the TechDoc username for this user, then enter the username for the
remote system in the authentator data field.

3. Password box. This is the encrypted password required to allow this user to log in.

o If the Authentication is set to something other than Local, then nothing can be
entered into the password fields.

o If the password field is left blank amaithentication is set to Local, the system
will generate a random password and send two emails to the new user. One
email informing the user of their new account and username. A second email will
be sent informing the new user of their new password.

o If thenew user is a guest only user, user will need to contact the document
administrator to change their password.

o If the password is typed in manually, only one email is sent to the new user (with
username in it). From the User Info screen the Document Aditnator can use
the Email Address link to email the user their password. Note: The password
must be at least 8 characters long. The password must contain at least 3
different types of characters. The four types of characters are uppercase letter,
lowercasdetter, digit, and special character. (See system properties for
additional password requirements.)
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Note: However, if the new user is created with Disabled set to Yes, then no email
will be sent at all.

4. If password was manually entered-eater user pasword in the Verify box. If the
Password box was left blank, leave this box blank.

5. Enter the security answer in the Security Answer box. The maximum length of this field
is 32 characters. The security answer is usually an answer that the user provides on a
TechDoc User Account Request Form or some other source.

The security answer is the answer to the security question that allows this user to use
for the Forgot Password function to reset their own password.

To use the Forgot Password feature the user namger their username and a security
answer. If properly entered, the system will generate a new random password and
email it to the email address stored in the system for the specified user. An alert is sent
out notifying Admins for both successful anddd attempts. The AllowForgotPassword
System Property has been added so that it can be disabled for the entire system.

Leave this field blank if this user is not allowed to use the Forgot Password function to
reset their own password. Note: The Forgot $aard feature is not allowed on a guest
account.

6. Enter the user's last name in the Last Name box. This is a required field. The maximum
length of this field is 32 characters.

7. Enter the user's first name in the First Name box. This is a required fielth&hmum
length of this field is 32 characters.

8. Enter the user's middle initial in the Middle Initial box. The maximum length of this field
is 1 character.

9. Enter the user's UUPIC in the UUPIC box. The maximum length of this field is 32
characters.

10. Enter theuser's SMTP email address in the Email box. This is a required field. The
maximum length of this field is 128 characters.

11.Enter the user's location in the Location box. It is normally their physical location, such
as Bldg./Room, etc. The maximum lengthio$ field is 64 characters.

12.Enter the user's phone number in the Phone Number box. The maximum length of this
field is 32 characters.

13. Enter the user's mail code or mail stop in the Mail Code box. The maximum length of
this field is 32 characters.

14.Enter the user's employer in the Employer box by clicking on the down arrow and
selecting it from the list. Must select employer from drop down list. Cannot leave this
field as Choose One.

15. Enter the user's organization in the Organization box by clicking® down arrow and
selecting it from the list. Must select organization from drop down list. Cannot leave this
field as Choose One.
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16. Enter type of user in the Type of User box by clicking on the down arrow and selecting it
from the list.

Type of

User Definition

A user with Admin privilege has full administrative access to th¢
Admin system. An Admin automatically has all other privileges and ha
full access to all data within the system.

The default privileges that a Normal user shouldasigned when
Normal user account is first created. Note: Reference the UserDefaultR
System Property.

This user is specifically restricted to remote read only access o
Guest the system. The user cannot be given any other privileges. The
Only user cannot eve log in, change their password or change their
current default.

This user is specifically restricted to read only access on the
system. The user cannot be given any other privileges. The us¢
Read Only | can change their password, account information, ameir current
default. However, they are not allowed to change anything else
within the system.

When you create a restricted user, privileges defaults to whate
the normal default user privileges are. All restricted does, is sa)
that the resticted user can only read documents that they own

documents that they are specifically added to with the associat
access command. They can't automatically read documents thi
have local, campus, or community read on them.

Restricted

17.The Disabled box. The disabled flag in the user record has three settings: No, Yes, and
Password. The default is No.

Setting Definition

No User account is not disabled

User account has been completely disabled manually by the
Yes Admin. User caonly be reenabled by using the Modify User
screen to manually change it back.

User account has been disabled from logging in due to incorrect
entering a password too many times or from their password

Password
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expiring. User can be +enabled by usingte Modify User, Reset
Password, or Forgot Password screens.

18.The Account Expires box is the date at which time the user account will expire. The
UserLifeTime System Property specifies the default number of days before a user
account should expire. If theddrLifeTime System Property is set to something other
than zero, this field will automatically calculate the default account expiration date. The
Admin can still override the value with any date they want. If the Admin manually enters
a date, the date mudbe entered as mm/dd/yyyy.

19.The Password Expires box will be automatically filled in by the system. This field is set to
today's date. This forces a new user to change the password the first time they log in.
Note: You cannot prexpire a guest user passwbbecause they are not allowed to log
in to the document manager to change their password. When creating a guest user with
the password expiration still set to yesterday and you click the Next button, it will issue
a warning on the second screen that thegsword expiration has been readjusted to 90
days (the number of days correlates to the system property setting PasswordLifeTime).
Then you can just click the OK button and you're done.

20.Home Folder box, default is blank. Depending on your system propedigsgs for
UsersByOrg and UsersParent, there are several ways to create a user's home folder.

o If the UsersByOrg System Property is set to Yes and UsersParent is null, the
user's home folder can be created using one of the following:

Home Folder: leave blank. The home folder will be created under organizations.

Home folder: enter / (slash). The henolder will be set to root. (no folder will
be created)

Home folder: enter /cabinet/username. The home folder '/cabinet/username’
will be created.

Home folder: enter /Jusername. The cabinet '/username’ will be created and used
as the home folder. The cat®t will be owned by the user.

o If the UsersByOrg System Property is set to No and UsersParent is null, the user's
home folder can be created using one of the following:

Home folder: leave blank. The home folder will be set to root. (no folder will be
creaed)

Home folder: enter /cabinet/username. The home folder '/cabinet/username’
will be created.

Home folder: enter /Jusername. The cabinet 'fusername' will be created and used
as the home folder. The cabinet will be owned by the user.
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o If the UsersByOrg Sgsh Property is set to No and UsersParent is set to a
cabinet/folder.

Home folder: leave blank. The home folder will be created under the
cabinet/folder specified in the UsersParent.

Home folder: enter / (slash). The home folder will be set to root. (taefowill
be created)

Home folder: enter /cabinet/username. The home folder ‘/cabinet/username’
will be created.

Home folder: enter /Jusername. The cabinet '/username’ will be created and used
as the home folder. The cabinet will be owned by the user.

o If the UsersByOrg System Property is set to No and UsersParent is set to '/'.

Home folder: leave blank. Leave blank. A cabinet will be created as the user's
home folder. The cabinet will be owned by the user.

Home folder: enter / (slash). The home folder Wwél set to root. (no folder will
be created)

Home folder: enter /cabinet/username. The home folder '/cabinet/username’
will be created.

Home folder: enter /Jusername. The cabinet '/username’ will be created and used
as the home folder. The cabinet will be wed by the user.

21.Enter the comments in the Comments box. Optional comments that the Document
Administrator can make about this user. The maximum length of this field is 128
characters.

22.Enter a reason for creating user in the Reason box. Reason is a tefigiide The
maximum length of this field is 255 characters.

23.Click the Cancel button to cancel the command, or click the Next button to continue.

Step 2:

Privileges are assigned to each user in the system to determine which types of commands they
areallowed to perform. However, a privilege does not guarantee that a command can be used
on any object in the system. For example, a user can be granted the privilege Delete
Documents. The user can only delete documents that they own or documents thatakey h

been given Delete access to. It is important to note that users with the Admin privilege
automatically have all other privileges.
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1. Select the appropriate privilege for the user in the Privileges box. A checkmark in the
box grants a privilege or leavitige box empty will not grant a privilege. Check or
uncheck the privileges as necessary. Note: Definitions of privileges are listed below.

Note: Home Folder displays where the user home folder will be created.

Note: To save this user and create another ohek the box next to "Save this user and
create another”. This will place a check in the box. If you do not want to create another
user, leave the box blank.

2. Click the Previous button to go back to the previous screen, click the Cancel button to
cancel he command, or click the OK button to create the user account.

Privileges

Privileges are assigned to each user in the system to determine which types of commands they
are allowed to perform. However, a privilege does not guarantee that a command candbe use
on any object in the system. For example, a user can be granted the privilege Delete
Documents. The user can only delete documents that they own or documents that they have
been given Delete access to. It is important to note that users with the Adnvitegie

automatically have all other privileges.

The following is a list of privileges that can be granted on a per user basis:

Cabinets

1 Create- A user can create cabinets. No further access is required to create a cabinet.

T Modify - A user can modify thattributes of cabinets. The user must also have Modify
access to a cabinet that is being modified.

1 Delete- A user can delete cabinets. The user must also have Delete access to a cabinet
that is being deleted.

Folders

1 Create- A user can create folders. @luser must also have Create Folder access to the
cabinet/folder under which they plan to create a folder.

T Modify - A user can modify the attributes of folders. The user must also have Modify
access to a folder that is being modified.

1 Delete- A user can dlete folders. The user must also have Delete access to a folder that

is being deleted.

Documents
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T Create- A user can create documents. The user must also have Create Document access
to the cabinet/folder under which they plan to create a document.

T Modify - A user can modify the attributes of documents. The user must also have Modify
access to a document that is being modified.

1 Delete- A user can delete documents. The user must also have Delete access to a
document that is being deleted.

Generations

T Create- A user can create new generations of documents. The user must also have
Reserve/Replace access to the document. To replace an existing generation, with a
newly created generation, the user must also have the Delete Generation priaitehe
Delete access to the generation that is being replaced.

T Modify - A user can modify the attributes of generations. The user must also have
Modify access to the document.

1 Delete- A user can delete generations. The user must also have Delete acchss to t
generation of the document.

Forms

1 Forms- A user can publish, modify and delete forms that they have access to.
T Manager- A user can publish, modify, and delete forms. A Forms Manager automatically
has full access to all forms.

Projects

1 Projects- A use can create, modify and delete projects that they have access to.
1 Manager- A user can create, modify, and delete projects. A Projects Manager
automatically has full access to all projects.

Records

1 Records A user can create and modify manual RMA records

1 Sets- A user can create and modify RMA Record Sets and access the Records
Management screen.

1 Manager- A user can create and modify RMA Records, RMA Record Sets, RMA File
Plans, and perform other Records tasks such as freezing/unfreezing RMA Record Sets
and run RMA Record reports. A Records Manager automatically has full access to all
RMA Records, RMA Record Sets, and RMA File Plans.

Reviews
1 Bypass A user can bypass release documents. The user must also have Owner access to

the document that iseing bypass released.
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Leader- A user is able to conduct the review of documents if they have leader privilege.
This includes the creation and maintenance of a review. The user must also have Read
access to the document in review. A user is also ablegate and maintain review

teams.

Releaser A user can bypasglease documents that are not in review or release a
document that is in review and is ready to be released. The user must also have Read
access to the document that is being released.

Unrelea®r - A user can unrelease documents that have already been released. The user
must also have Releaser privilege and Read access to the document, or Bypass privilege
and Owner access to the document to unrelease it.

Workflows

f
f

Other

Workflows- A user can createnodify and delete workflows that they have access to.
Manager- A user can create, modify, and delete workflows. A Workflow Manager
automatically has full access to all workflows.

Groups- A user can use groups, which includes creating, modifyinglaleding groups,

and associating access, distribution, and notification to cabinets, folders, documents,
and generations. The user must have Owner access to a group to modify or delete it.
The user must have Owner access to a cabinet, folder, documegéenaration to

associate access, distribution, and notification to it. The user may use (but not change)
other users' groups, but only if they are shared groups.

Mailbox- A user can use IMAP or IMAPS from an email client to connect to their mailbox
on theTechDoc server.

Reports- A user can use reports, which includes creating, modifying, deleting and
running reports. The user must own a report to modify or delete it. The user may run
other users' reports, but only if they are shared reports.

RESTA use can use the REST protocol to interact with the TechDoc server. The REST
protocol is currently used by the TechDoc Client and Scan Agent.

Special Privileges

il

Admin- A user has full administrative access to the system. An Admin automatically has
all otherprivileges and has full access to all data within the system.

Guest Only This user is specifically restricted to remote read only access on the system.
The user cannot be given any other privileges. The user cannot even log in, change their
password or kange their current default.

Read Only This user is specifically restricted to read only access on the system. The
user cannot be given any other privileges. The user can change their password, account
information, and their current default. However, theare not allowed to change

anything else within the system.
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1 Restricted This user is given restricted access on the system. The user can still be given
any other privilege except the Admin, Guest Only, and Read Only privilege. However,
you can essentiglimake a restricted user "read only" by making them restricted and
not granting them any other privileges.

When a restricted user logs in, they will only be able to read documents and folders that
they own or that they have been given explicit accessrtdazuments that are

designated as Global read. Basically, Local read on folders and Local read, Campus read,
and Community read on documents are ignored when a restricted user's access is being
checked.

Like normal users, a restricted user may only créatalify/delete items provided that

they have the additional privilege(s) required and that they own the item or they have
been associated to with the proper access to the item. If a user logs in from a restricted
network address, they may only log intoestricted user account. If a user logs in from

a Campus or Community network address (depending on System Property settings),
he/she is able to log into a Restricted user account but they will still maintain their
restricted status while logged in.

Notes:

A new user record will be created.

A history record will be generated for creation of the user.

A people directory record will be created.

A group entry is created for the user in the user's employer and organization system
groups.

T If the newly creted user is not disabled:

o An email will be sent to the new user informing them of their new account and
username.

o If the user's authentication is set to something other than Local, then the email
will contain instructions about logging on with the authiattor service
selected.

o If the user's authentication is set to Local, a second email will be sent informing
the new user of their new password if the password fields were left empty
signaling that a system generated password be created.

o If the new user amount is a guest account, then the email informs the user that
they will not be able to update their password; otherwise, the user is informed
that they will be forced to change their password the next time that they log in.

T The new user's current defaukill be set to the home folder.

1 If anew home folder is created:

o A new folder record will be created.

o A history record will be generated for creation of the folder.

o Email will be sent to the notification associated with the parent folder/cabinet
that the new folder is created under.

=A =4 =4 =4
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6.27.2. Modifying a User

Modify user modifies an existing user account and possibly creates a new folder. If a new home
folder is created, the user will own the folder.

|l

The user must have the Admin privilege.

Navigation:[DocMgr > Adnmm > Show... > Users > Select Desired User > Side Menu > Modify]

Step 1:

1.

If applicable, modify the username of this user in the Username box. Username must be
unique within the same Document Manager. This is a required field. The length of the
field is32 characters. Note: The UsernameCharacters System Property is a list of all the
valid characters allowed in a username.

If applicable, modify the Authentication by clicking on the down arrow and selecting an
authenticator from the list. If (Local) is cleys then this user will be locally

authenticated using their username and password on the current system. Authenticator
data (the text box next to the Authenticator drop down) is not allowed if this value is

left at (Local). If something other than (Lodalthosen, and the username on the

remote authenticator is the same as the username for this user, then leave the
authenticator data box empty. If something other than (Local) is chosen, and the
username on the remote system is different than the Techilsmrname for this user,

then enter that username for the remote system in the authenticator data field.

If applicable, modify the user's password in the New Password box. This is the encrypted
password required to allow this user to log in. Note: The pasdwnust be at least 8
characters long. The password must contain at least 3 different types of characters. The
four types of characters are uppercase letter, lowercase letter, digit, and special
character. (See system properties for additional passwogdirements.)

o If the Authentication is set to something other than Local, then nothing can be
entered into the password fields.

o If the user was remotely authenticated and has been changed to Local and the
password fields are left blank, then a random passhis generated and email is
sent to the user with the new password.

If password was modified in the New Password bosenter new password in the New
Verify box. This is the encrypted password required to allow this user to log in. The
password and theerify password must match.

Note:
If the password is modified, the Document Administrator will need to send email to the

user letting them know the new password. From the User Info screen click the Email
Address link to email the user their password.
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5. If applicable, modify the security answer in the Security Answer box. The maximum
length of this field is 32 characters. The security answer is usually the answer that the
user provides on a TechDoc User Account Request Form or some other source.

The securityanswer is the answer to the security question that allows this user to use
for the Forgot Password function to reset their own password.

To use the Forgot Password feature the user must enter their username and a security
answer. If properly entered, thgystem will generate a new random password and

emalil it to the email address stored in the system for the specified user. An alert is sent
out notifying Admins for both successful and failed attempts. The AllowForgotPassword
System Property has been addsalthat it can be disabled for the entire system.

Leave this field blank if this user is not allowed to use the Forgot Password function to
reset their own password. Note: The Forgot Password feature is not allowed on a guest
account.

6. If applicable, modifyhe user's last name in the Last Name box. This is a required field.
The maximum length of this field is 32 characters.

7. If applicable, modify the user's first name in the First Name box. This is a required field.
The maximum length of this field is 32 cheters.

8. If applicable, modify the user's middle initial in the Middle Initial box. The maximum
length of this field is 1 character.

9. If applicable, modify the user's UUPIC in the UUPIC box. The maximum length of this
field is 32 characters.

10.If applicablemodify the user's SMTP email address in the Email box. This is a required
field. The maximum length of this field is 128 characters.

11.1f applicable, modify the user's location in the Location box. It is normally their physical
location, such as Bldg./Rooetc. The maximum length of this field is 64 characters.

12.1f applicable, modify the user's phone number in the Phone Number box. The maximum
length of this field is 32 characters.

13.1f applicable, modify the user's mail code or mail stop in the Mail CodeTihex.
maximum length of this field is 32 characters.

14.1f applicable, modify the user's employer in the Employer box by clicking on the down
arrow and selecting it from the list. Must select employer from drop down list. Cannot
leave this field as Choose One.

15.1f applicable, modify the user's organization in the Organization box by clicking on the
down arrow and selecting it from the list. Must select organization from drop down list.
Cannot leave this field as Choose One.

16.If applicable, modify type of user ihé Type of User box by clicking on the down arrow
and selecting it from the list. Note: Depending on how the type of user is modify, you
may need to modify the user's privileges on the next screen.
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Type of

User Definition

A user with Admirprivilege has full administrative access to the
Admin system. An Admin automatically has all other privileges and ha
full access to all data within the system.

The default privileges that a Normal user should be assigned w
Normal user account is firstreated. Reference the UserDefaultPrivs
System Property.

This user is specifically restricted to remote read only access o
Guest the system. The user cannot be given any other privileges. The
Only user cannot even log in, change their password or chaneje
current default.

This user is specifically restricted to read only access on the
system. The user cannot be given any other privileges. The us¢
Read Only | can change their password, account information, and their curr
default. However, they areat allowed to change anything else
within the system.

When you create a restricted user, privileges defaults to whate
the normal default user privileges are. All restricted does, is sa)
that the restricted user can only read documents thiagy own or
documents that they are specifically added to with the associat
access command. They can't automatically read documents thi
have local, campus, or community read on them.

Restricted

17.1f applicable, modify the Disabled box. The disabled flag in the user record has three
settings: No, Yes, and Password.

Setting Definition

No User account is not disabled

User account has been completely disabled manually by the
Yes Admin. User cannly be reenabled by using the Modify User
screen to manually change it back.

User account has been disabled from logging in due to incorrect
entering a password too many times or from their password
expiring. User can be +enabled by usinghe Modify User, Reset
Password, or Forgot Password screens.

Password
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18.1f applicable, modify the Account Expires date. This is the date at which time the user
account will expire. The UserLifeTime System Property specifies the default number of
days before a user aount should expire. If the UserLifeTime System Property is set to
something other than zero, this field will automatically calculate the default account
expiration date. The Admin can still override the value with any date they want. If the
Admin manuallyenters a date, the date must be entered as mm/dd/yyyy.

19.1f applicable, modify the Password Expires date. This is the date the user's password will
expire. Note: You cannot prexpire a guest only password because they are not allowed
to log in to the docurant manager to change their password. For a guest account the
Admin is required to enter a date that correlates to the PasswordLifeTime System
Property setting field.

20.1f applicable, modify the Home Folder box.

21.1f applicable, modify the comments in the Commts box. Optional comments that the
Document Administrator can make about this user. The maximum length of this field is
128 characters.

22.Enter a reason for modifying user in the Reason box. Reason is a required field. The
maximum length of this field 855 characters.

23.Click the Cancel button to cancel the command, or click the Next button to continue.

Step 2:

Privileges are assigned to each user in the system to determine which types of commands they
are allowed to perform. However, a privilege does goarantee that a command can be used

on any object in the system. For example, a user can be granted the privilege Delete
Documents. The user can only delete documents that they own or documents that they have
been given Delete access to. It is importemnote that users with Admin privilege

automatically have all other privileges.

1. If applicable, modify the privileges for the user in the Privileges box. A checkmark in the
box grants a privilege or leaving the box empty will not grant a privilege. Check o
uncheck the privileges as necessary. Note: Definitions of privileges are listed below.

Note: Home Folder displays the location of the user's home folder.

2. Click the Previous button to go back to the previous screen, click the Cancel button to
cancel thecommand, or click the OK button to modify the user account.

Privileges
Privileges are assigned to each user in the system to determine which types of commands they
are allowed to perform. However, a privilege does not guarantee that a command can be used

on any object in the system. For example, a user can be granted the privilege Delete
Documents. The user can only delete documents that they own or documents that they have
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been given Delete access to. It is important to note that users with the Admitegevi
automatically have all other privileges.

The following is a list of privileges that can be granted on a per user basis:
Cabinets

1 Create- A user can create cabinets. No further access is required to create a cabinet.

T Modify - A user can modify the aibutes of cabinets. The user must also have Modify
access to a cabinet that is being modified.

1 Delete- A user can delete cabinets. The user must also have Delete access to a cabinet
that is being deleted.

Folders

1 Create- A user can create folders. Thear must also have Create Folder access to the
cabinet/folder under which they plan to create a folder.

T Modify - A user can modify the attributes of folders. The user must also have Modify
access to a folder that is being modified.

1 Delete- A user can dete folders. The user must also have Delete access to a folder that
is being deleted.

Documents

1 Create- A user can create documents. The user must also have Create Document access
to the cabinet/folder under which they plan to create a document.

T Modify - A user can modify the attributes of documents. The user must also have Modify
access to a document that is being modified.

1 Delete- A user can delete documents. The user must also have Delete access to a
document that is being deleted.

Generations

1 Create- A user can create new generations of documents. The user must also have
Reserve/Replace access to the document. To replace an existing generation, with a
newly created generation, the user must also have the Delete Generation privilege and
Deleteaccess to the generation that is being replaced.

1 Modify - A user can modify the attributes of generations. The user must also have
Modify access to the document.

1 Delete- A user can delete generations. The user must also have Delete access to the
generaton of the document.

Forms
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T Forms- A user can publish, modify and delete forms that they have access to.
T Manager- A user can publish, modify, and delete forms. A Forms Manager automatically
has full access to all forms.

Projects

1 Projects- A user can creat modify and delete projects that they have access to.
T Manager- A user can create, modify, and delete projects. A Projects Manager
automatically has full access to all projects.

Records

1 Records A user can create and modify manual RMA records.

1 Sets- Auser can create and modify RMA Record Sets and access the Records
Management screen.

1 Manager- A user can create and modify RMA Records, RMA Record Sets, RMA File
Plans, and perform other Records tasks such as freezing/unfreezing RMA Record Sets
and run RM\ Record reports. A Records Manager automatically has full access to all
RMA Records, RMA Record Sets, and RMA File Plans.

Reviews

1 Bypass A user can bypass release documents. The user must also have Owner access to
the document that is being bypassleased.

1 Leader- A user is able to conduct the review of documents if they have leader privilege.
This includes the creation and maintenance of a review. The user must also have Read
access to the document in review. A user is also able to create amdaimaieview
teams.

1 Releaser A user can bypas®lease documents that are not in review or release a
document that is in review and is ready to be released. The user must also have Read
access to the document that is being released.

T Unreleaser A user an unrelease documents that have already been released. The user
must also have Releaser privilege and Read access to the document, or Bypass privilege
and Owner access to the document to unrelease it.

Workflows
T Workflows- A user can create, modify andld&e workflows that they have access to.
1 Manager- A user can create, modify, and delete workflows. A Workflow Manager

automatically has full access to all workflows.

Other
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)l

Groups- A user can use groups, which includes creating, modifying and deletingsyro
and associating access, distribution, and notification to cabinets, folders, documents,
and generations. The user must have Owner access to a group to modify or delete it.
The user must have Owner access to a cabinet, folder, document, or generation t
associate access, distribution, and notification to it. The user may use (but not change)
other users' groups, but only if they are shared groups.

Mailbox- A user can use IMAP or IMAPS from an email client to connect to their mailbox
on the TechDoc seev.

Reports- A user can use reports, which includes creating, modifying, deleting and
running reports. The user must own a report to modify or delete it. The user may run
other users' reports, but only if they are shared reports.

RESTA user can use thREST protocol to interact with the TechDoc server. The REST
protocol is currently used by the TechDoc Client and Scan Agent.

Special Privileges

il

il

Admin- A user has full administrative access to the system. An Admin automatically has
all other privileges amh has full access to all data within the system.

Guest Only This user is specifically restricted to remote read only access on the system.
The user cannot be given any other privileges. The user cannot even log in, change their
password or change theiuoent default.

Read Only This user is specifically restricted to read only access on the system. The
user cannot be given any other privileges. The user can change their password, account
information, and their current default. However, they are nobaled to change

anything else within the system.

Restricted This user is given restricted access on the system. The user can still be given
any other privilege except the Admin, Guest Only, and Read Only privilege. However,
you can essentially make a rasted user "read only" by making them restricted and

not granting them any other privileges.

When a restricted user logs in, they will only be able to read documents and folders that
they own or that they have been given explicit access to or documbatsare

designated as Global read. Basically, Local read on folders and Local read, Campus read,
and Community read on documents are ignored when a restricted user's access is being
checked.

Like normal users, a restricted user may only create/modify/deietms provided that

they have the additional privilege(s) required and that they own the item or they have
been associated to with the proper access to the item. If a user logs in from a restricted
network address, they may only log into a restrictedrnusecount. If a user logs in from

a Campus or Community network address (depending on System Property settings),
he/she is able to log into a Restricted user account but they will still maintain their
restricted status while logged in.
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Notes:

1 Theexisting user record will be modified.

A history record will be generated for modification of the user.

1 If the user was remotely authenticated and has been changed to Local and the password
fields are left blank, then a random password is generated andlesnsent to the user
with the new password.

1 The people directory table record will be updated with any name changes.

1 If anew home folder is created:

o A new folder record will be created.

o A history record will be generated for creation of the folder.

o Emal will be sent to the notification associated with the parent folder/cabinet
that the new folder is created under.

1 If the user's organization was changed, the user will be removed from the old
organization's system group and added to the new organizaisystem group.

T If the user's employer was changed, the user will be removed from the old employer's
system group and added to the new employer's system group.

=

6.27.3. Deleting a User

Delete user deletes an existing user account. Multiple steps are required dhamgyocess in
order to minimize the chances of an accidental deletion.

1 The user must have the Admin privileges.

The current user cannot delete them self.

1 The specified user being deleted cannot own any cabinets, folders, documents or
groups. Note: Fromhie User Menu click on Items Owned to display all the items owned
by the specified user.

T The specified user being deleted cannot lead any active reviews.

]

Navigation:[DocMgr > Admin > Show... > Users > Select Desired User > Side Menu > Delete]
Step 1:
Theuser to be deleted and the user attributes are displayed.

1 If applicable, click the Email Address link to send email to the user.

1. Click the Cancel button to cancel the command or click the Next button to continue.
Step 2:

The user to be deleted and theser attributes are displayed.
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Notes:

=

= =4 =4 =4

1

If applicable, click the Email Address link to send email to the user.

Enter the reason for deleting the user in the Reason box. Reason is a required field. The
maximum length of this field is 255 characters.

Click the Previes button to go back to the previous screen, click the Cancel button to
cancel the command, or click the OK button to delete the user account.

The user record will be deleted.

The user will be removed from any review teams, groups, notificatiortdpan
distributions that they are part of.

The user will be removed from any reviews that they have not voted on.

Any reports owned by the user will be deleted.

Any documents that the user had reserved are unreserved.

Any generations that this user is theeator of will have the creator set to the document
owner.

The user's properties, if any, will be deleted. Note that in Phase 1, no personal user
properties have been defined so this step has no real effect.

A history record will be generated for deletiofthe user

6.27.4. Showing Users

Show users displays a listing of all the users in the Document Manager. Note: Only an Admin
can view all of the users in the Document Manager.

Navigation: [DocMgr > Admin > Show... > Users]

All Users

The Username and FiNBme are displayed for each user.
The number of users is shown.
The users are listed in alphabetical order by their Full Name.

Click on to View a specific user.
Click on=to Show Info for a specific user.

Use the scroll bar to scroll through the list.

A Specific User

User Info displays the full details for a specific user.
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T The current user must be an Admin or be the specified user to see the sensitive portions
of the user's information (Authentication, Account Expiration, and Password Expiration).
1 The curent user must be an Admin to see the restricted portions of the user's
information (Last Login, Login Failures, Disabled Flag, Security Answer, and Comments).

Username The user account name of this user.
Full Name The full name of this user.
UUPIC The Uniform Universal Personal Identification Code of this user.

Home Folder

The home folder that is assigned by the Document Administrator.
Only the Document Administrator may change a user's home fold
click on link to go to the user's home folder.

The default folder that is currently assigned to the user. Current

Qurrent default folder is a specific area you go to when logging into the
Default Document Manager The current default folder can be changed by
the user. Click on link to go to the currergfdult folder.
. If the user has used a mail client to access TechDaoc, this is the
Mail Folder

mailbox folder that was created for the user.

Email Address

The SMTP email address of this user. Click on link to send email
this user.

Location

Thephysical location, such as Bldg./Room, etc. of this user.

Mail Code

The mail code or mail stop for this user.

Phone Number

The phone number for this user.

Employer

The employer of this user.

Organization

The organization of this user.

Privileges

The privileges for this user. (See definition of privileges listed belq

Authentication

The authenticator that this user uses for checking their password
a user is authenticated locally, then (Local) will be displayed in th
Authenticatio field; otherwise, the authenticator name and
username (either the authentication data text, or if empty, the
User's username) is displayed separated by a forward slash.

Last Login

The date and time this user last logged into the DocuniManager.
This will be blank if the user has never logged in.

Login Failures

The number of login failures since the user last successfully logg¢
in.
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Indicates if the user's account is disabled.

No - User account is not disabled.

Yes- Useraccount has been completely disabled manually by the
Admin. User can only be+enabled by using the Modify User scree
Disabled to manually change it back.
Password User account has been disabled from logging in due td
incorrectly entering a password too manyngs or from their
password expiring. User can beerabled by using the Modify Usel
Reset Password, or Forgot Password screens.

Accc_>unt Indicates when this user's account expires.

Expires
Password . : , .

. Indicates when this user's password expires.
Expires
The answer to the security question that allows this user to use tH

Security forgot password function to reset their own password; NULL if the
Answer user did not provide the answer to the security question; or NULL

this user is not allowed to udbe forgot password function.

Comments Optional comments that an Admin can make about this user.

Privileges

Privileges are assigned to each user in the system to determine which types of commands they
are allowed to perform. However, a privilege does goarantee that a command can be used

on any object in the system. For example, a user can be granted the privilege Delete
Documents. The user can only delete documents that they own or documents that they have
been given Delete access to. It is importemhote that users with the Admin privilege
automatically have all other privileges.

The following is a list of privileges that can be granted on a per user basis:
Cabinets

1 Create- A user can create cabinets. No further access is required to creatergetabi

T Modify - A user can modify the attributes of cabinets. The user must also have Modify
access to a cabinet that is being modified.

1 Delete- A user can delete cabinets. The user must also have Delete access to a cabinet
that is being deleted.

Folders
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¢ Create- A user can create folders. The user must also have Create Folder access to the
cabinet/folder under which they plan to create a folder.

T Modify - A user can modify the attributes of folders. The user must also have Modify
access to a foldethat is being modified.

1 Delete- A user can delete folders. The user must also have Delete access to a folder that
is being deleted.

Documents

1 Create- A user can create documents. The user must also have Create Document access
to the cabinet/folder undemhich they plan to create a document.

T Modify - A user can modify the attributes of documents. The user must also have Modify
access to a document that is being modified.

1 Delete- A user can delete documents. The user must also have Delete access to a
document that is being deleted.

Generations

1 Create- A user can create new generations of documents. The user must also have
Reserve/Replace access to the document. To replace an existing generation, with a
newly created generation, the user must also haveBredete Generation privilege and
Delete access to the generation that is being replaced.

T Modify - A user can modify the attributes of generations. The user must also have
Modify access to the document.

1 Delete- A user can delete generations. The user nalst have Delete access to the
generation of the document.

Forms
1 Forms- A user can publish, modify and delete forms that they have access to.
1 Manager- A user can publish, modify, and delete forms. A Forms Manager automatically
has full access to all fosn
Projects
1 Projects- A user can create, modify and delete projects that they have access to.
1 Manager- A user can create, modify, and delete projects. A Projects Manager
automatically has full access to all projects.
Records
1 Records A user cartreate and modify manual RMA records.

T Sets- A user can create and modify RMA Record Sets and access the Records
Management screen.
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T Manager- A user can create and modify RMA Records, RMA Record Sets, RMA File
Plans, and perform other Records tasks suchieezing/unfreezing RMA Record Sets
and run RMA Record reports. A Records Manager automatically has full access to all
RMA Records, RMA Record Sets, and RMA File Plans.

Reviews

T Bypass A user can bypass release documents. The user must also have Ovess &
the document that is being bypass released.

1 Leader- A user is able to conduct the review of documents if they have leader privilege.
This includes the creation and maintenance of a review. The user must also have Read
access to the document in rigw. A user is also able to create and maintain review
teams.

1 Releaser A user can bypas®lease documents that are not in review or release a
document that is in review and is ready to be released. The user must also have Read
access to the document th@ being released.

T Unreleaser A user can unrelease documents that have already been released. The user
must also have Releaser privilege and Read access to the document, or Bypass privilege
and Owner access to the document to unrelease it.

Workflows

T  Workflows- A user can create, modify and delete workflows that they have access to.
1 Manager- A user can create, modify, and delete workflows. A Workflow Manager
automatically has full access to all workflows.

Other

T Groups- A user can use groups, whichlumes creating, modifying and deleting groups,
and associating access, distribution, and notification to cabinets, folders, documents,
and generations. The user must have Owner access to a group to modify or delete it.
The user must have Owner access tmahinet, folder, document, or generation to
associate access, distribution, and notification to it. The user may use (but not change)
other users' groups, but only if they are shared groups.

T Mailbox- A user can use IMAP or IMAPS from an email clientrioexd to their mailbox
on the TechDoc server.

1 Reports- A user can use reports, which includes creating, modifying, deleting and
running reports. The user must own a report to modify or delete it. The user may run
other users' reports, but only if they ashared reports.

1 RESTA user can use the REST protocol to interact with the TechDoc server. The REST
protocol is currently used by the TechDoc Client and Scan Agent.

Special Privileges
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T Admin- A user has full administrative access to the systemAdmin automatically has
all other privileges and has full access to all data within the system.

T Guest Only This user is specifically restricted to remote read only access on the system.
The user cannot be given any other privileges. The user cannoti@y@m change their
password or change their current default.

T Read Only This user is specifically restricted to read only access on the system. The
user cannot be given any other privileges. The user can change their password, account
information, and heir current default. However, they are not allowed to change
anything else within the system.

1 Restricted- This user is given restricted access on the system. The user can still be given
any other privilege except the Admin, Guest Only, and Read OniggevHowever,
you can essentially make a restricted user "read only" by making them restricted and
not granting them any other privileges.

When a restricted user logs in, they will only be able to read documents and folders that
they own or that they hae been given explicit access to or documents that are

designated as Global read. Basically, Local read on folders and Local read, Campus read,
and Community read on documents are ignored when a restricted user's access is being
checked.

Like normal users restricted user may only create/modify/delete items provided that
they have the additional privilege(s) required and that they own the item or they have
been associated to with the proper access to the item. If a user logs in from a restricted
network address, they may only log into a restricted user account. If a user logs in from
a Campus or Community network address (depending on System Property settings),
he/she is able to log into a Restricted user account but they will still maintain their
restricted status while logged in.

6.27.5. Showing Activity

Show activity displays the full details of actions performed on various items in the Document
Manager such as documents, folders, cabinets, organizations, etc.

A Specific History Entry for an Attachment

Attachment History displays the full details of the action that was performed on a specific
Attachment.

Hisls Definition
Name
Date Date and time action was performed on the Attachment.
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The User that performed the action on the Attachment. Tser's

Username o
username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Attachment.

Target Attachment action was performed on.

Secondary | The secondary target affected by the action, if there was.

Specific details of the action performed on the Attachment. Note: Detj

Details | re not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for an Authenticator

Authenticator History displays the full details of the action that was performed on a specific
Authenticator. Note: Only a Document Administrator can view the History of an Authenticator.

sl Definition
Name
Date Date and time action wagserformed on the Authenticator.
The User that performed the action on the Authenticator. The User's
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Authenticator.

Target Authenticator action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Authenticator. Note:

DEEE Details are not displayed for all actions.

Reason TheReason the User gave for executing the command.

A Specific History Entry for a Cabinet
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Cabinet History displays the full details of the action that was performed on a specific Cabinet.

Field Definition
Name
Date Date and time action wagserformed on the Cabinet.
The User that performed the action on the Cabinet. The User's usern
Username | .
is displayed.
IP Address| The IP address that the User's request came from.
Action Action performed on the Cabinet.
Target Cabinet action waperformed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Cabinet. Note: Details

Detalls | ot displayed for all actions.

Reason The Reason the User gave é&xecuting the command.

A Specific History Entry for a Discussion

Discussion History displays the full details of the action that was performed on a specific
Discussion.

FEL Definition
Name
Date Date and time action was performed on tBéscussion.
The User that performed the action on the Discussion. The User's
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Discussion.

Target Discussion action waserformed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Discussion. Note: Detg

Dl are not displayed for all actions.
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Reason The Reason the User gave é&xecuting the command.

A Specific History Entry for a Doc Category

Doc Category History displays the full details of the action that was performed on a specific Doc
Category. Note: Only a Document Administrator can view the History of a Doc Category.

Feld Definition
Name
Date Date and time action was performed on the Doc Category.
The User that performed the action on the Doc Category. The User's
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Doc Category.

Target Doc Category action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Doc Category. Note:

DEElE Details arenot displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Doc Type

Document Type History displays the full details of the action that was performed on a specific
Document Type. Note: OndyDocument Administrator can view the History of a Document

Type.

Field Definition
Name
Date Date and time action was performed on the Document Type.
The User that performed the action on the Document Type. The User
Username .
username iglisplayed.
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IP Address| The IP address that the User's request came from.

Action Action performed on the Document Type.

Target Doc type action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Document Type. Note:

D Details are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Document

Document History displays the full dd&of the action that was performed on a specific
Document.

Field

Definition
Name
Date Date and time action was performed on the Document.
The User that performed the action on the Document. The User's
username is displayed. Note(Remote User) is displayed in the
Username Username field, this indicates that this Document was fetched by

someone who was not logged in to the Document Manager. For exam
a Document that was fetched from the Search Manager or from an en
message.

IP Address| The IP address that the User's request came from.

Action Action performed on the Document.

Target Document action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific Details of the actigrerformed on the Document. Note: Details

Detail . :
etails are not displayed for all actions.

Reason | The Reason the User gave for executing the command.

A Specific History Entry for an Employer
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Employer History displays the full details of the action that was perforomed specific
Employer.

Field Definition
Name
Date Date and time action was performed on the Employer.
The User that performed the action on the Employer. The User's
Username

username is displayed.

IP Address| The IP address that the Userégjuest came from.

Action Action performed on the Employer.

Target Employer action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Employer. ND&ails

DEENE are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for an External App Credential

External App Credential History displays the full details of the action that was performaed on
specific External App Credential.

SUE Definition
Name
Date Date and time action was performed on the External App Credential.
The User that performed the action on the External App Credential. T
Username

User's username is displayed.

IPAddress | The IP address that the User's request came from.

Action Action performed on the External App Credential.

Target External App Credential action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the External App Credentia

DEETE Note: Details are not displayed for all actions.
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Reason The Reason the User gave for executing the command.

A Specific History Entry for a File Area

File area History didays the full details of the action that was performed on a specific File Area.
Note: Only a Document Administrator can view the History of a File Area.

sl Definition
Name
Date Date and time action was performed on the File Area.
TheUser that performed the action on the File Area. The User's
Username

username is displayed.

IP Address | The IP address that the User's request came from.

Action Action performed on the File Area.

Target File area action was performed on.

Secondary | Thesecondary target affected by the action, if there was one.

Specific details of the action performed on the File Area. Note: Details

DEElE are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific HistgrEntry for a Folder

Folder History displays the full details of the action that was performed on a specific Folder.

a0 Definition
Name
Date Date and time action was performed on the Folder.
The User that performed the action on tli®lder. The User's username
Username

is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Folder.
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Target Folder action was performed on.
Secondary | The secondary target affected by the action, if there was.
. Specific details of the action performed on the Folder. Note: Details a
Details : .
not displayed for all actions.
Reason The Reason the User gave for executing the command.

A Specific History Entry for a Folder Share

Folder Share History displalyg full details of the action that was performed on a specific

Folder Share.
Field Definition
Name
Date Date and time action was performed on the Folder Share.
The User that performed the action on the Folder Share. The User's
Username .
username iglisplayed.
IP Address| The IP address that the User's request came from.
Action Action performed on the Folder Share.
Target Folder Share action was performed on.
Secondary | The secondary target affected by the action, if there was one.
. Specific details of the action performed on the Folder Share. Note:
Details . : :
Details are not displayed for all actions.
Reason The Reason the User gave for executing the command.

A Specific History Entry for a Form

Form History displays the full details of taetion that was performed on a specific Form.

Fiel _—

eld Definition

Name

Date Date and time action was performed on the Form.
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The User that performed the action on the Form. The User's usernam

Username displayed.

IP Address | The IP address that tHdser's request came from.
Action Action performed on the Form.
Target Form action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Form. Notetails are

Details | ot displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Form Submission

Form Submission History displays the full details of the action that was performed on a specific
FormSubmission.

s Definition
Name
Date Date and time action was performed on the Form Submission.
The User that performed the action on the Form Submission. The Usg
Username

username is displayed.

IP Address| The IP address that the Useréjuest came from.

Action Action performed on the Form Submission.

Target Form Submission action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Fd@obmission. Note:

DEEIE Details are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Group
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Group History displays the full details of the action that was performed on a specific Group.

Field

Definition
Name
Date Date and time action was performed on the Group.
The User that performed the action on the Group. The User's usernar
Username | .
is displayed.
IP Address| The IP address that the User's request came from.
Action Actionperformed on the Group.
Target Group action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Group. Note: Details a

DEEE not displayed for alactions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Keyword

Keyword History displays the full details of the action that was performed on a specific
Keyword. Note: Only a Document Administrator can vikeesHistory of Keyword.

FEL Definition
Name
Date Date and time action was performed on the Keyword.
The User that performed the action on the Keyword. The User's
Username

username is displayed.

IP Address | The IP address that the User's request cdroe.

Action Action performed on the Keyword.

Target Keyword action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Keyword. Note: Detailg

DI are notdisplayed for all actions.
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Reason The Reason the User gave for executing the command.

History for a Mail Message

Mail Message History displays the full details of the action that was performed on Mail
Messages. Note: Only a Documémministrator can view the History of Mail Messages.

Field Definition
Name
Date Date and time action was performed on the Mail Message.
The User that performed the action on the Mail Message. The User's
Username

username is displayed.

IP Address| ThelP address that the User's request came from.

Action Action performed on the Mail Message.

Target Mail Messages.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Md#ssage. Note:

Details Details are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Mail Receiver

Mail Receiver History displays the full details of the action that was performed orcdispe
Mail Receiver.

Al Definition
Name
Date Date and time action was performed on the Mail Receiver.
The User that performed the action on the Mail Receiver. The User's
Username o
username is displayed.
IP Address| The IP address that the Userégjuest came from.
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Action Action performed on the Mail Receiver.

Target Mail Receiver action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the MRdceiver. Note:

Details | petails are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Metric Organization

Note: This help will only be displayed if this system supports the Key Perforrmafhicator
(KPI) Tool for NMIS Metrics.

Metric Organization History displays the full details of the action that was performed on a
specific Metric Organization.

Field

Definition
Name
Date Date and time action was performed on the Met@cganization.
The User that performed the action on the Metric Organization. The
Username

User's username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Metric Organization.

Target Metric Organization action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Metric Organization.

Details Note: Details are not displayed for all actions.

Reason TheReason the User gave for executing the command.

A Specific History Entry for a Metric Person

Note: This help will only be displayed if this system supports the Key Performance Indicator
(KPI) Tool for NMIS Metrics.
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Metric Person History displays thdlfdetails of the action that was performed on a specific
Metric Person.

Field

Definition
Name
Date Date and time action was performed on the Metric Person.
The User that performed the action on the Metric Person. The User's
Username

username iglisplayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Metric Person.

Target Metric Person action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Metric Person. Note:

Details Details are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Metric Type

Note: This help will only be displayéd this system supports the Key Performance Indicator
(KPI) Tool for NMIS Metrics.

Metric Type History displays the full details of the action that was performed on a specific
Metric Type.

Field

Definition
Name
Date Date and time action wgserformed on the Metric Type.
The User that performed the action on the Metric Type. The User's
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Metric Type.

Target Metric Type action was performed on.
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Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Metric Type. Note: Det

Details | re not displayed for all actions.

Reason The Reason the Usgave for executing the command.

A Specific History Entry for a Mime Type

Mime type History displays the full details of the action that was performed on a specific Mime
Type. Note: Only a Document Administrator can view the History of a Mime Type.

Fied Definition
Name
Date Date and time action was performed on the Mime Type.
The User that performed the action on the Mime Type. The User's
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Actionperformed on the Mime Type.

Target Mime type action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Mime Type. Note: Detg

DEEE are not displayed for alctions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Network Address

Network Address History displays the full details of the action that was performed on a specific
Network Address. Note: Only a Documdémministrator can view the History of a Network
Address.

Field

Definition
Name
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Date Date and time action was performed on the Network Address.

The User that performed the action on the Network Address. The Useg

Username o
username is displayed.

IPAddress | The IP address that the User's request came from.

Action Action performed on the Network Address.

Target Network address action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specifiaetails of the action performed on the Network Address. Note:

DEEIE Details are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for an Organization

Organization History displays the full dés of the action that was performed on a specific
Organization. Note: Only a Document Administrator can view the History of an Organization.

Field

Definition
Name
Date Date and time action was performed on the Organization.
The User thaperformed the action on the Organization. The User's
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Organization.

Target Organization action was performed on.

Secondary | Thesecondary target affected by the action, if there was one.

Specific details of the action performed on the Organization. Note:

Details | petails are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific Hisry Entry for a Project
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Project History displays the full details of the action that was performed on a specific Project.

Field Definition
Name
Date Date and time action was performed on the Project.
The User that performed the action dine Project. The User's username
Username | .
is displayed.
IP Address| The IP address that the User's request came from.
Action Action performed on the Project.
Target Project action was performed on.

Secondary | The secondary target affected by the actiorthére was one.

Specific details of the action performed on the Project. Note: Details g

Detalls | ot displayed for all actions.

Reason The Reason the User gave for executing the command.

History for a Queued Command
Note: This help will only be digyed if this system supports Queued Commands.

Queued command History displays the full details of the action that was performed on Queued
Command. Note: Only a Document Administrator can view the History of Queued Commands.

a0 Definition
Name
Date Date and time action was performed on the Queued Command.
The User that performed the action on the Queued Command. The
Username

User's username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on th&€ueued Command.

Target Queued Commands.

Secondary | The secondary target affected by the action, if there was one.
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Specific details of the action performed on the Queued Commands. N

Detalls Details are not displayed for all actions.

Reason TheReason the User gave for executing the command.

History for a Render Request

Render Request History displays the full details of the action that was performed on Render
Request. Note: Only a Document Administrator can view the History of render request

Field

Definition
Name
Date Date and time action was performed on the Render Request.
The User that performed the action on the Render Request. The Use
Username

username is displayed.

IP Address| The IP address that the User's request cdroe.

Action Action performed on the Render Request.

Target Render Requests.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Render Requests. Not¢

DEEIE Details are notlisplayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Review

Review History displays the full details of the action that was performed on a specific Review.

e Definition
Name
Date Date and time action was performed on the Review.
The User that performed the action on the Review. The User's userng
Username | .
is displayed.
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IP Address| The IP address that the User's request came from.

Action Action performed on the Review.

Target Review action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Review. Note: Details :

Details not displayed for all actions.

Reason The Reason thelser gave for executing the command.

A Specific History Entry for a Review Team

Review Team History displays the full details of the action that was performed on a specific
Review Team.

Field

Definition
Name
Date Date and time action wgserformed on the Review Team.
The User that performed the action on the Review Team. The User's
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Review Team.

Target ReviewTeam action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Review Team. Note:

D Details are not displayed for all actions.

Reason The Reason the Usgave for executing the command.

A Specific History Entry for an RMA File Plan

RMA File Plan History displays the full details of the action that was performed on a specific
RMA File Plan.
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Fisls Definition
Name
Date Date and time action wgserformed on the RMA File Plan.
The User that performed the action on the RMA File Plan. The User's
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the RMA File Plan.

Target RMAFile Plan action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the RMA File Plan. Note:

Details | petails are not displayed for all actions.

Reason The Reason theser gave for executing the command.

A Specific History Entry for an RMA Keyword

RMA Keyword History displays the full details of the action that was performed on a specific
RMA Keyword.

Field Definition
Name
Date Date and time action wgserformed on the RMA Keyword.
The User that performed the action on the RMA Keyword. The User's
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the RMA Keyword.

Target RMAKeyword action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the RMA Keyword. Note:

Details Details are not displayed for all actions.

Reason The Reason theser gave for executing the command.
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A Specific History Entry for an RMA Record

RMA Record History displays the full details of the action that was performed on a specific RMA
Record.

Field

Name Definition
Date Date and time action wagserformed on the RMA Record.
The User that performed the action on the RMA Record. The User's
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the RMA Record.

Target RMARecord action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the RMA Record. Note:

e Details are not displayed for all actions.

Reason The Reason the Usgave for executing the command.

A Specific History Entry for an RMA Records Set

RMA Record Set History displays the full details of the action that was performed on a specific
RMA Record Set.

Fzt Definition
Name
Date Date and time action wgserformed on the RMA Record Set.
The User that performed the action on the RMA Record Set. The Use
Username

username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the RMA Record Set.
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Target RMA Record Set action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the RMA Record Set. Notg

DEEIE Details are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific History Entry for a Search Manager Host

Search Manager History displays the full details of the action that was performed on a specific
Search Manager Host. Note: Only a Document Adminigstizan view the History of a Search
Manager Host.

Field

Definition
Name
Date Date and time action was performed on the Search Manager Host.
The User that performed the action on the Search Manager Host. The
Username

User's username isplayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Search Manager Host.

Target Search Manager Host action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Search Manager Host.

Details Note: Details are not displayed for all actions.

Reason The Reason the User gave for executing the command.

History for a Search Manager Update
Search Manager Update Histatisplays the full details of the action that was performed on

Search Manager Update. Note: Only a Document Administrator can view the History of Search
Manager Updates.
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Fls Definition
Name
Date Date and time action was performed on the Seawdmnager Updates.
The User that performed the action on the Search Manager Updates.
Username , L
User's username is displayed.
IP Address| The IP address that the User's request came from.
Action Action performed on the Search Manager Updates.
Target Search Manager Updates.
Secondary | The secondary target affected by the action, if there was one.
: Specific details of the action performed on the Search Manager Upda|
Details i : : i
Note: Details are not displayed for all actions.
Reason TheReason the User gave for executing the command.

History for a System Property

System Property History displays the full details of the action that was performed on System
Properties. Note: Only a Document Administrator can view the History of Systgraries.

Ak Definition
Name
Date Date and time action was performed on the System Properties.
The User that performed the action on the System Properties. The Us
Username o
username is displayed.
IP Address| The IP address that the Userégjuest came from.
Action Action performed on the System Properties.
Target System Properties.
Secondary | The secondary target affected by the action, if there was one.
: Specific details of the action performed on the Systmperties. Note:
Details . . :
Details are not displayed for all actions.
Reason The Reason the User gave for executing the command.
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A Specific History Entry for a User

Note: The title of this screen will vary depending on how you navigated to this page. The title
may be My History or History of User.

User History displays the full details of the action that was performed on a specific User.

Field Definition
Name
Date Date and time action was performed on the User.
The User that performed thaction on the User. The User's username
Username :
displayed.
IP Address | The IP address that the User's request came from.
Action Action performed on the User.
Target User action was performed on.
Secondary | The secondary target affected by the actiorthére was one.
: Specific Details of the action performed on the User. Note: Details are
Details ) .
not displayed for all actions.
Reason The Reason the User gave for executing the command.

A Specific History Entry for a Workflow Deployment

Workflow Deplgment History displays the full details of the action that was performed on a
specific Workflow Deployment.

FEL Definition
Name
Date Date and time action was performed on the Workflow Deployment.
The User that performed the action on théorkflow Deployment. The
Username . o
User's username is displayed.
IP Address| The IP address that the User's request came from.
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Action Action performed on the Workflow Deployment.

Target Workflow Deployment action was performed on.

Secondary | The secondartarget affected by the action, if there was one.

Specific details of the action performed on the Workflow Deployment.

DEENE Note: Details are not displayed for all actions.

Reason The Reason the User gave for executing the command.

A Specific HistgrEntry for a Workflow Process Trigger

Workflow Process Trigger History displays the full details of the action that was performed on a
specific Workflow Process Trigger.

Field Definition
Name
Date Date and time action was performed on tiéorkflow Process Trigger.
The User that performed the action on the Workflow Process Trigger.
Username

The User's username is displayed.

IP Address| The IP address that the User's request came from.

Action Action performed on the Workflow Proce$sigger.

Target Workflow Process Trigger action was performed on.

Secondary | The secondary target affected by the action, if there was one.

Specific details of the action performed on the Workflow Process Trig

Details Note: Details are nadisplayed for all actions.

Reason The Reason the User gave for executing the command.

6.27.6. Showing Items Owned
Items owned displays a listing of all the items owned by a specific user. The items include
documents, folders/cabinets, groups, reports, reviahat a user leads, and review teams that

a user owns.

1 The user must have the Admin privilege.
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Navigation:[DocMgr > Admin > Show... > Users > Select Desired User > Side Menu > Iltems
Owned]

Documents Owned By

1 If user does not own any documents, tfilowing message is displayed: No documents
owned by this user.

1 The Number and Title are displayed for each document.

1  The number of document(s) is shown.

1 The documents are listed in alphabetical order by the Number.

T Click on to Explore Document.

1 ~to Show Info for a specific document.

1 Cllck on_lto Fetch Latest Generation for a specific document.

1 indicates that the specific document is reserved.

1 indicates that the specific document is reserved and in review.
- indicates that the specifidocument is in review.

1 [Flor[lindicates that the specific document has comments associated.
Cabinets/Folders Owned By

1 If user does not own any folders, the following message is displayed: No folders owned
by this user.

1 The Name and Description are displayedeach cabinet/folder.

1 The cabinets/folders are listed in alphabetical order by the Name.

1 The number of folder(s) is shown.

1 Clickon__Ito Explore Cabinet.
1 Click on=to Show Info for a specific cabinet.

1 Clickon__Ito Explore Folder.
1 Click on-_to Showinfo for a specific folder.

Groups Owned By

1 If user does not own any groups, the following message is displayed: No groups owned
by this user.

1 The Name and Description are displayed for each group.

1 The groups are listed in alphabetical order by the Name.
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T The numbgr of group(s) is shown.

T Click on to View Group.
1 Click on=to Show Info for a specific group.

Reports Owned By

T If user does not own any reports, the following message is displayed: No reports owned
by this user.

1 The Name and Description are depdd for each report.

1 The number of report(s) is shown.

1 Reports are listed in alphabetical order by the Name.

T Click on to View Report.
1 Click on—to Show Info for a specific report.

Reviews Lead By

1 If user does not lead any reviews, the following messagksplayed: No reviews lead
by this user.

1 The Review, Start Date, State, and State Date are displayed for each report.

1 The number of review(s) is shown.

1 Reviews are listed in alphabetical order by the Review.

T Click on to View Review.
1 Click on-to Show Info for a specific review.

1 Click on~ to Show Discussion for a specific review.

Review Teams Owned By

1 If user does not own any review teams, the following message is displayed: No review
teams owned by this user.

1 The Name and Description are disgdyfor each review team.

1 The number of review team(s) is shown.

1 Review teams are listed in alphabetical order by the Name.

T Click on to View Review Team.
- to Show Info for a specific review team.
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6.28. Miscellaneous

TechDoc has some miscellaneous Adoommands that do not fall into the previous sections.
These commands are covered below.

6.28.1. Bulk Owner Transferring

Bulk Owner Transfer allows the transferring of ownership of items from one user to another.
Bulk Owner Transfer does not allow selection ofvidial items but instead allows all items of

a particular type to be transferred (documents, folders, groups, etc). This can be handy in
situations when a user owns thousands or even millions of documents, folders, etc., where
individual selection of itemis not practical or not even desired. It can also be useful when one
user is taking over all TechDoc responsibilities for another user. Plus, Bulk Owner Transfer is
very fast at transferring ownership of large volumes of items.

Notes:

When moving itemsrdm one user to another, Reorganize Users may be a better option than
Bulk Owner Transfer. Reorganize Users gives Admins the ability to search for and reorganize
Local Users, Remote Users, and Remote Emails where Bulk Owner Transfer only handles Local
Uses. Reorganize Users supports selective transfer of individual documents, folders, etc.
However, that comes at a price of being much slower when transferring large number of items.

1 The user must have the Admin privilege.
Navigation: [DocMgr > Admin Miscellaneous > Bulk Owner Transfer]
Step 1:

Documents, generations, RMA records, and RMA record sets can all be limited due to being
frozen. Before checking the box to override any freezes, you should consult with your RMA
records manager to ensure thdtis OK to transfer ownership of these items. Particularly when
items are frozen for legal reasons, changing ownership of those items may not be allowed.
When in doubt, leave the override box unchecked so that no frozen items will be transferred.

1. Choose he old user that you wish to transfer ownership of items from.

2. Choose the new user that you wish to transfer ownership of items to.

3. Optionally check the box if you are sure that you wish to override any freezes and
transfer ownership of frozen items too.

4. dick the Cancel button to cancel the command, click the Next button to continue.

Step 2:
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The old and new owner are displayed as a reminder of whom the items will be transferred from
and to.

A check box and the current number of items will be listed fahegem type that can be
transferred. Note that the actual number of items affected might change based on how many
of each item exists at the time the command is actually executed. If an item type shows zero
items, you can still check the box. When the coamd executes, nothing will happen if there

are still no items of that particular type.

1. Optionally, check the box to transfer documents. If checked, the owner of all the
documents owned by the old user will be changed to the new user. If any RMA records
are frozen for these documents, additional text will be displayed stating what will
happen to them based on the check box from the first screen.

2. Optionally, check the box to transfer folders. If checked, the owner of all the folders
owned by the old user wibe changed to the new user.

3. Optionally, check the box to transfer generations. If checked, the creator of all the
generations created by the old user will be changed to the new user. If any RMA records
are frozen for these generations, additional textlwe displayed stating what will
happen to them based on the check box from the first screen.

4. Optionally, check the box to transfer groups. If checked, the owner of all the groups
owned by the old user will be changed to the new user.

5. Optionally, check tla box to transfer group entries. If checked, the new user will take
the place as a member of each group the old user is on. If the new user is already a
member of the group, no change will be made to that group.

6. Optionally, check the box to transfer magiceivers. If checked, the owner of all the mail
receivers owned by the old user will be changed to the new user.

7. Optionally, check the box to transfer projects. If checked, the owner of all the projects
owned by the old user will be changed to the new user

8. Optionally, check the box to transfer reports. If checked, the owner of all the reports
owned by the old user will be changed to the new user. If the new user already has a
report with the same name, the old report will not be changed.

9. Optionally, checkhe box to transfer review teams. If checked, the owner of all the
review teams owned by the old user will be changed to the new user.

10.Optionally, check the box to transfer review team entries. If checked, the new user will
take the place as a member of@areview team the old user is on. If the new user is
already a member of the review team, no change will be made to that review team.

11.Optionally, check the box to transfer active reviews. If checked, the leader of all the
active reviews lead by the old erswill be changed to the new user. Active reviews are
reviews that are not cancelled and not completed.

12.Optionally, check the box to transfer nactive reviews. If checked, the leader of all the
non-active reviews lead by the old user will be changethtonew user. Noractive
reviews are reviews that are cancelled or completed.

13. Optionally, check the box to transfer review votes. If checked, pending votes for the old
user will be changed to pending votes for the new user.
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14.Optionally, check the box timansfer RMA file plans. If checked, the owner of all the
RMA file plans owned by the old user will be changed to the new user.

15. Optionally, check the box to transfer RMA records. If checked, the owner of all the RMA
records owned by the old user will beartged to the new user. If any RMA records are
frozen, additional text will be displayed stating what will happen to them based on the
check box from the first screen.

16. Optionally, check the box to transfer RMA record sets. If checked, the owner of all the
RMA record sets owned by the old user will be changed to the new user. If any RMA
record sets are frozen, additional text will be displayed stating what will happen to them
based on the check box from the first screen.

17.0Optionally, check the box to transfeearch folders. If checked, the owner of all the
search folders owned by the old user will be changed to the new user. If the new user
already has a search folder with the same name, the old search folder will not be
changed.

18. Optionally, check the box toansfer workflow deployment mappings. If checked, the
owner of all the workflow deployment mappings owned by the old user will be changed
to the new user.

19.Optionally, check the box to transfer workflow process triggers. If checked, the owner of
all the wokflow process triggers owned by the old user will be changed to the new user.

20.Optionally, check the box to transfer associated access entries. If checked, access for the
old user associated to items will be changed to be access for the new user. If the new
user is already associated to the item for access, the old access association entry is not
changed.

21.Optionally, check the box to transfer associated mail entries. If checked, mail for the old
user associated to items will be changed to be mail for the nsev. If the new user is
already associated to the item for mail, the old mail association entry is not changed.

22.Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, click the Select All button to ¢hait item types, click the Unselect
All button to uncheck all item types, or click the Next button to continue.

Step 3:

1. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the Next buttandontinue.

Step 4:
1. Enter the reason for the bulk owner transfer in the Reason box. This is a required field.
The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK button to perform the bulk owner transfer.

Notes:
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T Any existing items of the checked types will be transferred from the old owner to the
new owner.

T A history record will be generated for the bulk owner transfer that will hiéreeold user
at the target and the new user as the secondary target.

6.28.2. Clearing All Caches

Clear all caches only clears theni@mory cache of the data. TechDoc caches certain pieces of
data in memory (much like a web browser caches pages and picturesmonyketo speed up
the application. However, if a change is made to the database outside of the TechDoc
application (by a manual SQL command, a database restore, etc.) the caches need to be cleared
to get TechDoc back in sync with the database.

1 The usemust have the Admin privilege.
Navigation:[DocMgr > Admin > Miscellaneous > Clear All Caches]
Step 1:

1. Click the Cancel button to cancel the command, or click the Next button to continue.

Step 2:

1. Click the Cancel button to cancel the command, ¢hekPrevious button to return to
the previous screen, or click the OK button to clear all the caches.

Notes:
T No history is recorded because clear all caches does not change any data.

6.28.3. Deleting a Comment

Delete comment deletes an existing comment in the Doent Manager. Multiple steps are
required during the process in order to minimize the chances of an accidental deletion.

1 The user must have the Admin privilege.

Navigation:[DocMgr > Explorer > Select Desired Document > Side Menu > Comments > Select
Desirel Comment > Side Menu > Delete]

Step 1:

The comment to be deleted and the comment attributes are displayed.
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1. Click the Cancel button to cancel the command, or click the Next button to continue.
Step 2:
The comment to be deleted and the commaeattributes are displayed.

1. Enter the reason for deleting the comment in the Reason box. This is a required field.
The maximum length of this field is 255 characters.

2. Click the Cancel button to cancel the command, click the Previous button to go back to
the previous screen, or click the OK button to delete the comment.

Notes:

T The comment record will be deleted.
T A history record will be generated for deletion of the comment.

6.28.4. Deleting an Orphan Record

Delete Orphan Record is used by Verify Integrity to delaterahaned record in the database.
TechDoc has many parent/child relationships in the database. An orphan is identified as a child
record that no longer has a parent record. Before the record is deleted, the command ensures
that the specified record is ifact an orphan.

6.28.5. Document Statistics

Document Statistics allows you to perform a search for a "group” of Documents in the
Document Manager to see how many of "those" Documents and Generations exists and the
total disk space used by the files of the Genenadgi.

Navigation:[DocMgr > Admin > Miscellaneous > Doc Statistics]

Step 1:

To search for Documents, enter data in one or more search fields, adjust the search options if
necessary, and press the Get Stats button to submit the request. Pressing then@Glgar |
button will reset all of the search criteria.

Here are a few rules to remember when specifying search criteria:

The search criteria is not case sensitive

The asterisk*) represents zero or more characters

The question mark? representexactly one character

Multiple asterisks and/or question marks are allowed in the same word

=A =4 =4 =4
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1 Consecutive asterisks are not allowed but consecutive question marks are allowed

Search fields cannot contain only asterisks.

T Asterisks and question marks may bespioned anywhere in a word as long as they
don't break any of the previous rules

=

The table below describes the fields and search criteria:

Field Search Criteria

Enter the Document number, or part of the Document number

AULGLOS] followed by anasterisk.
Title Enter the Document title, or part of the Document title followed by &
asterisk.
Click on the down arrow and select a name from the list. Only an
Owner

Admin can modify the owner of a Document.

Search for Documents created arspecific date. For example,
Documents created on 02/03/2001. Enter 02/03/2001 to 02/03/200
in the date boxes. Use: mm/dd/yyyy.

Search for Documents created for a range of dates. For example,
Documents created from 01/18/2001 to 01/23/2001. Enter
01/18/2001 to 01/23/2001 in the date boxes. Use: mm/dd/yyyy.

Create Date . .
Search for Documents created since a specific date. For example,

Documents created from 01/19/2001 to present date. Enter
01/19/2001 in first date box. Leave second date box blank. Use:
mm/dd/yyyy.

Search for Documents created prior to a specific date. For example
Documents created prior to 01/23/2001. Enter 01/23/2001 in secon
date box. Leave first date box blank. Use: mm/dd/yyyy.

Point of Enter the Document point of contact, or part dfet Document point of
Contact contact followed by an asterisk.

Reserved By | Click on the down arrow and select the name from the list.

Click on the down arrow and select a Document Type from the list.
this system supports the Key Performance Indic@d?!) Tool for
NMIS metrics, Mass Modify Documents does not currently support
changing Metric Documents into neévietric Documents.

Doc Type

Doc Category| Click on the down arrow and select a Document Category from the
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Organization | Click on the dowmarrow and select the Organization from the list.

Click on the down arrow and select Read access from the list.
None- Documents do not have *Local Users (R), *Campus Users (f
*Community Users (R), or *Global Users (R) assigned with Reassa
Local Documents do have *Local Users (R) assigned with Read ag
Read Access| Campus Documents do have *Campus Users (R) assigned with R¢
access.
Community- Documents do have *Community Users (R) assigned V
Read access.

Global- Documents do have *Glal Users (R) assigned with Read
access.

Web Search | Click on the down arrow and select web search from the list.

To search for Documents in a specific Folder enter the full Folder p
and leave Include Subfolders unchecked. For exampleriagtéhe
Folder path /z_USER/Demo without including subfolders would brir
back all of the Documents in only the Demo Folder. This provides &
means to Mass Modify Documents in a single Folder; for example,
apply access to all Documents in a Folder. ©dify all of the
Documents in the Demo Folder, subfolders of the Demo Folder,
subfolders of those subfolders, etc, check Include Subfolders.

Folder Path

Click on the down arrow and select the Keyword from the list. click
Add button. The Keywordill be added as a searchable field. If the
Keyword is a free form field, for example Comments, enter Keywor

New part of the Keyword followed by an asterisk, or just an asterisk. If th
Keyword Keyword is a dropdown, you can select a specific value from the
dropdownlist or you can select the asterisk, which will return all the
values for that specific Keyword. To remove the Keyword, click the
Remove button.

1. To search for Document Statistics, enter data in one or more search fields. Refer to the
table above for helmn searching.

2. Click the Cancel button to cancel the command, click the Get Stats button to submit the
request, or click the Clear Input button to reset all of the search criteria.

Step 2:
A count all of the Documents that matched the search criteriasglayed along with the

number of Generations of the Documents and the total disk spaced consumed by the files for
those Generations.
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T If no Documents were found that matched the search criteria, the following message
will be displayed: "No Documents founthtching the specified search criteria.”

T The number of Documents and Generations that matched the search criteria is shown
along with the total disk spaced consumed by the files of the Generations.

1. Click the Cancel button to cancel the command, click tear@nput button to reset all
of the search criteria, if you need to refine your search, enter data in another field and
click the Get Stats button.

6.28.6. Mass Canceling Documents

Mass Cancel Documents allows the Document Owner to mass cancel and rejgasp af
Documents.

Note:

There are many different circumstances as to why Documents may be required to be Mass
Canceled. Before Mass Canceling Documents, the Document owner needs to plan the process
and the steps required to make the change.

Navigation:[DocMgr > My Work > Side Menu > Mass Cancel Docs]

Step 1:

To search for Documents to Mass Cancel, enter data in one or more search fields, adjust the
search options if necessary, and press the Search button to submit the request. Pressing the
Clear Input btton will reset all of the search criteria.

Here are a few rules to remember when specifying search criteria:

The search criteria is not case sensitive

The asterisk*() represents zero or more characters

The question mark? represents exactly one chatac

Multiple asterisks and/or question marks are allowed in the same word
Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywireeeword as long as they
don't break any of the previous rules

=A =4 4 -4 4 -4 4

The table below describes the fields and search criteria:

Field Search Criteria
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Reference

Enter the Document number, or part of the Document number

MU followed by an asterisk.
Title Enter theDocument title, or part of the Document title followed by a
asterisk.
Owner Click on the down arrow and select a name from the list.

Create Date

Search for Documents created on a specific date. For example,
Documents created on 02/03/2001. Enter 02/08(21 to 02/03/2001
in the date boxes. Use: mm/dd/yyyy.

Search for Documents created for a range of dates. For example,
Documents created from 01/18/2001 to 01/23/2001. Enter
01/18/2001 to 01/23/2001 in the date boxes. Use: mm/dd/yyyy.

Search for Documentseated since a specific date. For example,
Documents created from 01/19/2001 to present date. Enter
01/19/2001 in first date box. Leave second date box blank. Use:
mm/dd/yyyy.

Search for Documents created prior to a specific date. For example
Documents reated prior to 01/23/2001. Enter 01/23/2001 in second
date box. Leave first date box blank. Use: mm/dd/yyyy.

Point of
Contact

Enter the Document point of contact, or part of the Document point
contact followed by an asterisk.

Reserved By

Click orthe down arrow and select the name from the list.

Doc Type

Click on the down arrow and select a Document Type from the list.

Doc Category

Click on the down arrow and select a Document Category from the

Organization

Click on the down arrow armgklect the Organization from the list.

Read Access

Click on the down arrow and select Read access from the list.
None- Documents do not have *Local Users (R), *Campus Users (§
*Community Users (R), or *Global Users (R) assigned with Read a
Local Documents do have *Local Users (R) assigned with Read ag
Campus Documents do have *Campus Users (R) assigned with Re
access.
Community- Documents do have *Community Users (R) assigned v
Read access.

Global- Documents do have *Global UseR) @ssigned with Read
access.
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Web Search | Click on the down arrow and select web search from the list.

To search for Documents in a specific Folder enter the full Folder p
and leave Include Subfolders unchecked. For example, entering thg
Folder path /z_USER/Demo without including subfolders would brin
back all of the Documents in only the Demo Folder. This provides &
means to Mass Cancel Documents in a single Folder; for example,
apply access to all Documents in a Folder. To cancdl thié
Documents in the Demo Folder, subfolders of the Demo Folder,
subfolders of those subfolders, etc, check Include Subfolders.

Folder Path

Click on the down arrow and select the Keyword from the list. Click
Add button. The Keyword will be addedasearchable field. If the
Keyword is a free form field, for example Comments, enter Keywor

New part of the Keyword followed by an asterisk, or just an asterisk. If th
Keyword Keyword is a dropdown, you can select a specific value from the
dropdown list or you caselect the asterisk, which will return all the
values for that specific Keyword. To remove the Keyword, click the
Remove button.

To search for Documents to Mass Cancel, enter data in one or more search fields. Refer
to the table above for help osearching.

. Click the Cancel button to cancel the command, click the Search button to submit the

request, or click the Clear Input button to reset all of the search criteria.

Step 2:

A listing of all of the Documents that matched the search criteria dadisd.

1

If no Documents were found that matched the search criteria, the following message
will be displayed: "No Documents found matching the specified search criteria.”

If the search criteria match too many Documents, the results are divided into naultipl
pages. To navigate these pages click the First link to jump to the first page of the search
results, the Previous link to jump to the page before the current page, the Next link to
jump to the page after the current page, and the Last link to jump tddakepage of the
search results.

The Number and Title are displayed for each Document.

The number of Documents that matched the search criteria is shown.

The Documents are listed in alphabetical order by the Document number.

Click on___to Explore Documenfview all Generations) of the specific Document.
—to Show Info of the specific Document.
— Ito Fetch Latest Generation of the specific Document.
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Note: Depending on the search results, one or more of the items listed below may not

be displyed.
T indicates that the specific Document is reserved.
T indicates that the specified Document is in Review.
1 indicates that the specified Document is reserved and in Review.
1 - indircate§ that the specified Document is cancelled.
T Click on-or - to Show Commets for the specific Document. This icon will not be

available if there are no Comments for the Document.

1 Click on the Metric status icon to display the Metric Info of the specific Document. Note:
The Metric status icons will only be displayed if this sysseipports the Key
Performance Indicator (KPI) Tool for NMIS Metrics.

A Metric status can be:

~Inactive

Green- Improving

~ Green- Staying Constant
— Green- Worsening

~ Yellow- Improving
Yellow- Staying Constant
Yellow- Worsening

Red- Improving

- |Red - Staying Constant
~Red- Worsening

A late Metric icon will be displayed as opaque. For exale,
Stoplight Criteria

Green represents progress according to plan.

Yellow represents an area of concern.

Red represents a significant problem.
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1. Click theCancel button to cancel the command, click the Clear Input button to reset all
of the search criteria, if you need to refine your search, enter data in another field and
click the Search button, or click the Next button to continue.

Step 3:

A listing of d of the Documents that matched the search criteria or a message stating, "There

are too many Documents to allow individual selection” is displayed. If a list is displayed you

must choose the Documents to be Mass Canceled by placing a check in the chieckbot of

the Document number. You can check each Document individually or you can click the Select All
button to select all the Documents. Only the Documents with a check in the checkbox will be
Mass Canceled. If there are too many Documents to alholividual selection, all of the

Documents will be selected for cancelation when you click Next.

1 The Number and Title are displayed for each Document.
T The Documents are listed in alphabetical order by the Document number.

1 indicates that the specific Docuant is reserved.

|l indicates that the specified Document is in Review.

1 indircates that the specified Document is reserved and in Review.
1 Cllck on_tto Show Info of the specific Document.

1 ] indicates that the specified Document is cancelled.

1 Bydefault, an empty checkbox is displayed in front of each Document number.
Note:

Only Documents with a check in the checkbox in front of the Document number will be Mass
Canceled.

1. Choose the Documents to be Mass Canceled by individually placing a chieek in t
checkbox in front of the Document number or click the Select All button to select all of
the Documents.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, click the Unselect All button to unchéigbraviously checked
Documents, click the Next button to continue.

Step 4:

T You must select a file to upload. The file uploaded will be used as the last generation of
the Documents when canceling them.
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1. At the File box click on the Browse... button to locate the file to be stored in the
Document Manager.

Note: The File Upload box will be displayed.

2. In the Look in box select the drive/folder where the file to be stored in the Document
Manager is locatedlo display all of the files in the folder, click on the down arrow and
select All Files (*.*). Click on the file to be stored in the Document Manager. This will
automatically insert the filename in the File name box. Click the Open button.

3. Click the Canddutton to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 5:

T A Revision must be selected from the list to be used as the last revision when the
Documents are canceled. There s difference between any of the values listed; any
value chosen will indicate a Document is canceled. We provide multiple cancel values
only as a convenience.

1 If rendering is enabled on the Document Manager and the mime type of the file
uploaded supportsendering, you can check the box to render the file for each
generation when releasing. If multiple Documents are selected, only Documents who's
Doc Type allows rendering will be rendered.

=

Click the down arrow and select a Revision from the Revision list.

2. If rendering is enabled and the file supports rendering, check the box to render the file
when releasing each document. If rendering is not enabled or the file's mime type does
not support rendering, a message will be displayed instead of the checkbox.

3. Clik the Cancel button to cancel the command, click the Previous button to return to

the previous screen, or click the Next button to continue.

Step 6:

1. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screergr click the Next button to continue.

Step 7:
1. Enter the reason for Mass Canceling Documents in the Reason box. This is a required
field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, clickRtevious button to return to

the previous screen, or click the OK button to Mass Cancel the Documents.

Notes:
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T A history record will be generated for the cancelation of each of the Documents.
6.28.7. Mass Deleting Documents

Mass Delete Documents deletes one or mbBr@cuments in the Document Manager.

1 The User must have the Admin privilege.
1 The Documents must not be reserved orraview'.

Navigation:[DocMgr > Admin > Miscellaneous > Mass Delete Docs]
Step 1:

To search for Documents to Mass Delete, enter data em@mmore search fields, adjust the
search options if necessary, and press the Search button to submit the request. Pressing the
Clear Input button will reset all of the search criteria.

Here are a few rules to remember when specifying search criteria:

Thesearch criteria is not case sensitive

The asterisk*() represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed bansecutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 =4 -4 4 -4 4

The table below describes the fields asehrch criteria:

Field Search Criteria
Enter the Document number, or part of the Document number
Number .
followed by an asterisk.
Title Enter the Document title, or part of the Document title followed by &g
asterisk.
Owner Click on the down arrow angklect a name from the list.

Search for Documents created on a specific date. For example,
Create Date | Documents created on 02/03/2001. Enter 02/03/2001 to 02/03/200
in the date boxes. Use: mm/dd/yyyy.
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Search for Documents created for a range of dafes.example,
Documents created from 01/18/2001 to 01/23/2001. Enter
01/18/2001 to 01/23/2001 in the date boxes. Use: mm/dd/yyyy.

Search for Documents created since a specific date. For example,
Documents created from 01/19/2001 to present date. Enter
01/19/2001 in first date box. Leave second date box blank. Use:
mm/dd/yyyy.

Search for Documents created prior to a specific date. For examplg
Documents created prior to 01/23/2001. Enter 01/23/2001 in secon
date box. Leave first date box blank. Use: mm/dgiiyy

Point of Enter the Document point of contact, or part of the Document point
Contact contact followed by an asterisk.

Reserved By | Click on the down arrow and select the name from the list.

Doc Type Click on the down arrow and selecDacument Type from the list.

Doc Category| Click on the down arrow and select a Document Category from the

Organization | Click on the down arrow and select the Organization from the list.

Click on the down arrow and select Reatess from the list.
None- Documents do not have *Local Users (R), *Campus Users (f
*Community Users (R), or *Global Users (R) assigned with Read a
Local Documents do have *Local Users (R) assigned with Read ag
Campus Documents do haveCampus Users (R) assigned with Rea
access.
Community- Documents do have *Community Users (R) assigned v
Read access.

Global- Documents do have *Global Users (R) assigned with Read
access.

Read Access

Web Search | Click on the down arrow and select web search ftbmlist.

To search for Documents in a specific Folder enter the full Folder p
and leave Include Subfolders unchecked. For example, entering thg
Folder path /z_ ADMIN/Demo without including subfolders would
bring back all of the Documents only the Demo Folder. This provide
a means to mass modify Documents in a single Folder. For exampl
apply access to all Documents in a Folder. To modify all of the
Documents in the Demo Folder, subfolders of the Demo Folder,
subfolders of those subfders, etc, check Include Subfolders.

Folder Path
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Click on the down arrow and select the Keyword from the list. Click
Add button. The Keyword will be added as a searchable field. If the
Keyword is a free form field, for example Comments, enter Kegwor

New part of the Keyword followed by an asterisk, or just an asterisk. If th
Keyword Keyword is a dropdown, you can select a specific value from the
dropdown list or you can select the asterisk which will return all the
values for that specific Keyword. To remotae Keyword, click the
Remove button.

To search for Documents to Mass Delete, enter data in one or more search fields. Refer
to the table above for help on searching.

. Click the Cancel button to cancel the command, click the Search button to submit the

request, or click the Clear Input button to reset all of the search criteria.

Step 2:

A listing of all of the Documents that matched the search criteria is displayed.

1

If no Documents were found that matched the search criteria, the following message
will be displayed: "No Documents found matching the specified search criteria."

If the search criteria match too many Documents, the results are divided into multiple
pages. To navigate these pages click the First link to jump to the first page of the search
results, the Previous link to jump to the page before the current page, the Next link to
jump to the page after the current page, and the Last link to jump to the last page of the
search results.

The Number and Title are displayed for each Document.

The numter of Documents that matched the search criteria is shown.

The Documents are listed in alphabetical order by the Document number.

Click on____to Explore Document (view all Generations) of the specific Document.
—to Show Info of the specific Document
Click on-to Fetch Latest Generation of the specific Document.

Note: Depending on the search results, the item listed below may not be displayed.

indicates that the specific Document is reserved. You cannot delete a Document
that is currently reserved.

indicates that the specified Document is in Review. You cannot delete a Document
that is in Review.

indicates that the specified Document is reserved and in Review. You cannot delete
a Document that is reserved and in Review.
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indicates that the specd#d Document is cancelled.

1 Click on=lor|=to Show Comments for the specific Document. This icon will not be
available if there are no Comments for the Document.

T Click on the Metric status icon to display the Metric Info of the specific Document. Note:
The Meric status icons will only be displayed if this system supports the Key
Performance Indicator (KPI) Tool for NMIS Metrics.

A Metric status can be:

Inactive

Green- Improving
Green- Staying Constant
Green- Worsening
Yellow- Improving
Yellow- Staying Constant
~ Yellow- Worsening

Red- Improving

Red- Staying Constant
~|Red- Worsening

A late Metric icon will be displayed as opaque. For exale,
Stoplight Criteria

Green represents progress according to plan.

Yellow represents an area obncern.

Red represents a significant problem.

1. Click the Cancel button to cancel the command, click the Clear Input button to reset all
of the search criteria, if you need to refine your search, enter data in another field and
click the Search button, otick the Next button to continue.

Step 3:

A listing of all of the Documents that matched the search criteria or a message stating, "There
are too many Documents to allow individual selection” is displayed. If a list is displayed you
must choose the Documents to be mass deleted by placing a ahéo& checkbox in front of

the Document number. You can check each Document individually or you can click the Select All
button to select all the Documents. Note: Only the Documents with a check in the checkbox will
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be Mass Deleted. If there are too mangddments to allow individual selection, all of the
Documents will be selected for deletion with you click Next.

f
f

Note:

The Number and Title are displayed for each Document.
The Documents are listed in alphabetical order by the Document number.

indicates that thespecific Document is reserved. You cannot delete a Document
that is currently reserved. (The checkbox is not displayed.)

indicates that the specified Document is in Review. You cannot delete a Document
that is in Review. (The checkbox is not displayed.)

indicates that the specified Document is reserved and in Review. You cannot delete
a Document that is reserved and in Review. (The checkbox is not displayed.)

Click on_lto Show Info of the specific Document.

By default, an empty checkbox is displayedamf of each Document number.

Only Documents with a check in the checkbox in front of the Document number will be Mass
Deleted.

1.

Choose the Documents to be Mass Deleted by individually placing a check in the
checkbox in front of the Document number dick the Select All button to select all of
the Documents.

Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, click the Unselect All button to uncheck all previously checked
Documents, click the Nekutton to continue.

Step 4:

The number of Document(s) selected on the Choose Documents to Mass Delete screen is
shown.

1.

Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Ndxitton to continue.

Step 5:

The number of Document(s) selected on the Choose Documents to Mass Delete screen is
shown.

1.

Enter the reason for Mass Deleting Documents in the Reason box. This is a required
field. The maximum length of this field is 255 chéees.
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2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to Mass Delete the Documents.

Notes:

T Multiple Documents that the current User selected will be deleted.
T A history recordvill be generated for the deletion of each of the Documents.
T An email will be sent to the notification associated to each of the deleted Documents.

6.28.8. Mass Modifying Document Access

Mass Modify Document Access modifies the access of one or more Docum#rEs in
Document Manager.

Navigation:[DocMgr > My Work > Side Menu > Mass Modify Doc Access]

Step 1:

To search for Documents to Mass Modify the access of, enter data in one or more search fields,
adjust the search options if necessary, and press the Seatttntto submit the request.
Pressing the Clear Input button will reset all of the search criteria.

Here are a few rules to remember when specifying search criteria:

The search criteria is not case sensitive

The asterisk*) represents zero or more characs

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain ordgterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 =4 -4 A -4 4

The table below describes the fields and search criteria:

Field Search Criteria

Enter the Document number, or part tife Document number

NUmber 1 5 llowed by an asterisk.

Enter the Document title, or part of the Document title followed by g

Title asterisk.

Owner Click on the down arrow and select a name from the list.
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Search for Documents created on a specific date. For example,
Documents created on 02/03/2001. Enter 02/03/2001 to 02/03/200
in the date boxes. Use: mm/dd/yyyy.

Search for Documents created for a range of dates. For example,
Documents created from 01/18001 to 01/23/2001. Enter
01/18/2001 to 01/23/2001 in the date boxes. Use: mm/dd/yyyy.
Create Date _ .
Search for Documents created since a specific date. For example,
Documents created from 01/19/2001 to present date. Enter
01/19/2001 in first date box. Leave second dhat blank. Use:
mm/dd/yyyy.

Search for Documents created prior to a specific date. For example
Documents created prior to 01/23/2001. Enter 01/23/2001 in secon
date box. Leave first date box blank. Use: mm/dd/yyyy.

Point of Enter theDocument point of contact, or part of the Document point
Contact contact followed by an asterisk.

Reserved By | Click on the down arrow and select the name from the list.

Doc Type Click on the down arrow and select a Document Type from the list.

DocCategory | Click on the down arrow and select a Document Category from the

Organization | Click on the down arrow and select the Organization from the list.

Click on the down arrow and select Read access from the list.
None- Documents do not have *Local Users (R), *Campus Users (f
*Community Users (R), or *Global Users (R) assigned with Read
Access.

Local Documents do have *Local Users (R) assigned with Read A
Read Access| Campus Documents do have *Campus Users (R) assignédRaad
Access.

Community- Documents do have *Community Users (R) assigned
Read Access.

Global- Documents do have *Global Users (R) assigned with Read
Access.

Web Search | Click on the down arrow and select web search from the list.

To sarch for Documents in a specific Folder enter the full Folder pg
Folder Path | and leave Include Subfolders unchecked. For example, entering thg
Folder path /z_ ADMIN/Demo without including subfolders would
bring back all of the Documents in only the Demo Folder. groides
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a means to Mass Modify Documents in a single Folder; for example
apply access to all Documents in a Folder. To modify all of the
Documents in the Demo Folder, subfolders of the Demo Folder,
subfolders of those subfolders, etc..., check Incl8défolders.

Click on the down arrow and select the Keyword from the list. Click
Add button. The Keyword will be added as a searchable field. If the
Keyword is a free form field, for example Comments, enter Keywor

New part of the Keyword fdbwed by an asterisk, or just an asterisk. If the
Keyword Keyword is a dropdown, you can select a specific value from the
dropdown list or you can select the asterisk, which will return all the
values for that specific Keyword. To remove the Keyword, click the
Renove button.

To search for Documents to Mass Modify the access of, enter data in one or more
search fields. Refer to the table above for help on searching.

Click the Cancel button to cancel the command, click the Search button to submit the
request, or click the Clear Input button to reset all of the search criteria.

Step 2:

A listing of all of the Documents that matched the search criteria is displayed.

1

If no Documents were found that matched the search criteria, the following message
will be displayed: "No Documents found matching the specified search criteria.”

If the search criteria match too many Documents, the results are divided into multiple
pages. To navigate these pages click the First link to jump to the first page of the search
results, the Previous link to jump to the page before the current page, the Next link to
jump to the page after the current page, and the Last link to jump to the last page of the
search results.

The Number and Title are displayed for each Document.

The numter of Documents that matched the search criteria is shown.

The Documents are listed in alphabetical order by the Document number.

Click on____to Explore Document (view all Generations) of the specific Document.
~to Show Info of the specific Document
Click on-to Fetch Latest Generation of the specific Document.

Note: Depending on the search results, the item listed below may not be displayed.

indicates that the specific Document is reserved.

indicates that the specified Document is in Review.
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1 L__indicates that the specified Document is reserved and in Review.
1 indicates that the specified Document is cancelled.
1 Click on__or = to Show Comments for the specific Document. This icon will not be

available if there are no Comments for the Document.

1 Click o the Metric status icon to display the Metric Info of the specific Document. Note:
The Metric status icons will only be displayed if this system supports the Key
Performance Indicator (KPI) Tool for NMIS Metrics.

A Metric status can be:

“lInactive

Green- Improving

~ Green- Staying Constant
~ Green- Worsening

~ Yellow- Improving
 Yellow- Staying Constant
— Yellow- Worsening

Red- Improving

"~ Red- Staying Constant

~ Red- Worsening

A late Metric icon will be displayed as opaque. For exale,
StoplightCriteria

Green represents progress according to plan.

Yellow represents an area of concern.

Red represents a significant problem.

1. Click the Cancel button to cancel the command, click the Clear Input button to reset all
of the search criteria, if yoneed to refine your search, enter data in another field and
click the Search button, or click the Next button to continue.

Step 3:
A listing of all of the Documents that matched the search criteria or a message stating, "There

are too many Documents tolalv individual selection” is displayed. If a list is displayed you
must choose the Documents to modify the access of by placing a check in the checkbox in front
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of the Document number. You can check each Document individually or you can click the Select
All button to select all the Documents. Note: Only the Documents with a check in the checkbox
will be Mass Modified. If there are too many Documents to allow individual selection, all of the
Documents will be selected for modification with you click Next.

1 The Number and Title are displayed for each Document.
T The Documents are listed in alphabetical order by the Document number.

1 L __indicates that the specific Document is reserved.

T L__indicates that the specified Document is in Review.

l indicates that thespecified Document is reserved and in Review.
1 Click on_to Show Info of the specific Document.

1 By default, an empty checkbox is displayed in front of each Document number.
Note:

Only Documents with a check in the checkbox in front of the Document numbdreaMass
Modified.

1. Choose the Documents to be Mass Modified by individually placing a check in the
checkbox in front of the Document number or click the Select All button to select all of
the Documents.

2. Click the Cancel button to cancel the commandkdhe Previous button to return to
the previous screen, click the Unselect All button to uncheck all previously checked
Documents, click the Next button to continue.

Step 4:
Select the access action to perform on the selected Documents.
Access for a GroypJser, or Remote User can either be added or removed.
Note:
1. Click on the down arrow and select the access action to perform.
2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Néutton to continue.

Select the Access and Group to Apply

Select the access and Group to associate to the selected Documents. If one or more of the
Documents already has the Group associated, the association will be changed to match the
access specified dhis screen.
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Definition of access is listed below:

Access Definition of Access

A User on the Group can view the attributes of the Documents,
Read view the attributes of the Documents' Generations and Renditiol
and fetch the Documents' Generations anchBiéions.

A User on the Group can modify the attributes of the Documents
Modify and the Documents' Generations and Renditions. The User mug
also have the Modify Document privilege.

A User on the Group can Delete the Documents. The User mus

Delete also have the Delete Document privilege.

A User on the Group can reserve and replace the Documents. T

RESENERIRGHEES User must also have the Create Generation privilege.

A User on the Group can act as the owner of the Documents. Tl
Owner User will beable to do anything to the Documents that the owner
can, as long as the User's privileges allow it.

Note:

Checking None denies all levels of access, except for Read, to Users on the Group from
accessing the Documents. Because a logged in Ualvags considered a part of the Local,
Campus, Community, and Global groups, if one of these groups is associated to the Documents,
the User will still get Read access to the Documents even though None prevents them from
getting any other type of access.

If you specify None, the Users on this Group will have no access to the Documents even if the
Users are on other Groups that are associated to these Documents. If a User on the Group is
the Owner of the Documents, or an Admin, they will still have Ownersacto the Documents.

1. Select one or more access settings by placing a check in the checkbox to left of the
desired access setting.

2. Click the down arrow and select the Group to add the selected access to.

3. Click the Cancel button to cancel the command, ¢hekPrevious button to return to
the previous screen, or click the Next button to continue.

Enter the Remote User to Apply

Enter the information for the Remote User to associate to the selected Documents. Remote
Users can only be associated with Readasdor fetching. If one or more of the Documents
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already has the Remote User associated, the association will not be changed for those
Documents.

Note:
1. Click the down arrow and select a Remote Authenticator from the list.
2. Enter a username in the text foel
3. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.
Select the Access and User to Apply
Select the access and User to associate to the selected Documemis.df ochore of the
Documents already has the User associated, the association will be changed to match the

access specified on this screen.

Definition of access is listed below:

Access Definition of Access

A User can view the attributes of tiBocuments, view the
Read attributes of the Documents' Generations and Renditions and fe
the Documents' Generations and Renditions.

A User can modify the attributes of the Documents and the
Modify Documents' Generations and Renditions. The User mushalee
the Modify Document privilege.

A User can delete the Documents. The User must also have the

Delete Delete Document privilege.

A User can reserve and replace the Documents. The User must

MRS have the Create Generation privilege.

A User can act as the owner of the Documents. The User will be
Owner able to do anything to the Documents that the owner can, as lon
as the User's privileges allow it.

Note:

Checking None denies all levels of access, except for Read, to the Usactessing the
Documents. Because a logged in User is always considered a part of the Local, Campus,
Community, and Global groups, if one of these groups is associated to the Documents, the User
will still get Read access to the Documents even though Noseepts them from getting any

other type of access.
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If you specify None, the User will have no access to the Documents even if the User is on other
Groups that are associated to the Documents. If the User is the Owner of the Documents, or an
Admin, they wii still have Owner access to the Documents.

1. Select one or more access settings by placing a check in the checkbox to left of the
desired access setting.

2. Click the down arrow and select the User to add the selected access to.

3. Click the Cancel button to cesl the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Select the Group to Remove Access for

Select a Group to remove from access to the Documents. If one or more of the Documents do
not have theGroup associated, then no change will be made for those Documents.

Note:
1. Click the down arrow and select the Group to remove all access for.
2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or ckdhe Next button to continue.
Select the Remote User to Remove Access for
Select a Remote User to remove from access to the Documents. If one or more of the
Documents do not have the Remote User associated, then no change will be made for those
Documents.
Note:
1. Click the down arrow and select the Remote User to remove all access for.
2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Select the User Toeove Access For

Select a User to remove from access to the Documents. If one or more of the Documents do not
have the User associated, then no change will be made for those Documents.

Note:
1. Click the down arrow and select the User to remove all access fo

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.
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Step 6:

The number of Document(s) selected on the Choose Documents to Mass Modify Access screen
isshown.

1. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 7:

The number of Document(s) selected on the Choose Documents to Mass Modify Access screen
is show.

1. Enter the reason for Mass Modifying the access of the Documents in the Reason box.
This is a required field. The maximum length of this field is 255 characters.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to Mass Modify the access of all the
Documents.

Notes:

1 The access of multiple Documents that the current User selected will be modified.
T A history record will be generated for the access modification of each of thenderds.
T An email will be sent to the notification associated to each of the modified Documents.

6.28.9. Mass Modifying Documents

Mass Modify Documents allows the Document Owner to make mass changes to Documents.
The following attributes of the Document can be Ma&zdified: Document Type, Document
Category, Owner, Distribution for, Notification for, Point of Contact, Organization, Web Search,
New Keyword, Access, Commenters, Distribution, and Notification.

Note:

There are many different circumstances as to why Daeots may be required to be Mass
Modified. Before Mass Modifying Documents, the Document owner needs to plan the process
and the steps required to make the change; for example, when modifying the owner do you
want to modify the owner and add the owner the notification and/or distribution. Depending
on your system your next step may be, leaving the Document where it is or move the
Document to a new location using the move contents option.

If this system supports the Key Performance Indicator (KPI) TodM&S metrics, Mass Modify

Documents does not currently support changing Metric Documents inteetric
Documents.
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Navigation: [DocMgr > My Work > Side Menu > Mass Modify Docs]|

Step 1:

To search for Documents to Mass Modify, enter data in onaare search fields, adjust the
search options if necessary, and press the Search button to submit the request. Pressing the
Clear Input button will reset all of the search criteria.

Here are a few rules to remember when specifying search criteria:

The seach criteria is not case sensitive

The asterisk*() represents zero or more characters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed but secutive question marks are allowed
Search fields cannot contain only asterisks.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 =4 =4 4 -4 A4

The table below describes the fields and search cateri

Field Search Criteria
Enter the Document number, or part of the Document number
Number .
followed by an asterisk.
Title Enter the Document title, or part of the Document title followed by &
asterisk.
Click on the down arrow and select a nafrmm the list. Only an
Owner

Admin can modify the owner of a Document.

Search for Documents created on a specific date. For example,
Documents created on 02/03/2001. Enter 02/03/2001 to 02/03/200
in the date boxes. Use: mm/dd/yyyy.

Search for Doauents created for a range of dates. For example,
Documents created from 01/18/2001 to 01/23/2001. Enter
Create Date | 01/18/2001 to 01/23/2001 in the date boxes. Use: mm/dd/yyyy.

Search for Documents created since a specific date. For example,
Documents created from 010/2001 to present date. Enter
01/19/2001 in first date box. Leave second date box blank. Use:
mm/dd/yyyy.
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Search for Documents created prior to a specific date. For example
Documents created prior to 01/23/2001. Enter 01/23/2001 in secon
date box. Leavérst date box blank. Use: mm/dd/yyyy.

Point of Enter the Document point of contact, or part of the Document point
Contact contact followed by an asterisk.

Reserved By | Click on the down arrow and select the name from the list.

Click orthe down arrow and select a Document Type from the list. |
this system supports the Key Performance Indicator (KPI) Tool for
NMIS metrics, Mass Modify Documents does not currently support
changing Metric Documents into neévetric Documents.

Doc Type

Doc Category| Click on the down arrow and select a Document Category from the

Organization | Click on the down arrow and select the Organization from the list.

Click on the down arrow and select Read access from the list.
None- Documents do nohave *Local Users (R), *Campus Users (R
*Community Users (R), or *Global Users (R) assigned with Read a
Local Documents do have *Local Users (R) assigned with Read ad
Read Access| Campus Documents do have *Campus Users (R) assigned with R¢
access.
Canmunity - Documents do have *Community Users (R) assigned V
Read access.

Global- Documents do have *Global Users (R) assigned with Read
access.

Web Search | Click on the down arrow and select web search from the list.

To search fobocuments in a specific Folder enter the full Folder pa
and leave Include Subfolders unchecked. For example, entering thg
Folder path /z_ USER/Demo without including subfolders would brir
back all of the Documents in only the Demo Folder. This provides &
means to Mass Modify Documents in a single Folder; for example,
apply access to all Documents in a Folder. To modify all of the
Documents in the Demo Folder, subfolders of the Demo Folder,
subfolders of those subfolders, etc..., check Include Subfslder

Folder Path

Click on the down arrow and select the Keyword from the list. Click
Add button. The Keyword will be added as a searchable field. If the
Keyword is a free form field, for example Comments, enter Keywor
part of the Keyword followed byneasterisk, or just an asterisk. If the
Keyword is a dropdown, you can select a specific value from the

dropdown list or you can select the asterisk, which will return all the

New
Keyword
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values for that specific Keyword. To remove the Keyword, click the
Remove button

To search for Documents to Mass Modify, enter data in one or more search fields. Refer
to the table above for help on searching.

. Click the Cancel button to cancel the command, click the Search button to submit the

request, or click the Clear Inphutton to reset all of the search criteria.

Step 2:

A listing of all of the Documents that matched the search criteria is displayed.

1

If no Documents were found that matched the search criteria, the following message
will be displayed: "No Documents founghtching the specified search criteria.”

If the search criteria match too many Documents, the results are divided into multiple
pages. To navigate these pages click the First link to jump to the first page of the search
results, the Previous link to jump the page before the current page, the Next link to
jump to the page after the current page, and the Last link to jump to the last page of the
search results.

The Number and Title are displayed for each Document.

The number of Documents that matched theasch criteria is shown.

The Documents are listed in alphabetical order by the Document number.

Click on___to Explore Document (view all Generations) of the specific Document.
- to Show Info of the specific Document.
Click on-to Fetch Latest Genetian of the specific Document.

Note: Depending on the search results, one or more of the items listed below may not
be displayed.

_indicates that the specific Document is reserved.

__lindicates that the specified Document is in Review.

__lindicates that the gecified Document is reserved and in Review.

indicates that the specified Document is cancelled.

Click on—lor=to Show Comments for the specific Document. This icon will not be
available if there are no Comments for the Document.

Click on the Metric statiicon to display the Metric Info of the specific Document. Note:
The Metric status icons will only be displayed if this system supports the Key
Performance Indicator (KPI) Tool for NMIS Metrics.
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A Metric status can be:

~Inactive

Green- Improving

Green - Staying Constant
Green- Worsening
Yellow- Improving
Yellow- Staying Constant
Yellow- Worsening

"~ Red- Improving

"~ Red- Staying Constant

~ Red- Worsening

A late Metric icon will be displayed as opaque. For exale,
Stoplight Criteria

Green represents progress according to plan.

Yellow represents an area of concern.

Red represents a significant problem.

1. Click the Cancel button to cancel the command, click the Clear Input button to reset all
of the search criteria, if you need to refigeur search, enter data in another field and
click the Search button, or click the Next button to continue.

Step 3:

A listing of all of the Documents that matched the search criteria or a message stating, "There
are too many Documents to allow individwsalection” is displayed. If a list is displayed you

must choose the Documents to be Mass Modified by placing a check in the checkbox in front of
the Document number. You can check each Document individually or you can click the Select All
button to selectall the Documents. Only the Documents with a check in the checkbox will be
Mass Modified. If there are too many Documents to allow individual selection, all of the
Documents will be selected for modification with you click Next.

T The Number and Title areggilayed for each Document.
1 The Documents are listed in alphabetical order by the Document number.

1 indicates that the specific Document is reserved.
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T L__indicates that the specified Document is in Review.
1 indicates that the specified Document is reserved anReview.
1 Click on=to Show Info of the specific Document.

1 By default, an empty checkbox is displayed in front of each Document number.
Note:

Only Documents with a check in the checkbox in front of the Document number will be Mass
Modified.

1. Choose the Dauments to be Mass Modified by individually placing a check in the
checkbox in front of the Document number or click the Select All button to select all of
the Documents.

2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, click the Unselect All button to uncheck all previously checked
Documents, click the Next button to continue.

Step 4:

T You must enter data in one or more of the fields to modify a Document.

1 The values you enter on this screen @apbly to all the Documents that were selected
on the Choose Documents to Mass Modify screen. You can select one or more fields to
modify.

1 The number of Document(s) selected on the Choose Documents to Mass Modify screen
is shown.

1. If applicable, modify the @ument type in the Doc Type box by clicking on the down
arrow and selecting it from the list. The new Document Type will be applied to all the
Documents selected on the Choose Documents to Mass Modify screen. If this system
supports the Key Performancedinator (KPI) Tool for NMIS Metrics, Mass Modify
Documents does not currently support changing Metric Documents inteettic
Documents.

2. If applicable, modify the Document Category in the Doc Category box by clicking on the
down arrow and selecting itdm the list. The new Document Category will be applied
to all the Documents selected on the Choose Documents to Mass Modify screen.

Here are a few scenarios that might assist you in determining how to Mass Modify
Documents.

o Change Ownerwhen you enter a owner in the Owner field but leave
Distribution for Owner(s) and Notification for Owner(s) field blank, the new
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owner will be applied to all the Documents selected on the Choose Documents
to Mass Modify screen but not be added to Distribution and Natifan.

o Leave the Owner blank and select Add for Distribution for Owner(s) and
Notification for Owner(s). The owners for the Documents that you selected on
the Choose Documents to Mass Modify screen will be added to the Distribution
and Notification. Thisnqovides the ability to add owners to Distribution and
Notification without changing the owner of the Document.

o Leave the Owner blank and select Remove for Distribution for Owner(s) and
Notification for Owner(s). The owners for the Documents that you seteoh
the Choose Documents to Mass Modify screen will be removed from the
Distribution and Notification. This provides the ability to remove owners from
Distribution and Notification without changing the owner of the Document.

3. If applicable, modify the Doenent owner in the Owner box by clicking on the down
arrow and selecting a name from the list. The new owner will be applied to all the
Documents selected on the Choose Documents to Mass Modify screen. Leave this box
blank if you do not want to change tloavner.

4. If applicable, modify the Distribution for Myself or Distribution for Owner(s) setting by
clicking on the down arrow and selecting Add (add myself/the owner to the
Distribution) or Remove (remove myself/the owner from the Distribution). You/the
owner(s) will be added or removed for Distribution to all the Documents selected on the
Choose Documents to Mass Modify screen. Leave this field blank, if you do not want to
add or remove yourself/the owner(s) from Distribution. This provides the ability ¢b ad
and/or remove yourself/owners to Distribution without changing the owner of the
Documents.

5. If applicable, modify the Notification for Myself or Notification for Owner(s) setting by
clicking on the down arrow and selecting Add (add myself/the owner ti\thification)
or Remove (remove myself/the owner from the Notification). You/the owner(s) will be
added or removed for Notification to all the Documents selected on the Choose
Documents to Mass Modify screen. Leave this field blank, if you do not wauidtor
remove yourself/the owner(s) from Notification. This provides the ability to add and/or
remove yourself/owners to Notification without changing the owner of the Documents.

6. If applicable, modify the Document point of contact in the Point of Context bhe
point of contact is the person responsible for the content of the Document. The
maximum length of this field is 48 characters. The new point of contact will be applied
to all the Documents selected on the Choose Documents to Mass Modify screen.

7. If applicable, modify the Document Organization in the Organization box by clicking on
the down arrow and selecting an Organization from the list. The new Organization will
be applied to all the Documents selected on the Choose Documents to Mass Modify
screen

8. If applicable, modify the web search in the Web Search box by clicking on the down
arrow and selecting it from the list. The new web search will be applied to all the
Documents selected on the Choose Documents to Mass Modify screen.
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Here are a few scemi@s that might assist you in determining how to Mass Modify
Keywords.

o

Modify Keyword Select a Keyword in the New Keyword field on the Search
form, and add that same Keyword on the Values form with a New value. The
Keyword that matched the search criteriKeyword associated to the Documents
selected on the Choose Documents to Mass Modify screen will be replaced with
the new value.

Modify Same Keyword with Multiple Values Using Wildcé&dlect a Keyword in
the New Keyword field on the Search form, andl éldat same Keyword on the
Values form with a New value. When the same Keyword with multiple values is
associated to Documents that matched the search criteria Keyword, then all
values for that Keyword are deleted and replaced with the new value. For
exampe, on the Search form in the New Keyword field select Contract, click Add.
In the Contract field enter ABC*. This will return all Documents with the Keyword
Contract with a value that starts with ABC. On the Value form in the New
Keyword field select Cor#ct, click Add and enter new value, i.e. xyz. Keywords
associated to Documents with Contract=ABC* will be replaced with the new
value xyz.

Delete Keyword Select a Keyword in the New Keyword field on the Search form,
and add that same Keyword on the Vieduform and NO value is specified. A
warning message is displayed on the confirmation form stating that the Keyword
will be deleted from the selected Document.

9. If applicable, add a new Keyword in the New Keyword box by clicking on the down
arrow and seledhg it from the list. Click the Add button and assign value for the
Keyword. The new Keyword will be applied to all the Documents selected on the Choose
Documents to Mass Modify screen. To remove the Keyword, click the Remove button.

10.1f applicable, in théAccess box, enter a Document number to associate that Document's
current associations for Access to all of the selected Documents. For example, entering
the Document number XYZ will assign all access that is currently associated to
Document XYZ to all di¢ Documents selected on the Choose Documents to Mass
Modify screen.

(0]

Any access currently associated to the Documents selected on the Choose
Documents to Mass Modify screen will be deleted and replaced with the access
currently associated to Document XYZ.

If no access is currently associated to Document XYZ, then no access will be
associated to the Documents selected on the Choose Documents to Mass Modify
screen.

11.1f applicable, in the Commenters box, enter a Document number to associate that
Document's current associations for Commenters to all of the selected Documents. For
example, entering the Document number XYZ will assign all Commenters that are
currently aseciated to Document XYZ to all of the Documents selected on the Choose
Documents to Mass Modify screen.
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o Any Commenters currently associated to the Documents selected on the Choose
Documents to Mass Modify screen will be deleted and replaced with the
Commaenters currently associated to Document XYZ.

o If no Commenters are currently associated to Document XYZ, then no
Commenters will be associated to the Documents selected on the Choose
Documents to Mass Modify screen.

12.1f applicable, in the Distribution box, tam a Document number to associate that
Document's current associations for Distribution to all of the selected Documents. For
example, entering the Document number XYZ will assign all Distribution that is currently
associated to Document XYZ to all of Becuments selected on the Choose Documents
to Mass Modify screen.

o Any Distribution currently associated to the Documents selected on the Choose
Documents to Mass Modify screen will be deleted and replaced with the
Distribution currently associated to Dament XYZ.

o If no Distribution is currently associated to Document XYZ, then no Distribution
will be associated to the Documents selected on the Choose Documents to Mass
Modify screen.

13.1f applicable, in the Notification box, enter a Document number to aasathat
Document's current associations for Notification to all of the selected Documents. For
example, entering the Document number XYZ will assign all Notification that is currently
associated to Document XYZ to all of the Documents selected on tles€Bocuments
to Mass Modify screen.

o Any Notification currently associated to the Documents selected on the Choose
Documents to Mass Modify screen will be replaced with the Notification
currently associated to Document XYZ.

o If no Notification is currenthassociated to Document XYZ, then no Notification
will be associated to the Documents selected on the Choose Documents to Mass
Modify screen.

14.Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or ckdhe Next button to continue.

Step 5:

1. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the Next button to continue.

Step 6:
1. Enter the reason for Mass Modifying Documents in the Reas@nTias is a required
field. The maximum length of this field is 255 characters.
2. Click the Cancel button to cancel the command, click the Previous button to return to
the previous screen, or click the OK button to Mass Modify the Documents.

Notes:
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T Any Docments selected for Mass Modify will not have their Document Category
changed if the new Document Category has an Allow Stored Here value of 'No'. The
following message will be displayed: "The Doc Category cannot be changed to the
selected value because thDocument manager is prohibited from storing Documents of
this category.”

Possible Messages

1 If the Document Category is being modified and the web search is being modified to a
value higher than is allowed by the new Document Category:Ddlmuments will have
their web search setting changed because the new Doc Category's web search will not
permit the new setting."

1 If the Document Category is being modified, the access is being modified, and the new
access has a Read access that is hidteer is allowed by the new Document Category:
"No Documents will have their Read access setting changed because the new Doc
Category's read access won't permit the new setting."

T Any Documents selected for Mass Modify will not have their web search chanbedt i
Document Category's highest allowed web search does not allow it. "x Documents will
have their web search setting lowered because the new Doc Category's web search
won't permit their current setting."

1 Any Documents selected for Mass Modify will hawe their Read access changed if
their Document Category's highest Read access does not allow it. "x Documents will
have their Read access setting lowered because the new Document Category's Read
access will not permit their current setting."

1 If the websearch is being modified and some of the selected Documents' Document
Category will not allow the new higher setting: "x Documents will not have their web
search setting changed because their Doc web search won't permit the new setting."

1 If the access isding modified and some of the selected Documents’ Document
Category will not allow the new higher setting: "x Documents will not have their Read
access setting changed because their Document Category's Read access won't permit
the new setting."

T Multiple Dacuments that the current User selected will be modified with the same
changed attributes.

T A history record will be generated for modification of each of the Documents.

T Email will be sent to the notification associated with all the Documents showing all the
Documents that were changed.

6.28.10. Mass Modifying Folders

Mass modify folders allows the Document Administrator to make mass changes to folders. The
following attributes of the folder can be mass modified: Owner, Notification for Owner(s),
Organization, Accesmd Notification.

Note:
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There are many different circumstances as to why folders may be required to be mass
modified. Before mass modifying folders, the Document Administrator needs to plan the
process and the steps required to make the change. For examvplen modifying the owner

do you want to modify the owner and add the owner to the notification? Depending on your
system your next step may be, leaving the folder where it is or move the folder to a new
location using the move contents option.

1 The user st have the Admin privilege.
Navigation:[DocMgr > Admin > Miscellaneous > Mass Modify Folders]
Step 1:

To search for folders to mass modify, enter data in one or more search fields, adjust the search
options if necessary, and press the Search buttosuiemit the request. Pressing the Clear
Input button will reset all of the search criteria.

Here are a few rules to remember when specifying search criteria:

The search criteria is not case sensitive

The asterisk*() represents zero or moreharacters

The question mark? represents exactly one character

Multiple asterisks and/or question marks are allowed in the same word

Consecutive asterisks are not allowed but consecutive question marks are allowed
Search fields cannot contain only asss.

Asterisks and question marks may be positioned anywhere in a word as long as they
don't break any of the previous rules

=A =4 4 -4 -4 -4 -4

The table below describes the fields and search criteria:

Field Search Criteria
Enter the folder name, or part of tHelder name followed by an

Name .
asterisk.

_ Enter the folder description, or part of the folder description followe
Description :

by an asterisk.

Owner click on the down arrow and select a name from the list.

Search for folders created on a specifate. For example: folders
Create Date | created on 02/03/2001. Enter 02/03/2001 to 02/03/2001 in the datg
boxes. Use: mm/dd/yyyy.
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Search for folders created for a range of dates. For example: folde
created from 01/18/2001 to 01/23/2001. Enter 01/18/2001 to
01/23/2001 in the date boxes. Use: mm/dd/yyyy.

Search for folders created since a specific date. For example: folde
created from 01/19/2001 to present date. Enter 01/19/2001 in first
date box. Leave second date box blank. Use: mm/dd/yyyy.

Search fofolders created prior to a specific date. For example:
folders created prior to 01/23/2001. Enter 01/23/2001 in second d4
box. Leave first date box blank. Use: mm/dd/yyyy.

Organization

click on the down arrow and select the organization from the list.

Read Access

click on the down arrow and select read access from the list.
None- Folders do not have *Local Users (R) assigned with Read
Access.

Local Folders do have *Local Users (R) assigned with Read Acceq

Parent Folder
Path

If Include Subfoldersichecked, to search for subfolders in a specifi
folder enter the full folder path. For example: entering the folder pa|
/users/jdoe would bring back all of the subfolders in jdoe. This
provides a means to mass modify subfolders in a single folder; for
example, to apply access to all subfolders in a folder.

Note: The folders displayed in the Search Results and the Choose Folders Forms will include any
subfolders, even if their attributes do not meet the Search Criteria, if the Include Subfolders is

checled.

1. To search for folders to mass modify, enter data in one or more search fields. Refer to

the table above for help on searching.

2. Click the Cancel button to cancel the command, click the Search button to submit the

request, or click the Clear Inphutton to reset all of the search criteria.

Step 2:

A listing of all of the folders that matched the search criteria is displayed.

1 If no folders were found that matched the search criteria, the following message will be

displayed: "No folders found matetg the specified search criteria”.
1 The Name and Description are displayed for each folder.
1 The number of cabinets and/or folders that matched the search criteria is shown.
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